CONFERENCE ON DISARMAMENT

CHEMICAL WEAPONS

WORKING PAPERS
1989 SESSION

COMPILED AND EDITED BY:

ARMS CONTROL AND DISARMAMENT DIVISION OF
EXTERNAL AFFAIRS AND INTERNATIONAL TRADE CANADA
OTTAWA, CANADA

MASTER COPY FEBRUARY 1990






CONFERENCE ON DISARMAMENT

CHEMICAL WEAPONS

WORKING PAPERS
1989 SESSION

oCT 11 199

RETURN TO DEPARTMENTAL LIBRARY
RETOURNER A LA BIBLIOTHEQUE DU MINISTERF

COMPILED AND EDITED BY:

ARMS CONTROL AND DISARMAMENT DIVISION OF
EXTERNAL AFFAIRS AND INTERNATIONAL TRADE CANADA
OTTAWA, CANADA

FEBRUARY 1990



i
0
il
._ |
[ . - i
) 5 1
) b,
. .
=t 0
IH ’ I
. iy I
7
=
i
"
v
. b
)
: i
!
;
. ,
o
: = : 1 0 i
) > .
) .
: I I I i I
L L i I :
U . :
! .
| 5 U > i
'
' ) J - I I H
1 ) : I ; ‘
i
I_III l . b I I
; b h'
h
LN | . 'H 1 I
S i
) . . h
| .
. ,
. [N : i '
i ' 5
1
o

U 1 I"I il
. AT A
w T

. BN

'_ f ,me‘m ls'.‘x

bl PN mrm-mm

: }'l"'_"(,-'- IL_—I.-?. -

)
3

ARSI

L
i
X ”,‘ 4 "4\.
4

3

g ..m-.\. ety ?ﬂﬁ S,

oy
ﬂ w ".-r

e o iy

Ton _f' "‘I

, .l-'

W AR

Vil A ;:m;ulmh 14

-wu 1’ '
3
vyl

"l L —!ﬂ'. i:

L .

BI-I




PREFACE
WP

VOLUME II

This set of two volume covers official documents (working
papers) relating to Chemical Weapons submitted in plenary to the
Conference on Disarmament during its 1989 session. It is
compiled to facilitate discussions and research on this issue.

Volume I includes CD/877 to CD/901; Volume II includes
CD/907 to CD/955.

Note that the index is a chronological listing while the
documents themselves are arranged in numerical order by CD
number.
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CHEMICAL WEAPONS WORKING PAPERS
SUBMITTED TO CD 1989
CHRONOLOGICAL INDEX

1989
VOLUME I
serial Reference Country Description Date
419 CD/877 Italy Letter dated 12 January 13.1.89
CD/CW/ 1989, addressed to the
WP.218 Secretary-General of the

Conference on Disarmament
from the Head of the
Permanent Mission of Italy
to the Conference on
Disarmament, transmitting a
document entitled "Proceed-
ings of the International
Forum on 'Total ban of
chemical weapons: The
problems of verification,'
Rome, Villa Madama, 19-20
May 1988"

420 cD/878 Czecho- Letter dated 17 January 18:.1.. 89

slovakia 1989, addressed to the
Secretary-General of the
Conference on Disarmament
from the Charge d'Affaires
a.i. of the Czechoslovak
Socialist Republic trans-
mitting a statement made in
Prague on 5 January 1989 by
the Government of the
czechoslovak Socialist
Republic on issues
concerning prohibition and
elimination of chemical
weapons

421 CD/880 France Letter dated 27 January 3051589
1989 from the represent-
ative of France Addressed
to the Secretary-General of
the Conference on
Disarmament, transmitting
the text of the Final Act
of the Paris Conference of



Serial Reference Country

422 CD/879 UN
[EXTRACT] Secret-
ary
General
423 CD/881 AHCCW
424 CD/889 CD
425 CD/890 Hungary
and Add.1
CD/CwW/
WP.223
and Add.1
426 CD/893 Italy
CD/CW/
WP.224

Description Date
States Parties to the 1925
Geneva Protocol and Other
Interested States,

Including the Final

Declaration of the Confe-

rence, adopted on 11

January 1989

Letter dated 20 January
1989 from the Secretary-
General of the United
Nations to the President of
the Conference on
Disarmament transmitting
the resolutions and
decisions on disarmament
adopted by the General
Assembly at its forty-third
session.

3.2.89

Report of the Ad Hoc 3:2.89
Committee on Chemical
Weapons to the Conference
on Disarmament on its work
during the period 17
January to 3 February 1989
Decision on the re- 16.2.89
establishment of the Ad Hoc
Committee on Chemical
Weapons

Report on the first 20.2.89
national trial inspection

Letter dated 24 February 24.2.89
1989 from the Permanent
Representative of Italy

addressed to the Secretary-

General of the Conference

on Disarmament transmitting

an interim report on a

trial inspection of two

Italian chemical facilities




Sserial Reference Country

427 CcD/894
CD/CW/
WP.225

428 cD/897

429 CD/899
CD/CW/
WP.227

430 CD/900
CD/CW/
WP.229

USSR

Aus-
tralia

GDR

Czecho-
slovakia

3
Description Date

Letter dated 27 February 28.2.89
1989 from the Represent-
ative of the Union of
Soviet Socialist Republics
addressed to the President
of the Conference on
Disarmament transmitting a
text of the report on the
national experiment on
trying out procedures of
systematic control of the
non-production of chemical
weapons in industry, held
in the USSR

Letter dated 7 March 1989 8.3.89
addressed to the Secretary-
General of the Conference
on Disarmament from the
Permanent Representative of
Australia transmitting the
text of a press release
issued by the Australian
Minister for Foreign
Affairs and Trade, Senator
Gareth Evans, on 7 March
1989

Letter dated 10 March 1989 10.3.89
addressed to the President
of the Conference on
Disarmament from the
Permanent Representative of
the German Democratic
Republic transmitting the
text of a working paper
entitled "Report on the
national trial inspection
of the GDR undertaken in a
facility of the chemical
industry"

Report on the conduct and 15.3.89
results of the national
trial inspection



Serial

431

432

433

434

435

436

Reference

CcD/901
CD/CW/
WP.230

CD/895/
Rev.1l
CD/CW/
WP.226/
Rev.1

CcD/907

CD/909
CD/CW/
WP.232

CD/910

CcD/CW/
WP.234

cD/911

4

Country Description

France

Brazil

Chemical weapons conven-
tion: Confidentiality

National trial inspection:
Technical report

VOLUME II

Aus-
tralia

UK

Aus-
tralia

Canada

Letter dated 22 March 1989
addressed to the Secretary-
General of the Conference
on Disarmament from the
Permanent Representative of
Australia transmitting a
document entitled
"Provision of data relevant
to the chemical weapons
convention"

Chemical weapons convent-
ion: Ad hoc inspections

Letter dated 4 April 1989
addressed to the Secretary-
General of the Conference
on Disarmament from the
Permanent Representative of
Australia transmitting a
document entitled "Report
of an Australian national
trial inspection"

Letter dated 30 March 1989
addressed to the Secretary-
General of the Conference
on Disarmament from the
Deputy Permanent Represent-
ative of Canada trans-
mitting compendia on
chemical weapons comprising
plenary statements and
working papers from the
1988 session of the
Conference on Disarmament

Date

16.3.89

21.3.89

23.3.89

30.3.89

5.4.89

5.4.89




Serial

437

438

439

440

441

442

443

444

Reference Country

CcD/912
CD/CW/
WP.235

CD/913
CD/CW/
WP.240

CcD/916
CD/CW/
WP.242

CcD/917
CcD/CW/
WP.243

CD/919
[EXTRACT]

cD/921
CD/CW/
WP.245

CD/922
CD/CW/
WP.250

CD/926
[EXTRACT]

FRG

France

France

Belgium

Bulgaria

UK

UsSA

Nether-
lands

Description Date

Report on a national trial 7.4.89
inspection

National trial inspection 11.4.89

The scientific advisory 17.4.89
council

National trial inspection 17.4.89

Letter dated 7 June 1989 9.6.89
addressed to the President
of the Conference on
Disarmament from the Charge
D'Affaires, Deputy Perma-
nent Representative of the
People's Republic of
Bulgaria transmitting the
text of the declaration of
the President of the State
Council of the People's
Republic of Bulgaria and
the Prime Minister of the
Republic of Greece signed
on 23 April 1989

Verification of the 14.6.89
chemical weapons conven-

tion: Practice challenge
inspections of military

facilities

Report on a United States 22.6.89
national trial inspection
exercise

Letter dated 20 June 1989 22.6.89
addressed to the Secretary-

General of the Conference

on Disarmament by the
Representative of Nether-

lands, forwarding documents



S8erial Reference Country

445

446

447

448

CD/924
CD/CW/
WP.251

CD/925
CD/CW/
WP.252

CD/930

[EXTRACT)]

CD/931

[EXTRACT)]

Nether-
lands

Nether-
lands

FRG

USSR

6
Description

adopted at the meeting of
the North Atlantic Council
in Brussels on 29 and 30
May 1989

Report on a national trial
inspection

An attempt to verify non-
production in a chemical
plant

Letter dated 6 July 1989
addressed to the President
of the Conference of
Disarmament by the Repre-
sentative of the Federal
Republic of Germany
transmitting the text of
the Joint Statement of 13

June 1989 signed in Bonn by

the Chancellor of the

Federal Republic of Germany

and the General Secretary

of the Central Committee of

the Communist Party of the
Soviet Union and Chairman
of the Supreme Soviet of
the Union of Soviet
Socialist Republics
together with the text of
the Joint Declaration
adopted on 14 June 1989 in
Bonn by the Minister for
Foreign Affairs of the

Federal Republic of Germany

and the Minister for
Foreign Affairs of the
Union of Soviet Socialist
Republics

Letter dated 5 July 1989
from the Representative of
the Union of Soviet
Socialist Republics
addressed to the President
of the Conference on
Disarmament transmitting
the text of the Joint

Date

23.6.89

23.6.89

12.7.89

12.7.89



Serial

449

450

Reference Country

CD/932

CD/934
[EXTRACT]

Finland

Romania

7
Description

Statement signed at Bonn on
13 June 1989 by M.S.
Gorbachev, General Secre-
tary of the Central
Committee of the CPSU and
President of the USSR
Supreme Soviet, and H.
Kohl, Chancellor of Federal
Republic of Germany, and
the text of the Joint
Declaration by the Mini-
sters for Foreign Affairs
of the USSR and the Federal
Republic of Germany adopted
at Bonn on 14 June 1989

Letter dated 11 July 1989
addressed to the Secretary
General of the Conference
on Disarmament from the
Permanent Representative of
Finland transmitting a
document entitled "Standard
operating procedures for
the verification of
chemical disarmament, D.2,
Second proposal for
procedures supporting the
reference database"

Letter dated 13 July 1989
addressed to the Secretary-
General of the Conference
on Disarmament by the
Permanent Representative of
the Socialist Republic of
Romania transmitting the
text of a communique of the
Meeting of the Political
Consultative Committee of
the Warsaw Treaty States
together with the text of a
document entitled "For a
stable and secure Europe
free from nuclear and
chemical weapons, for a
substantial reduction of
armed forces, armaments and
military spending"

Date

12 . 7+:89

19.7.89



Serial Reference Country

451

452

453

454

455

CD/936

CD/940

CD/947

CD/948
CD/CW/
WP.260

CD/949
CD/CW/
WP.261

Norway

Norway

Canada

Austria

Czecho-
slovakia

8
Description

Verification of alleged use
of chemical weapons: A new
approach for verification
procedures

Letter dated 31 July 1989
addressed to the President
of the Conference on
Disarmament from the Charge
d'Affaires a.i. of Norway,
transmitting a research
report entitled "Verifi-
cation of a chemical
weapons convention:
Headspace gas chromato-
graphy: A new technique in
verification of alleged use
of chemical warfare agents.
Part VIII"

Letter dated 9 August 1989,
addressed to the Secretary-
General of the Conference
on Disarmament by the
Permanent Representative of
Canada transmitting a
report issued as Arms
Control Verification Paper
No. 3, entitled "Interna-
tional Atomic Energy
Safeguards as a model for
verification of a chemical
weapons convention"

Letter dated 10 August 1989
addressed to the Secretary-
General of the Conference
on Disarmament by the
Permanent Representative of
Austria transmitting a
document entitled "Prelimi-
nary report on an Austrian
National trial inspection"

Data relevant to the
convention on the complete
and general prohibition and
destruction of chemical
weapons

Date

21.7.89

3, 7. RS

9.8.89

14.8.89

15%.8.89



P p—

Serial

456

457

458

459

Reference

CD/950
CD/CW/
WP.263

CD/951

CD/952

CD/955
[EXTRACT ]

Country

FRG

Group
of 21

AHCCW

AHCCPD

9
Description Date

Report on a national trial 17.8.89
inspection to test the

validity of a proposed

format for ad hoc on-site
verification

Statement by the Group of 17.8.89
21 on the government- :
industry conference against
chemical weapons

Report of the Ad Hoc 18.8.89
Committee on Chemical

Weapons to the Conference

on Disarmament

Report of the Ad Hoc 24.8.89
committee on the Comprehen-

sive Programme of Disarma-

ment
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CONFERENCE ON DISARMAMENT CcD/907

23 March 1989

Original: ENGLISH

LETTER DATED 22 MARCH 1989 ADDRESSED TO THE SECRETARY-GENERAL OF

THE OONFERENCE ON DISARMAMENT FROM THE PERMANENT REPRESENTATIVE

OF AUSTRALIA TRANSMITTING A DOCUMENT ENTITLED "PROVISION OF DATA
RELEVANT TO THE CHEMICAL WEAPONS CONVENTION"

The Australian Government welcomes the move to greater openness by all
States about their chemical production and facilities, as a contribution to
greater confidence which will help move the CWC negotiations forward.

In Australia, the areas of the Department of Defence which have
potential input to the data exchange exercise are the Materials Research
Laboratory (MRL), Melbourne, and the three Services.

One of the functions of MRL is to conduct research on defence against
chemical weapon agents, including therapy and prophylaxis, detection,
decontamination, and development of chemical analysis me thods for treaty
verification. This research requires the use of laboratory quantities of some
of the chemicals that are listed under Schedules 1, 2 and 3 in the current
Rolling Text of the Chemical Weapons Convention (CD/874). Because of the
small quantities of these chemicals that are synthesized and used at the
Laboratory, it is anticipated that MRL will be covered by the arrangements for
"Other Facilities™ in the Rolling Text, rather than in the arrangements for a
"Single Small Scale Production Facility".

In order to contribute to the negotiations on the Chemical Weapons
Convention, Australia presents the attached data, based on document CDh/828.

I should be grateful if you would take the necessary steps to

circulate this letter and attachments as an official document of the
Conference on Disarmament.

(Signed) D.H. Reese
Ambassador

GE.89-60522/2497A



CD/907
page 2

Type of data

1. Presence of CW on own territory.

Possession of CW on territory of another State.

2. Aggregate number of facilities for the production
and storage of CW, and for production, processing and
consumption of chemicals on Schedules (1), (2), (3)

above agreed thresholds.

3. Types and names of CW agents produced.

Types of CW munitions stored; OCW agents in bulk.

Names of chemicals on schedules (1), (2) and (3)
produced in the chemical industry.

4. Plans and methods for the destruction of CW
including the number of facilities and the
anticipated length of their operation during the
10 year destruction period.

Answer

No */
No

Australia does not
produce or store CW.

The names of CW agents
and other precursors on
Schedules (2) and (3)
produced or consumed in
laboratory guantities
at MRL are listed in
Attachment 1.

There are no CW
munitions stored at
MRL nor CW agents in
bulk.

Listed in Attachment 2.
Australia does not

require a CW
destruction facility.

b The Royal Australian Air Force (RAAF) has recently become aware of a

small amount of OW munitions at Maxwelton in Central Queensland. These
munitions were left over from World War II when a disposal task was not fully
completed at the end of the war. Disposal action on these old weapons will
take place as soon as appropriate arrangements can be made.




Schedule (1)

s O-Alkyl alkylphosphonofluoridates

Sarin:0-isopropyl methylphosphonofluoridate

Somain: O-pinacolyl methylphosphonofluoridate
GE: O0-isopropyl ethylphosphonofluoridate
GF: 0-cyclohexyl methylphosphonofluoridate

2% 0-Alkyl N,N-dialkylphosphoramidocyanidates

Tabun: 0-ethyl N,N-dimethylphosphoramidocyanidate

3'e 0-Alkyl S-2-dialkylaminoethylalkylphosphonothiolates

VX: O-ethyl S-2-diisopropylaminoethylmethyl-
phosphonothiolate

4, Sulphur mustards

Mustard gas (H): bis(2-chloroethyl)sulphide
0-Mustard (T): bis(2-chloroethylthicethyl)ether

5's Lewisites
Lewisite 1: 2-chlorovinyldichloroarsine
6. Nitrogen mustards
HNl: bis(2-chloroethyl)ethylamine
HN2: bis(2-chloroethyl)methylamine
HN3: tris(2-chloroethyl)amine
a8 Alkylphosonyldfluorides
DF

To be discussed further

25 3,3-Dimethylbutanol-2-01 (pinacolyl alcohol)
3. CS
4, CR

Schedule (2)

1s Chemicals containing one P-methyl, P-ethyl, or P-propyl

bond.

Dimethyl methylphosphonate

Diethyl ethylphosphonate

Methyl phosphonyl dichloride !
Methyl phosphonous dichloride.

CD/907
page 3

Attachment 1

(107-44-8)
(96-64-0)

(77-81-6)

(50728-69-9)

(505-60-2)
(63918-89-8)

(541-25-3)

(538-07-8)
(51-75-2)
(555=77=1)

(676-99-3)

(normal or 1iso)



CD/ 907
page 4

2% N,N-Dialkylphosphoramidic dihalides
N,N-Dime thyl phosphoramidic dichloride

To be discussed further

(1) The following compounds:

Bis(2-hydroxyethyl)sulphide
3, 3-Dimethylbutanol-2-01

(thiodiglycol)
(pinacolyl alcohol)

Schedule (3)

Phosgene

Cyanogen chlor ide

Hydrogen cyanide
Trichloronitromethane (chloropicrin)
Phosphorus oxychloride

Phosphorus trichloride

Di- and Trimethyl/Ethyl Esters of
Phosphorous (P III) Acid:

Trimethyl phosphite
Triethyl phosphite
Dimethyl phosphite
Diethyl phosphite
Sulphur monochloride
Sulphur dichloride

(75-44-5)
(506-77-4)
(74-90-8)
(76-06-2)
(10025-87-3)
(7719-12-2)

(121-45-9)
(122-52-1)
(868-85-9)
(762-04-9)
(19925-67-9)
(19545-99-0)




ARTICLE VI - SCHEDULE 3 CHEMICALS
Name

Phosphorous oxychlor ide
Phosphorous trichloride

Phosgene

Cyanogen chloride

Hydrogen cyanide
(hydrocyanic acid)

Trichloronitromethane
(chloropicrin)

Trimethyl phosphite
Triethyl phosphite
Dimethyl phosphite
Diethyl phosphite

Mono Sulphurdichloride

OTHER PRECURSOR CHEMICALS
Trisethanolamine
Hydrofluoric acid

2-chloroethanol

CD/907
page 5

Attachment 2

Source

Manufactured
Manufactured
Manufactured
Manufactured

Manufactured

Manufactured

Impor ted
Impor ted
Impor ted
Impor ted

Distributed

Manufactured
Manufactured

Manufactured and exported



1 i :
i
'
i
—_— I 1 )
I e HHH i I f - I
:
§
;
..
:
;
N 7 o i
) _—
L] ) o L 1 . A
P e . e ] i ! :
= s B,
L1 e

WINE Byen. BEsadoat et

" oo
% A
PR
0 ] i

&




. s
LU i
\
II.II‘
.
|
|
:
'
-
_ '
. q
‘
:
;
. 3 . J N ’ 1 1 II
. I B Pk I
\ ' 3 ' . y
1 LN . ) -
] \I\ U 15 1
L . . 1 Ll r I N H. IHI i s
1 i
i o I'. L S 1 By ' 4 ' =
- il i " - y | A T .
r ) . 18 i { i i
. ) . . 1 IH 1 ey ' ] A
I. ; L A ! |“ . - 1] ' AR
S 0 i . . . ' L ot s &y i
' | 0
. } I I B . . 1 0 § ity
Wy Ph el W EE g
| Iu' L . 150 ,-.' 1 I ’ I'. g 1 Il' = ’ . I
|II. . - L il |I lI“III I'IIII ‘|-' I . -un'"l b owt . ) - HI . I II
. ", g iy " N - 1 w i 1 S L
et ARl e Lo SRty TTO N - R ' o %
i







CONFERENCE ON DISARMAMENT CD/909

CD/CW/WP.232
30 March 1989 °

Original: ENGLISH

UNITED KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND

Chemical Weapons Convention

Ad Hoc Inspections

1 Considerable progress has been made towards developing a layered pattern
of on-site inspection to cover the widely varying facilities and activities
which could put at risk the objectives of the Convention. The United Kingdom
delegation welcomes the ideas which have been put forward in the negotiations
by a number of delegations to strengthen these verification provisions, and
would like to contribute to the debate by putting forward an alternative
option. This paper suggests an inspection system to be added to the existing
provisions in CD/881, thus completing the on-site inspection framework in a
cost-effective manner.
25 The text of CD/88l contains the following provisions for mandatory
on-site inspection:
(a) Routine inspection initiated by the Technical Secretariat, on the
basis of annual declarations by States Parties, for:
- Chemical weapons stocks to check declarations and monitor aestruction.
- Chemical weapons production facilities to check mothballing and certify
destruction.
- Production 6f proscribed super toxic chemicals for permitted purposes
at permitted facilities.
- Non-production by the civil industry of high risk chemicals
(Schedules [2] and [...]).
(b) Challenge inspection, by which each State Party has the right to
request an on-site inspection in order to clarify doubts about compliance.
2. In addition the text in CD/88l1 contains a procedure for one State Party
to request clarification from another State Party via the Executive Council,
but this stops short of reference to on-site inspection or mandatory

obligation on the requested State.

GE.89-60551/2553A



CD/909

CD/CW/WP.232

page 2

WEAKNESSES IN INSPECTION FRAMEWORK

4, The text of CD/881 as at present envisaged does not apply routine on-site

inspection to a number of areas, some of them of major importance for the

viability of the Convention. The areas are:

(i)

(1i)

(iii)

(iv)

(v)

Schedule [3] chemicals, i.e. those produced on a large industrial
scale for legitimate purposes but posing a substantial risk to the
Convention as being usable either directly as chemical weapons or as
precursors for manufacture of chemical weapons. These are at
present to be monitored through unchecked annual declarations.
Hundreds of such facilities exist. _

Undeclared industrial chemical facilities., A very considerable
proportion of the world's chemical industry would not, under the
text in CD/881, be covered by annual declarations by States Parties
or by routine inspections. Yet modern industrial practices could
make it increasingly easy for such facilities to be used for
activities contrary to the Convention, should a State Party so
decide. Many thousands of such facilities exist.

Undeclared military and other facilities. Apart from the categories
listed in parargraph 2 (a) above, no provision is made in CD/881 for
routine inspection of military facilities. Yet such facilities
could play a crucial role should any State Party wish to establish a
clandestine chemical weapons capability. Thousands of such
facilities exist.

Undeclared activities in facilities subject to declaration and
routine inspection. Even with the level of inspection already
provided in such cases, it is open to doubt whether, given the high
risk to the Convention involved, adequate assurance would be
provided that the facilities concerned were not being used for
clandestine chemical weapon purposes. Hundreds of such facilities
exist.

Certain other facilities under article III.l1 (c) of CD/881. These
are at present to be declared but not subject to routine

inspection. This category perhaps poses less of a risk to the
Convention than the others mentioned above, but some delegations
have expressed concern about their exclusion from the inspection

framework. Hundreds of such facilities exist.



CD/909
CD/CW/WP.232
page 3

5. These factors indicate that the framework for on-site inspection in
CD/881 should be strengthened. Any solution needs to provide adequate
reassurance and deterrence with respect to the huge number of facilities in
question. It needs to do so in a way which does not prejudice those elements
of the inspection framework already existing in CD/881. And it needs to be
cost-effective. The question is how this can best be done.
ELEMENTS FOR A SOLUTION
6. A number of possible solutions have been suggested, which have made
valuable contributions to thinking on this subject. One approach, proposed by
the Federal Republic of Germany in CD/CW/WP.183 and 210, is for a verification
procedure based on ad hoc checks. The United Kingdom delegation would like to
suggest an alternative option which owes much to the Federal Republic of
Germany's ideas. It also draws on experience in operating the inspection
system established under the Stockholm Document which can be summarized as
follows.
Ta The Stockholm Document, produced by the Conference on Disarmament in
Europe in 1986, outlines a number of politically binding confidence and
security building measures for the 35 participating States. In connection
with the notification of certain military activities the Document specifies
that each participating State has the right to conduct inspections on the
territory of any other participating State. Such inspections shall not exceed
three in any one calendar yéar in any one State, and no State should be
obliged to accept'more than one inspection in any one calendar year from any
single State. Within these guotas the inspections are mandatory. The
inspection request has come to be recognized as non-confrontational and the
system has proved to be effective in establishing confidence that Stockholm
Document obligations are being observed. Suitably amended, this type of
inspection could have value in the context of the Chemical Weapons Convention.
PROPOSAL
8. Building on previous proposals by the Federal Republic of Germany and
others and on the provisions of the Stockholm Document, the United Kingdom
delegation suggests that the current verification framework might be
complemented by provision for an additional on-site inspection system on the
following'lines=

- Each State Party would have the right to initiate inspections by the

Technical Secretariat in civil and military facilities and elsewhere on

the territory of any other State Party.



CD/909
CD/CW/WP,232
page 4

- These requests would not be linked to any allegation of breach of the
Convention.

- Each State Party would have the right to make [...] requests a year and
would be obliged to receive a total of [...] inspections a year.

Access to the site would be mandatory within a given number of hours.
This quota system is one aspect distinguishing ad hoc from challenge
inspection.

- The purpose of the inspection would be to check whether any activity in
the facility concerned was subject to declaration or prohibition under
the terms of the Covention.

- The inspection would be carried out by inspectors from among the
full-time inspectorate of the Technical Secretariat. Procedures for
the conduct of the inspection (i.e. its format) would differ from those
for routine inspections listed in paragraph 2 (a) above and for
challenge inspection. There would, for example, be no "facility
attachment" and there might be no need for an observer from the
requesting State to accompany the Inspection Team.

- The Technical Secretariat would inform all States Parties that the
inspection had taken place and of their findings.

9. In addition it would be open to any State Party or group of States
Parties to reach agreement with another State Party or group of States Parties
to establish a bilateral system of inspections of the same or similar
character; the cost of this would be met by the Parties concerned.

10. The system described above might be called "Ad Hoc Inspections". It
would operate alongside the two other procedures - routine inspections listed
in paragraph 2 (a) above and challenge inspection - both of which would remain
crucial elements of the verification régime.

ADVANTAGES OF AD HOC INSPECTIONS

1ll. It is suggested that Ad Hoc Inspections would have the following
advantages:

(1) The inspection régime proposed in this paper would complete the

on-site inspection framework with a manageable number of régimes.

(ii) Nomination by States Parties would focus attention on facilities of

most concern both to the Convention and to the requesting States

Parties.
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(iii) The level of reassurance and deterrence would be further enhanced by
the mandatory nature of the inspection request and to the very short
advance warning. '

(iv) The targeted nature of the system would enable the vast numbers of
facilities involved to be subjected to verification at a high level
of cost-effectiveness. '

(v) The annual quota available to each State Party and the absence of
expressed doubts about compliance would give the system a routine
character.

12. The attached table gives an overview of the inspection framework
including Ad Hoc Inspection.

13. The United Kingdom delegation much welcomes the serious consideration
being given in the Conference on Disarmament to the problem posed by
shortcomings of the inspectibn framework. Constructive suggestions have been
made by several delegations and more may well be forthcoming. All options
deserve to be considered carefully. The United Kingdom delegation hopes that
the alternative idea of Ad Hoc Inspections described in this paper will
contribute to the ongoing search for a solution which will help to ensure an
effective verification régime for the future Convention banning chemical

weapons.
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REPORT OF AN AUSTRALIAN NATIONAL TRIAL INSPECTION
BASED ON THE PROVISIONS OF THE ANNEX TO ARTICLE VI [2]

Introduction

The future Convention will ban the development,
production, stockpiling, transfer and use of chemical weapons.
It is recognised that it will be necessary to monitor the
civilian chemical industry to ensure that chemical weapons are
not produced or their precursors diverted for purposes
prohibited by the Convention. In order to expedite work on the
Convention and to develop and assess provisions relating to
on-site inspections, to provide the necessary assurance that
civil facilities are used only for purposes not prohibited by
the Convention, Australia and The Netherlands conducted Trial
Inspections of chemical facilities in 1986 and reported their
results to the Conference on Disarmament (CD/CW/WP.140 and
CD/CW/WP.141 to 144). The experience gained from these
inspections strengthened the view that an adequate system of
verification can be developed and obtained at a reasonable
cost, taking into account the legitimate concerns of the
chemical industry. These results have been reflected in the
subsequent development of Article VI of the Rolling Text.

In April 1988, the Delegation of the Soviet Union
suggested that interested Delegations of the CD should conduct
National Trial Inspections (NTI) based on the provisions of the
Annex to Article VI [2], and then report the results to the
CD. These results could then be discussed and, using the
lessons learnt, a second round of inspections be conducted,
this time in the presence of '"international observers' from
other delegations participating in the experiment.

During the summer session of 1988, informal open-ended
consultations were held in the CD to prepare for these
multilateral trial inspections in the chemical industry. The
result of these consultations, contained in document
CD/CW/WP.213, were introduced to the Conference at its plenary
meeting on 13 September 1988, to assist the participating
States in their preparations for the national trial inspections.

Preparations for the Australian NTI were made on the basis of
CD/CW/WP.213, and conducted over a six-week period during
October/November including an initial visit and the negotiation
of a detailed Facility Attachment. The NTI was conducted at a
multipurpose complex of an agricultural chemical company that
produces mainly herbicides. This working paper presents the
results of this NTI on the basis of the format contained in
document CD/CW/WP.213.
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A. GENERAL APPROACH
gt Objectives of the NTI

- The objectives of the NTI were those set forth in
CD/CW/WP.213.

<5 Provisions in the Draft Convention under which the NTI
took place.

The NTI was conducted in accordance with the
provisions contained in the Annex to Article VI [2].

. ¥ Type of On-Site Inspection

This was a routine on-site inspection based on the
Annex to Article VI [2]. Prior to this inspection, an initial
visit was made for familiarisation purposes, for negotiation of
the Facility Attachment and determination of the inspection
plan.

4. Advance Irnformation
4a. Declarations

The company made the relevant declarations as outlined
in paragraphs 1, 2 aad 3 of the Annex to Article VI [2].

4b. Agreement on Inspection Procedures

After the initial visit, a controller group negotiated
and elaborated a Facility Attachment based on the ''Model for an
agreement relating to facilities producing, processing, cr
consuming chemicals listed in Schedule [2]" (CD/874. pp.
125-128). Specific comments and suggestions for improvements
to the 'Models for Agreement', including a checklist for
relevant information, are given in Annex 1 of this report.

3. Type of Facility inspected

The facility inspected is a multipurpose facility that
is part of a complex. The major purpose of the facility is the
production of Trifluralin (1582-09-8) and other herbicides.

6. Type of Declared Activity at the Facility

At present, the company produces no chemicals
currently listed under Schedule [2] of the Rolling Text. For
the purposes of the inspection, 'Dinitro'" (2-chloro, 1,
3-dinitro-5-trifluoromethyl benzene (393-75-9)) was treated as
a Schedule [2] chemical. The declared activity at the facility
during the inspection was the production of Trifluralin
herbicide from Dinitro.
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7 Actual Activity at the Facility

The production of the Trifluralin herbicide is
seasonal. At the time of the familiarisation visit, the

declared facility was involved in other production activities.
The company arranged for a batch of Trifluralin to be produced

DETAILED APPROACH

o

1% The Inspection Mandate

A controller group negotiated the inspection mandate
and the Facility Attachment. This group consisted of the
company's chief chemist and manufacturing manager, an official
from the Department of Foreign Affairs and Trade (DFAT), and a
defence scientist from the Department of Defence Materials
Research Laboratory (MRL). It negotiated, inter alia:

- areas to which the inspectors had access;

- records to be made available to the inspectors;

- services and operaticns to be providea by company
personnel upon request; '

- the right for inspectors to supervise co~pany
personnel performing such operations.

There was also discussion on whether the inspectors
should have the right to have access to areas not specified in
the facility attachment, and to have samples taken at sampling
points not specified. This is discussed in items Cl and Cl5.
2. Composition of the Inspection Team

The inspection team consisted of five persons:

- a senior official - from DFAT;

a defence scientist from MRL;

a chemical engineer nominated by the company
being inspected;

- an inspector from the Dangerous Goods Branch of
the Victorian State Government Department of
Labour; and

- an auditor (qualified accountant) from DFAT.
¥ Inspection Equipment

The inspection equipment was provided by MRL and is
listed in item C3.
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4, Activities Prior to the Arrival of the Inspection Team
On-site

- The initial visit and negotiation of a detailed

Facility Attachment were undertaken over a six-week period

prior to the inspection. The date of the inspection was chosen
for mutual convenience.

. Advance Preparation On-site

As discussed in item A7, the company arranged for the
delivery of Dinitro feedstock chemical and the production of a
batch of Trifluralin for the purpose of the inspection. No
further preparations on-site were undertaken.
6. Escort and Points of Contact Arrangements

The company designated points of contact and informed
the relevant personnel prior to the inspection. Contact
persons were nominated in the Facility Attachment; the
inspectors met these personnel during the opening conference.
During %ae inspection, the company provided selected staff to
act as escorts.
‘i {ther Participants

[nring the NTI, there were observers from:

- the Department of Defence (Policy Branch) ;

- MRL ;

- the Department of Industry Technology and
Commerce;

- a national newspaper (a journalist with a
chemical background).

8. Duration of Initial Visit and Inspection
- Initial Visit: 2 hours (Effort: &4 persons)

- Preparation of Facility Attachment: Two
half-days (4 persons)

- Inspection (Actual visit): 2 days (day 1: 2
persons, Day 2: 5 persons)

- Chemical analysis : 1 day (3 persons)

- Inspection Report (preparation): 1 day (3
persons).



CD/910 }
CD/CW/WP.234
page 6

9. Measures to Protect Confidential Information

Pending agreement in the Conference on Disarmament on
measures to protect confidential information, the four-level
classification system then under consideration in Working Group
A was used as a basis for discussion with the company.
Reference to this system of classification has since been
included in Appendix II (page 139) of the current Rolling Text.

The company specified which types of information it
considered came under the four levels, viz:

(a) Releasable to the public;
(b) Releasable to States Parties to the Convention;
(¢) Limited to the Technical Secretariat; and

_ ‘ (d) Available to inspectors only - not to be removed
from the company premises.

Agreement was reached on which infornation came unde:
the four levels, and the necessary arrangement's were made to
ensure that confidential information was handled appropriately
during the inspection.

10. Opening Conference

During the opening conference, the leader of the
inspection team outlined to participants and observers the
purpose of the NTI. He described in detail the proposed
inspection activities and specified services that were likely
to be needed from the company. A company representative
discussed the current activities at the facility and safety
regulations to be observed. The opening conference lasted
about one and a half hours.

| g IR Types of Records needed and/cor audited

The company Eeeps accurate and complete records of the
designated feedstock chemical, which is imported. The records
made available to the inspection team included:

- placement of orders with overseas suppliers;

- payment advice;

- import documentation/customs clearance;

- receipt at company store (off-site);

- receipt at production site;

- batch production sheets (including quantities of

feedstock chemicals and products, chemical
analysis/quality control of product):
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- health hazard data sheets;

- material-safety data sheets;

- receipt of product at company store;
3l - sale and despatch advice.
12. Plant Orientation Tour

The plant orienftation tour encompassed the facility
and the surrounding complex, including the analytical
laboratory.

1B. Inspection of Areas and Facility Equipment

The following facility areas were inspected in detail:

- feedstock storage;

- feed lines to reaction vessel;

- the external aspect of the reaction vessel and
associated control equipment, including the
coatrol room;

- procuct transfer lines;

- proci:ct storage vessel;

- formulation and filling equipment;

- quality control sampling points;

- waste/effluent lines.

During the negotiation of the Facility Attachment, the
company agreed that the trial inspection could be recorded with
a video camera, on the condition that the resulting video-tape
be classified at level (d) Available to inspectors only - not
to be removed from the company premises.

The video recérding included the aspects of the
facility outlined above, and the operations outlined in item
Bl4.,

14. Inspection of Operation Procedures
Inspectors observed the following operations:
- transfer of feed chemicals to reaction vessel;

- transfer of product to storage vessel;

- formulation of commercial product and loading
into 20 L containers.

During the inspection, inspectors paid special
attention to any details that may have suggested that the
company was involved in undeclared activities. No such details
were observed.
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15, Sampling and Sample-taking Procedures

The sample-taking was performed by company personnel,
in the presence of inspectors, at the sampling points that had
been agreed on during the negotiation of the Facility
Attachment. In each case, two samples were taken - one for
off-site analysis and one to be retained by the company. These
samples were:

- feed chemical (Dinitro) being transferred to the
reaction vessel;

- production in reaction vessel at conclusion of
production process;

- formulated product.
The company also agreed to:

- use of a vapour monitor at the facility to check
for the absence of Schedule [1l] chemicals. The
vapour monitor was also adapted to respond to
Dinitro (see Annex 3); :

- taking of air samples at the facility during the
production process;

- sampling the water that was used to flush the
reactor vessel after the product had been
transferred to the storage tank.

16. Handling of Samples

The handling of samples was negotiated as part of the
Facility Attachment. The inspectors supervised both the
sample-taking and the handling of samples on-site. The samples
to be analysed off-site were placed in a metal storage
container fitted with a lock and seal. This was taken by
"safe-hand'" to the agreed analytical laboratory (MRL), and
signed over to the custody of a senior government scientist who
was responsible (under the provisions of the Official Secrets
Act) for the security of the samples and the subsequently
obtained analytical data.

17 & Analysis of Samples

Reference samples of food chemical (Dinitro), product
(Trifluralin), and formulated product were provided by the
company during the negotiated of the Facility Attachment. This
enabled the analytical chemists at MRL to develop and/or refine
the appropriate methods for the analysis of the declared
chemicals.
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Analysis of the reference samples of Dinitro and
Trifluralin by gas-chromatography/mass spectrometry (GC/MS)
confirmed that they were authetic samples (based on comparison
with standard reference mass spectra). Visible absorbance
spectroscopy was used to confirm that the reference sample of
the formulation contained the concentration of Trifluralin that
was indicated on the batch production sheet.

The analysis of the samples that were obtained during
the inspection was performed on the day after the inspection.

18. Types of Analyses

As agreed by the company during the negotiation of the
Facility Attachment:

- the feed chemical and product were analysecd by
AGC/MS to confirm that they were the declared
chemicals;

d - the formulated product was analysed by nuclear
magnetic resonance (NMR) spectroscopy to coafirm
that it was the standard formulation;

- the air and water samtles were analysed by GC/MS
to confirm that no undzrclared Scheduled
chemicals had been sar~nled.

19, Documentation of the Inspecti:ion

L report was prepared by the inspection team.
Analytical results obtained at MRL were appended to this
inspection report, which was taken from MRL to the companw
premises by ''safe-hand', and discussed with the chief chemist
and manufacturing manager.

20. Evaluation by Inspectors

The evaluation of inspection activities and
information gathered during the inspection included the
following aspects: ;

- the possibility for undeclared conversions
between routine inspections;

- the extent and accuracy of the data provided by
the company;

- the co-operation displayed by the company'

- any difficulties encountered during the
inspection.

An important part of the evaluation process in the NTI was the
subsequent discussion on these aspects with the chief chemist
and the manufacturing manager.
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21. Closing Conference

The closing conference lasted approximately one hour,
and discussed the aspects outlined in item B20.

a2, Anomalies, Disputes and Complications
There were no anomalies, disputes or complications.
P Report of the Inspection Team

The inspection report included:

- an account of the actual inspection activities;
- results of the audit/materials balance;
- results of the analyses;

- lessons learnt during the inspection;
o : - conclusions.

The report was prepared off-site during the week
following the inspection.

24, Impact of the Inspection on Facility Operations

The NTI did not result in any actual production
losses, but the company's chief chemist and manufacturing
manager spent approximately 2 days each assisting with the
negotiation of the Facility Attachment and a total of 2 days
during the inspection. Other company personnel also assisted
during the inspection (6 working-days).

255 Other Matters.
C% SPECIFIC ASPECTS - CONCLUSIONS
o The Inspection Mandate

As currently stated in Annex to Article VI [2], it is
the facility that is producing, processing or consuming the
Schedule [2{ chemical that is subject to inspection - not the
whole chemical complex that the facility may be part of. The
controller group negotiated the inspection mandate and Facility
Attachment on this basis - limited the inspection to items (i)
to (viii) of paragraph 13 in Annex to Article VI [2].

During the inspection, one inspector requested access
to another facility in the complex. The company's initial
response was to point out that since this request had not been
previously negotiated, it would be reluctant on the day, for
both safety and proprietary reasons, to allow an inspection of
this other facility. However, the company agreed that the
inspection team could take an air sample from this other
facility, provided the sample was then analysed on-gite using
negative proof methods to indicate that the sample did not
contain any Scheduled chemicals.
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&7 Composition of the Inspection Team

The team chosen for the trial inspection included a
senior official from DFAT with a background in disarmament
policy issues (team leader and key spokesperson), a defence
scientist who has assisted with the work of the Ad Hoc
Committee on Chemical Weapons in Geneva, and a qualified
accountant with extensive auditing experience. This team was
found to be very suitable for the trial inspection.

. The most time-consuming part of the inspection was the
auditing. Based on the time taken to examine a selected number
of records during the trail inspection, we estimate that it may
take 4 to 5 man-days to conclude a complete audit of the
documentation relevant to a declared Schedule [2] chemial.
Depending upon the complexity of use of the declared chemical
within the facility (and possibly in other facilities within
the same complex - see item C22), and the level of detail of
the audit, a team consisting of:

" * - one chemist;
- one chemical analyst;
- one chemical engineer; and

- two auditors

may be necessary if the inspection is to be completed in less
than a week.

k 4 Inspection Equipment
The trial inspection used the following equipment;

- a lockable metal storage container for safe
handling of samples to the off-site laboratory;

- sample bottles for samples of feed chemical,
product,. formulated product and water samples;

- air sampling tubes (containing Tenax GC
absorbent) and a battery powered air sampling

pump;
- vapour monitor (see Annex 3).
4. Activities prior to the arrival of the inspection team

on-site

The major activity by the company was thge acquisition
of a special batch of the feed chemical for use during the
trial inspection.

e Advance Preparations On-site
The company arranged for a room to be available for

the opening and closing conferences, and provided lunch for the
inspection team and observers.
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6. Escort and Point of Contact Arrangements

These arrangements worked smoothly. The co-operative
attitude of the company escorts greatly facilitated the
inspection. The presence of company escorts did not interfere
with the conduct cf the inspection.

Y Other Participants

A number of observers were present during the NTI.
There would not normally be observers during a ''real"
inspection, unless there were provisions in the Rolling Text
for specific arrangements to that effect.

8. Duration of Initial Visit and Inspection

The duration of the initial visit and negotiation of the
Facility Attachment will depend on the size and extent of
activities of both the declared facility and the complex - a
total of 5 days would seem to be a reasonable time to allow for
most facilities.

As discussed in item C2, the time required for the
actual inc¢pection will depend on the composition of the
inspection team. The physical inspection (Plant Orientation
Tour, sampie-taking and vapour monitoring) may take only 1 to 2
days. Wit" only one auditor, the audit inspection would reqire
more time.

9. Measures to Protect Confidential Information

The company agreed that the four level classification
system for confidential information was useful. During the
negotiation of the Facility Attachment, agreement was reached
on which information came under each of the four levels, and
the necessary arrangements were made to ensure that
confidential information was handled appropriately during the
inspection.

The company was particularly concerned with level (d),
that is, '"available to. inspectors only - not to be removed from
the company premises''. For example, the company provided each
inspector with a copy of the site-plan of the complex, and a
detailed flowchart for the production of Trifluoralin - on the
understanding that it contained company confidential
information. These documents were not to be removed from the
company site, and were to be returned to the chief chemist at
the conclusion of the inspection.

Other information to be covered under level (d) may
include:

- customer, buyer product reports;
- purchase price of feedstock chemicals;

- works manufacturing costs;
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- annual consumption/production; and
- capacity of reaction vessels.

The company should be offered the option of including these
types of information in level (d).

10. Opening Conference

The length of time required for the Opening Conference
will depend on several factors, including:

- the size and complexity of the facility;

- whether the facility has previously been
inspected;

- whether any of the inspectors are at the facility
for the first time.

However, one hour would usually be expected to be sufficient
time to cover tha necessary details.

1l Types of Xecords needed and/or Audited

As discussnd in item Bll, the company keeps accurate
and complete records of the feed chemical, product and
formulation. These records were made available to the
inspection team.

The overall conclusion was that the trial audit
inspection did not provide proof that the company's annual
declaration was completely accurate. Rather, the conclusion
was that all of the records examined were consistent with the
company's declaration, and that no information was obtained
during the audit to suggest that any undeclared activities were
taking place, or that there was any diversion of the Scheduled
chemical from the declared production process.

In this inspection, the Schedule [2] feed chemical was
only used in one facility and for the production of a single
- product with a consistent high yield. The audit inspection
would be complicated if the feed chemical was used in more than
one facility and/or for the production of several products -
especially if the products were produced with variable yields.

12. Plant Orientation Tour

The plant orientation tour, using the site-plan
provided by the company, took approximately 30 minutes. This
tour was useful because it enabled the inspectors to become
familiar with the physical location of the facility and its
associated equipment, within the complex.
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3. Inspection of areas and facility equipment

The inspection of the areas and equipment listed in
item Bll were judged by the inspection team to be sufficient to
enable them to conclude that the declared chemical process was
taking place, and that no undeclared activities were taking
place, at the time of the inspection.

The inspection team considered that the availability
of a video recording the first inspection would be of
considerable value during subsequent inspections, for example

to:

- facilitiate the detection of any undeclared
changes in the facility; and

- clarify any ambiguities with respect to
sample-taking.
14. Inspection of Operation Procedures

»

5 By prior arrangement, inspectors were present to
observe the transfer of feedstock chemicals to the reaction
vessel and the commencement of the production process (day 1),
and the transfer of the product to the temporary storage vessel
and formulation equipment (day 2).

Sample and sample-taking Procedures

The sample-taking procedures have been discussed in
item Bl5. The company was agreeable to have samples of feed
chemical, product and formulation analysed - on the basis that
any person could purchase the same chemicals frem a commercial
supplier and then analyse them. Sampling of these chemicals
was also convenient for the company because the same chemicals
are routinely sampled and analysed by company personnel for
quality-control purposes. For the same reasons, the company
had no objection to the inspection team collecting air and

water samples.

However, the company did not want samples taken from
the reaction vessel during the production process because:

- the company could see no reason why any
additional analytical information would be needed
in addition to the information from the samples

of feed chemicals and products;

- the analysis results of intermediates of the
production process may have provided technical
secrets that the company used to optimise their
process;

- taking the sample would have caused safety or
technical problems (eg. loss of production).

The company agreed to the use of a vapour monitor at
the facility and the feed chemical storage arca being
inspected, and in other feed chemical storage areas and product
storage areas during the Plant Orientation Tour (see Annex 3).
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16. Handling of Samples

The company was agreeable to the method of handling
samples as outlined in item Bl6é. The safe-hand procedures used
during the inspection addressed the concerns of the company
regarding the protection of technical information that may have
been obtained for the samples.

17. Analysis of Samples

The availability to the analytical laboratory of
reference samples of the feed chemicals, product and
formulation chemicals prior to the inspection greatly
facilitated the analysis of the samples obtained during the
actual inspection.

18. Types of Analysis

As discussed in items B18 and Cl5, the company was
agreesble to the samples of feed chemical and product being
analysed by GC/MS, and in this instance did not regard the
analysis results as ''sens!tive information''.

The choice of NMR analysis for the formulation was for
technical reasons: -

- the objective was to confirm that the formulation
was at ''mormal strength', rather than to identify
the other components of the formulaticn. This
objective was readily achieved using NMR;

- some of the components in the formulation may
have degraded the gas chromatography column.

As discussed in item A7, the production of Trifluralin
herbicide is seasonal - the declared facility is involved in
other production activities for some of the year. At the time
of negotiation of the Facility Attachment, the company had no
objections to samples of feed chemical and product from the
other production processes being analysed by GD/MS. However,
if the company commenced to use the declared facility for a
novel production process, the company may wish to remegotiate
this aspect of the Facility Attachment. In the case of a novel
production process, the company indicated that there may be
sensitivity regarding the actual composition of the samples
taken. A preferred approach could be on-site analysis using
negative proof methods to indicate that at the time of
inspection no Scheduled chemicals were being used.

19. Documentation

The philosophy adopted during the negotiation of the
Facility Attachment, conduct of the inspection and subsequent
preparation of documentation was that the company be consulted
on the level of confidentiality before the release of any
information.

In addition, reports on the inspection were to be
cleared with the company before their distribution.
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The knowledge that their commercial and technical 1
secrets were not being put at risk was no doubt a major factor
in the cooperative attitude taken by the company throughout the
trial inspection exercise.

20. Evaluation by Inspectors ‘

The inspection team concluded that it was important
that they should have the opportunity to have informal
discussions amongst themselves during the inspection, should
the need arise. The availability of a designated room for this
purpose was found to be of value.

The evaluation of the inspection consists of several
inter-related activities, including the physical inspection,
sampling and chemical analysis, and the audit inspection.

There will need to be co-ordination of these efforts during the
actual inspection and up to the completion of the inspection
report.

» The inspection team concluded that the process of ‘
evaluation by inspectors would be assisted by the availability \
of clear guidelines and criteria by which they should evaluate
the inspection.

2% . Closing Conference

The closing conference of the trial inspection was

used by the inspection team to discuss with the company the

results of the sampling, vapour monitoring and audit. 1In a
"'real' inspection, the closing conference may take less time
than one hour. |
\
\

22, Anomalies, Disputes and Complications

The absence of anomalies, disputes and complications
was due in part to the excellent attitude taken by the company,
both during the negotiation of the Facility Attachment (an
inadequate Facility Attachment may result in many |
complications) and during the actual inspection. The following
technical factors were also relevant: ' :

- the faciiity being inspected was well separated
from other parts of the complex;

- the Schedule [2] feed chemical was only used in
the one facility and for the production of a
single product;

- the froduction process inspected was a
single-stage process with a high yield.

235 Report of the Inspection Team
There may be a need for two types of report:
(1) A report that the team sends to the Technical

Secretariat. If there are no unresolved
ambiguities, this report may be classified at:
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(a) 1level - Releasable to the public; or

(b) 1level - Releasable to States Parties to the
Convention.

An example of this type of report is given
at Annex 4.

If there are ambiguities, then it may need
to be classified at the (c) level - Limited
to the Technical Secretariat.

(ii) Depending on the complexity of the facility, and
how well the Facility Attachment was prepared,
the inspection team may wish to prepare a report
to assist the inspectors who will next inspect
the facility. This report may be at:

(¢) 1level - Limited to the Technical
Secretariat; or

(d) 1level - Availabie to inspectors only - not
to be removed frow the company premises.

24, Impact of the Inspection on Facility Operations

Provided agrecement can be resched in the negotiation
of the Facility Attachment that samples. for analysis are taken
at standard sampling points either before production has
commenced and/or after production has finished, then there
should be neglible disruption to the actual operation or safety
of the facility.

As discussed in item B24, the major impact of the
trial inspection on the facility operations was that it took
senior company staff away from their normal duties:

- chief chemist (4 working days);

- manufacturing manager (4 working days);

- company accountant (1 working day).
Other company staff also assisted on an as-needed basis.

The demands placed on the chief chemist and
manufacturing manager may be reduced in a real inspection.
However, the audit inspection will cause disruption to the
normal duties of accountants and company staff in the
purchasing, stores, despatch and sales areas. Senior

executives may also be involved in some aspects of the
inspection.

25 Other Matters.
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ANNEX 1
COMMENTS ON MODELS FOR AGREEMENT

This annex contains comments, made by the controller
group during the negotiation of the Facility Attachment, on
items 1 and 2 on the '"Model for an agreement relating to
rfacilities producing, processing, or consuming chemicals listed
in Schedule [2]" (CD/874, pp. 125-128).

o Identification of the facility

(£) The controller group suggested that determination of
the areas of access might also be made by identifying
those areas outside the declared facility to which
inspectors should have restricted access. Inspectors
may determine that it is necessary to visit adjacent
parts of the complex, for example, a nearby storage
area, and should have such access except where there
is prior agreement to restrict it.

The basis for and scope of such restrictions should be clearly
spelt out in the Facility Attachment.

7 ¥ Information on the facility

The controller group considered that the information
required in item 2 is wide-ranging and poorly targetted. A
series of checklists which focus on matters of interest to the
Inspectorate would permit faster and more complete preparation
oi the necessary details. This would assist facilities to

prepare accurate returns, and minimise the scope for
inadvertent omissions which could give rise to suspicions.

(a) Data on the production process
. continuous or batch
seasonality of batch production
percentage of time in operation
use of the equipment in the off-season
- type of equipment
CD/CW/WP.140 provides a sample list of the type of
equipment which may be relevant (reproduced as Annex
2). The following comments were suggested in the

course of negotiating the Facility Attachment

- the Annex should address the size (within a
range) of the reaction vessel
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- item 7 on Annex 2 is not specific enough, and
should include Hastelloy and teflon-lined piping

- item 8 on Annex 2 required reworking to specify
the types of alarms on which the information is

sought
- technology employed

elements of a checklist could include:

= approximate pressures

= temperature capabilities
= distillation

= condensation

- process engineering particulars
elements of a checklist could include:

4 = gpecification shoots
= a simplified process flow sheet

(b) and (c) Data on processing with conversion into another
chemical; Data on processing without chemical conversion

- information required under (b) and (c) could be
provided by means of a chart which records each
step of the production process

elements of a checklist could include:

raw material

intermediate product
conversion to product (%)
description of by-product (%)
overall yield

overall loss

This information would be under an appropriate level of
confidentiality.

(d) waste treatment

elements of a checklist could include

= gerobic disposal
= anaerobic disposal
= biological disposal
= on-site/off-site

(e) and (f) health and safety measures; clean-up and general
overhauls

The controller group considered that these headings
are too general, and may arouse sensitivities in relation to
points not relevant to the CW Convention

CD/910 '
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: elements on a checklist could include:

= central alarm system
= emergency procedures
+ evacuation
+ drills
= vessel entry procedures.

(g) feedstocks used in the production or processing of declared
chemicals; types and capacity of storage

elements of a checklist could include:

capacity

storage capacity

+ flammable liquids

+ above/below ground

number of storage points

distance of separation of storage
venting of storages
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ANNEX 2

INFORMATION ON THE FACILITY - SUGGESTED CHECKLIST

Relevant Equipment (based on List B of CD/CW/WP.140)

s

O 0 ~dN O

10.

Chemical process equipment (reactors, piping,
distillation columns, etc.) constructed of
Hastelloy or another alloy with a high nickel or
tantalum content.

Chemical process equipment with linings suitable
for use in a highly corrosive environment (i.e.
glass-teflon, or plastic lined equipment).

Pumps or valves designed for use with hazardous
chemicals (e.g. double-seal, magnetic drive, or
canned pumps, bellows or diaphragm valves).

Activated carbon filter units and scrubber units
capable of handling large volumes of air from
ventilation systems.

Equipment specifically designed for fluorine,
phosphorus, or sulphur analyses.

Inert gas generating units.*

Double-walled piping.

Sensitive toxic detection and alarm systems.
Filling equipment for use with hazardous
chemicals, including specially large glove boxes
used to enclose filling machinery.

Incineration or scrubbing equipment for hazardous

chemical waste treatment, such as Venturi
scrubbers or Brinks mist eliminators.

* It was agreed that this question should be more
specific.
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ANNEX 3
USE OF VAPOUR MONITOR DURING NATIONAL TRIAL INSPECTION

During the negotiation of the Facility Attachment, the
company agreed that the inspection team could use a vapour
monitor at the facility during the inspection to check for the
absence of vapours of Schedule [1] chemicals. The monitor
chosen was CAM (Chemical Agent Monitor) which responds to low
concentrations of vapour of nerve and blister chemical warfare
agents.

CAM was operated at the declared facility before,
during and after the declared production process. The company
also allowed the use of CAM in other feed chemical storage
areas and product storage areas during the Plant Orientation
Tour. The only restriction was that CAM was not allowed to be
used in any flameproof areas because the inspectinn team did
not know whether CAM has approval for use in ''Class 1
Electrics' flammable atmospheres. At no time during the
inspection did CAM give a nerve or blister agent response.

Another CAM was adapted so that it would respond to
low concentrations of vapour of Dinitro feedstock chemical.
This CAM was used in its adapted mode to check that:

- drums of Dinitro were correctly labelled (a
response was obtained when the CAM sampling
nozzle was held near the neck of the closed

drums) ;

- the chemical being fed into the reaction vessel
was Dinitro; and

- other drums with different labels did not contain
Dinitro (this provided useful information
supporting the information from the audit
inspection).

The CAM was supplied by Graseby Ionics (UK), who
advised the inspection team that they market an air vapour
monitor similar to CAM, that can be adapted to give a response
todt?glvapours of a range of chemicals listed in Schedules (2]
an :
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ANNEX 4
REPORT OF INSPECTION TEAM TO TECHNICAL SECRETARIAT

j The declared facility was inspected on 17-18
November 1988 as outlined in the Facility

Attachment.

A A plant orientation tour enabled the inspectors
to become familiar with the physical location of
the facility, and the associated feedstock
storage areas, within the complex.

3. Samples of feed chemicals, product and
formulation were analysed at MRL. The analytical
results were consistent with the initial and

annual declarations of the company.

4. The audit results and the quantities of feed
chemical and formulation on-site were consistent
with the initial and annual declarations of the

company .

= During tine inspection, the inspectors did not
make any observations that may be suggestive of
the company being involved in any undeclared
activity.
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CD/911

CONFERENCE ON DISARMAMENT 5 April 1989

Original: ENGLISH

LETTER DATED 30 MARCH 1989 ADDRESSED TO THE 'SECRETERYLGENERAL

OF THE CONFERENCE ON DISARMAMENT FROM THE DEPUTY PERMANENT

REPRESENTATIVE OF CANADA TRANSMITTING COMPENDIA ON CHEMICAL

WEAPONS COMPRISING PLENARY STATEMENTS AND WORKING PAPERS FROM
THE 1988 SESSION OF THE CONFERENCE ON DISARMAMENT 1/

In his statement of 7 March 1989, before the Conference on Disarmament,
Ambassador Marchand noted that the Canadian delegation would be making
available to delegations the latest in the Canadian series of compendia of the
plenary statements and the Working Papers concerning Chemical Weapons
delivered during the 1988 Session of the Conference. I have the honour to
inform you that these compendia are now available for distribution to the
members of the Conference, and I should be grateful if the necessary
arrangements could be made to proceed with this distribution.

Yours sincerely,

(Signed) A.W.J. Robertson
Deputy Permanent Representative
to the Conference on Disarmament

1/ A limited distribution of these compendia in English only has been
made to the members of the Conference on Disarmament. Additional copies are
available from the Permanent Mission of Canada at Geneva.

GE.89-60587/2580A
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CONFERENCE

ON DISARMAMENT cp/912

CD/CW/WP.235
7 April 1989

Original: ENGLISH

GE . 89-60600

FEDERAL REPUBLIC OF GERMANY

Report on a National Trial Inspection

General remarks

On the basis of the working paper on trial inspections (CD/CW/WP.213
of 19 September 1988), a national trial inspection (CW non-production
inspection) was carried out in the Federal Republic of Germany on
9 February 1989 in a multi-purpose facility producing a substance
listed in schedule [2] of Article VI.

This inspection was in keeping with the objective of the working
paper, namely to examine the concept and the individual provisions of
the rolling text (in its version of 12 September 1988, CD/874) by
means of a national trial inspection in order to find out if they provide
the envisaged International Inspectorate with appropriate and practica-
ble criteria for the verification of non-production and if such criteria
enable the inspectors to establish with sufficient certainty whether
civilian chemical facilities in any State Party are in fact only used for

purposes not prohibited by the Convention.

The inspection was carr:iéd out to clarify to what extent an effective
control of the quantity and use of certain substances for civilian
purposes and an on-site inspection of the facilities which produce and
process them are compatible with a feasible control system which takes
account of the legitimate economic interests of the industry with regard

to the protection of confidential information and data.

In preparation of the inspection a group of governmental experts set
up for the purpose of the trial inspection and acting as a fictitious
international control authority, transmitted to the industrial facility to
be inspected a catalogue of questions on the basis of the annex to
article VI [2] and of the model for an agreement relating to facilities
producing, processing, Or consuming chemicals listed in schedule 2
contained in Appendix |l of CD/874.
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The inspection was carried out in a multi-purpose facility which pro-
duces, among other things, a simple organic Intermediate product
listed in schedule 2.

The facility to be inspected and thus the p.hysical scope of the inspec-
tion were defined as follows: "a specific operating process unit (bat-
tery limits) and associated feed, product handling, waste treatment

and storage tanks".

This facility produces, among other chemical substances, the simple
organic intermediate product listed in schedule 2, whose production
and use for civilian purposes is to be subject to international monitor-
ing, including on-site inspections at regular intervals, after the entry

into force of a convention.

The inspection was limited to the verification of the declaration and
other information provided by the firm on the production of this
substance as well as the non-production of substances listed in

schedule 1.

It should Le noled that the trial inspection posed a particular chal-

lenge for the inspectors for the following reasons:

First, the production facility is located within a large integrated plant
of the chemical industry.

Secondly, the inspected product is a common commercial intermediate
product which cannot be distinguished from other products manufac-
tured in the facility by identifiable technical characteristics. This
product, which is subject to international competition, is produced,
depending on market demands, in short and separate production series
by a plant which produces approx. 30 other products. For such
cases, useful experiences were gained as to specific verification prob-

lems and ways to solve them.
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Information on the facility as well as on the use and production of the

substance, provided by the enterprise in response to the "inspector-

ate's” questionnaire and as a declaration on the production of sched-

ule 2 substances on the basis of CD/874, appendix 1, page 79 et seq.

The inspected facility is part of a typical intermediate product plant,
where many substances are produced by varying methods and in
multi-purpose facilities which usually consist of the reactor for a
chemical transformation and the facility for reprocessing. It is in this
tacility that the schedule 2 intermediate product in question is pro-
duced. The inspectorate was provided with a basic set of rules from
the specialized literature (Ullman's Encyclopedia of Industrial
Chemistry).

The substance in question is exclusively employed for civilian purposes

and can be used as follows:

- It is a precursor for many pharmaceutical products and serves,
among other things, as peptization agent for medical products,
as solubility agent and as isolation and cleansing material for a

number of antibiotics.

= It serves as intermediate product in the chemical industry, for
instance for the production of corrosion inhibitors, ion exchang-
ers, pigments and photochemicals.

- It is used as a catalyst in the production of phenolic resins,
polyurethanes and epoxy resins and as the basic component of

synthetic resins.

The production of the substance in batches is effected by allowing two
liquid components to react in a reaction vessel with little specialized

equipment.

One feedstock is supplied by the- plant via a pipeline. The second
feedstock is supplied by another manufacturer in tank wagons and
pumped into the reaction vessel from storage tanks.
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After synthesis has been completed, the substance is stored as a
crude product and purified by multi-stage rectification at reduced
pressure. Several discontinuous distilling columns and one continuous
column are available for this process. The choice of the column de-
pends on the requirements of the facility in every case.

The distillation product consists of various fractions. The first run-
nings and the residue of the distillation process are burned in the

plant’s combustion facility.

The intermediate runnings and the last runnings are again filled into
the distilling column; only the major runnings meet the purity require-
ments for the substance. The fractions are transferred from the dis-
tilling columns to special receptacles. The major runnings, i.e. the
refined product, are now filled into barrels. These are passed on to
the storage and packing section of the factory, which organizes the
shipping of the product.

The exhaust air from gaseous by-products is cleaned. This waste
water as well as the water uced to rince the tanks ie purified in the
factory's own sewage treatment plant.

The facility for synthesizing and processing the substance is operated
manually. There are no specialized measuring and steering instruments

lo direct this process.

Safety regulations must be complied with when handling feedstocks.
No specific technical safety arrangements are required for the synthe-
sis apart from the general safety regulations applicable to the handling

of chemical substances.

Owing to the danger of injuries through acids, face masks and rubber
gloves must be worn while taking samples.

The personnel producing the substance are not subject to a medical

examination related to thelr work.
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The quantity of the substance produced per calendar year is relatively
small in comparison with the size of the facility; it amounts to approx.
100 metric tons. Consequently, the facility produces the substance
only during a few weeks per year, distributed over a number of short
production intervals; for the remainder of the year, it produces vari-
ous other products.

Theoretically, the capacity of the facility for the production of the
substance is 10 times that of the capacity needed for the quantity
actually produced.

The substance is not processed in the factory, but rather sold on

domestic or foreign markets.

Production planning depends on the demand for the substance on the
market. As a rule, production planning begins two months in advance.
If necessary, however, the facility can be converted to the production
of another product within just a week.

Implementation of the trial inspection

Initial visit

On 24 January 1989, the inspectors paid an initial visit to the firm as
envisaged by CD/874 in preparation for the first on-site inspection.
The inspectors were familiar with the declaration submitted by the firm
in accordance with CD/874 (Appendix |, p. 79 et seq.). It contained
only vague information concerning the quantity of the substance pro-
duced in the calendar year of 1988.

1.1 The inspectors noted the answers given by the management on
the produced substance and the facility on the basis of the

"inspectorate’'s” questionnaire.

There was agreement to the effect that information provided by
the management In conformity with item 2 of the model for an

agreement relating to facilities producing, processing, or
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1

32

consuming chemicals listed in schedule 2 (CD/874, appendix |1,
p. 125) should partly remain with the inspectorate. Another part
(Information in accordance with p. 125, item 2 d, f, g, h) was
to be kept under lock and key by the inspectorate on the prem-
is.es of the firm.

Although the inspectors had been provided with declarations
containing information and data both on the substance and the
facility, many issues needed to be clarified between them and the
management, for instance technical and organizational details with
regard to the scope and implementation of the trial inspection.
The agreements subsequently reached are important in this
connection.

- The tour of the production and storage facilities to be
inspected as well as their limits should be based on the
definition delimiting the facility (cf. | 4).

In a further step, the scope of the future trial inspection
of the facility was laid down; the facility was toured
during the initial visit.

- As far as the inclusion of confidential data in the trial

inspection is concerned, a two-tiered approach was agreed.
It was specified

: that one category of confidential data was to be
taken under lock and key on the premises of the
firm (cf. CD/874, p. 126, item 2.1) and must not

appear in the inspectors' report and

.3 that another category of data was to be considered
strictly confidential even for the purposes of the
inspectorate because they do not contribute 1o
verification within the meaning of the convention (cf.
CD/874, article VI, item 9 (c), p. 29). These data
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encompass details about the specific conditions of
reaction underlying the production of the substance
(temperature, pressure, acditives, duration of the
reaction etc.) which determine the quantity of sub-
stance distilled. The trial inspection should be
implemented without looking into those parts of the
facility diary containing such particularly sensitive
data.

In order to verify the declarations concerning the sub-
stance produced, the trial inspection should, moreover,
examine the whereabouts of the feedstock which is bought,
not produced, by the enterprise.

All documents and data concerning the quantity should be
treated as confidential information and be kept under lock
and key on the premises of the firm.

During the tour of the production and storage facilities,
all possibilities of sampling and quantitative verification for
the trial inspection were discussed.

It was agreed to define the sampling points to be used and
the objects of quantitative verification.

The time-related and methodical possibilities for sample
analysis were discussed; apart from the laboratory in the
plant, other analytical laboratories of the firm should be

included.

It was agreed that sample analysis during the trial inspec-
tion should serve a double purpose:

- The sample should be checked for the presence of
the substance (positive/negative test) and the
feedstock (positive/negative test) and
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1.3

1.4

a mixed sample consisting of the above-mentioned
separate samples should be checked for substances
listed in schedule 1 by analytical measuring of its
qualitative content of phosphorus, arsenic, sulphur,
chlorine and aromatic substances. This procedure
was possible because none of these elements was
contained in the individual samples, according to the
management. Moreover, a reaction of the individual

samples among themselves was ruled out.

The number and storage of reserve samples was discussed
and agreed upon.

A facility attachment was compiled for the trial inspection on the
basis of the rolling text in CD/874, p. 125-128, Appendix 2.

The content of the facility attachments was elaborated on a
"need-to-know" basis (CD/874, Article VI (9) (c¢), p. 29) and in
accordance with the agreed definition given of the facility
(cf. |1 4).

Those parts entrusted to the inspectorate contain primarily the
information on the substance and the facility for its production
provided under | of this report. Some of this information is
unclassified, the rest is subject to the confidentiality regime
under which the inspectbraté operates. Those parts kept under
lock and key list more detailed information about the localities
for the production and storage of the substance (plans, sketch-

es, diagrams).

The trial inspection was to be carried out in one day. Given the
shortness of time, careful preparations were necessary. Thus,

the following plan of operationc wos davelsped.

- familiarization with in-plant safety arrangements and agree-

ment on the handling of confidential information,
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information on the operational status of the facility on the
day of the Inspection, given by the management,

determination of the areas of the inspection of the facility
to be inspected on the basis of the facility attachment,

detarmination of the number of samples and of the sampling

points,

implementation of the inspection of the facility according to
plan, including sample-taking and quantity measurement in
order to determine the actual amount produced,

implementation of the sample analysis in the envisaged
laboratories under the surveillance of an inspector,

reception of the declarations concerning production, use
and storage of the substance during the previous and the
current calendar year up to the day of the inspection,

evaluation of the production and inventory records relating
to declarations concerning the quantity of the substance
and the feedstocks submitted by the management,

examination as to the correspondence of the verified quan-
tities with the declared quantities within the technical

margin of error,

information on the number and type of documents which
were inspected and then kept under lock and key in the
plant by the inspectorate,

assessment of the results of the analyses as to whether
they correspond with the information provided by the
management and with a view to the presence of substances
listed in schedule 1,
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2.1

registration of the inspection results in a short report
form developed for the trial inspection, and final

discussion.

Trial inspection

Implementation

2:1.1

2.1.3

The trial inspection was carried out on 9 February 1989 in
accordance with the agreed plan of operations.

Five inspectors were needed who, apart from their other
control duties, monitored the envisaged analyses in three

laboratories.

The management informed the inspectors about the follow-
ing conditions prevailing on the day of the inspection:

=) the operational status of the facility for the produc-
tion and cleaning of the substance,

- the storage of the feedstock,
- the storage of the crude substance and
- the storage of the pure substance.

The inspectors determined the number of samples and the
sampling points by taking random samples (negative/
positive samples) and chose one of the storage tanks for
quantity verification. An equivalent mixed sample was
created on the basis of all individual samples and checked
for substances listed in schedule 1. Sample-taking and
quantity verification took place during the inspection tour
of the facility.
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In the laboratories, the samples were analyzed for the
presence of schedule 2 substances by gas chromatography
and, where necessary, in mass spectrometers under the

constant surveillance of the inspectors.

The mixed sample was checked for schedule 1 substances:
as follows:

-- for phosphorus by atomic emission spectrometry
including plasma excitation,

-- for arsenic by flameless atomic absorption

spectrometry,

-- for chlorine and sulphur on the basis of _elementary
and trace analysis, using a Wickbold oxyhydrogen
combustion apparatus and

- - for aromatic substances by nuclear magnetic reso-
nance spectroscopy.

All results were jointly taken under lock and key in the
facility.

The success of an on-site inspection depends largely on
exact and complete documentation of the quantities of the
substance listed in the declarations. The management
considers such data to be confidential information which is
disclosed to the inspectors during the inspection with the
provision that they maintain this confidentiality. The trial
inspection, too, respected this principle.

The declarations contained the quantities of the substance
produced and the feedstock for the previous and the
current calendar year up to the day of the inspection.
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The declared quantities were verified on the basis of
numerous business papers and documents which the
inspectors were a'lowed to read. Among them were:

-- computer print-outs and receipts relating to the
origin and use of the purchased feedstock (name of
supplier covered),

-- computer lists of the sold quantities of the substance
and the receiving ‘countries (names of customers
covered),

-- storage papers,

-- weight cards and

- quantity figures contained in the facility diary
(parameters of the procedure covered).

Verification also extended to the quantity and yield of the
individual batches,

The declared stockpile of pure substance was verified by
on-site inspection.

All documents and receipts concerning quantities were
taken under lock and key in the facility; they are avail-
able to the "inspectorate"”.

o Results

2.2.1 The results of the trial inspection were recorded in the

agreed short report form.
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2.2.2 The management's statements during sample-taking con-
cerning the presence or absence of the substance at the
various places of production and storage were confirmed
by the results of the analyses.

The analysis of the mixed sample consisting of the individ-
val samples showed no trace of schedule 1 substances.

2.2.3 The inspection confirmed the declared quantities of the
substance and the feedstock for the previous and the
current calendar year up to the day of the inspection
within the technical margin of error.

To the inspectors, the quantity documentation seemed
plausible at all times and for the entire production
process.

2.2.4 The inspectors noticed no safety arrangements from which
the potential production of supertoxic substances could be

inferred,

Assessment and conclusions in_connection with individual questions

The national trial inspection was designed to test the feasibility of the
criteria for the verification of non-production laid down in the rolling
text; furthermore, it served to gain experience and insights which can
be applied to the work on the rolling text and to making the verifica-

tion provisions as realistic and effective as possibe.

In terms of its course and results, the trial inspection, carried out on

the basis of these criteria, was successful.

The experience gained from this inspection shows that, as a rule,
routine inspections, are a suitable method to find out whether produc-
tion in a chemical facility (c¢f. |. 4) is for porposes not prohibited by
the Convention,



CD/912

CD/CW/WP.235
nage 14

1)

2)

It has been shown that the comprehensive and careful preparatory
work done during the initial visit contributed considerably towards the
success of the inspection.

This prepratory work later enabled the inspectors to carry out their
task within the narrow time limit of one day and to perform all the
necessary elements of the inspection.

The accelerated yet intrusive implementation of the inspection is attrib-
utable not least to the presence of a relatively large number of inspec-
tors (five persons), who surveyed the envisaged analyses in the
laboratories in addition to performing their other control functions.

Moreover, it became clear that the success of an on-site inspection will
largely depend on exact and complete documentation concerning the
declared quantities of the substance. Attention must be paid to the
protection of legitimate business interests of the enterprise (confidenti-

ality of commercial know-how).

It has been shown that a mass balance accompanied by original docu-
ments of the enterprise and based on the major feedstock as well as
conversion factors supported by scientific literature is sufficient for
plausible verification because any significant manipulation of the data
can be virtually ruled out in the present case, given the manifold
interdependence of documentation in any major business of the chemical
industry. However, this insight cannot be applied to smaller firms and

isolated production units,
The trial inspection gave rise to various questions:
The problems connected with the inspection of a multi-purpose facility;

the verification interest of the International Inspectorate versus the

commercial interests of the firm concerned (“"confidentiality”);
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the personnel requirements for an efficient inspection.

The inspection of a multi-purpose facility poses certain problems
because the section to be inspected must be singled out in a convinc-
ing manner.

The inspectors need to know which parts of the facility are actually
involved in the production of the substances in question. This means
that, to a certain extent, those parts of the plant connected with the
above mentioned section will have to be included, such as pipes to and
from the facility's tanks and supply pipes up to the relevant
bifurcations. In large enterprises consisting of several multi-purpose
facilities, however, inspection activities must be limited for practical
reasons. The inspected part of the facility in question represents in
most cases only a relatively small section of the entire production.

The manifold possibilities for technical variation inherent in a multi-
purpose facility are another factor of uncertainty. Such a facility may
well have a considerable degree of technical flexibility, e.g. it can
shift production to a variety of other storage tanks and pipelines. It
is therefore difficult to follow the product's path through the facility.

An additional verification problem lies in the fact that in large firms
consisting of several multi-purpose facilities (with the firm in turn
being part of an even bigger complex), substances subject to the
convention can also be produced in other facilities which form part of
the overall complex.

In such a case, comprehensive quantity control extending beyond the
controlled production unit can provide better evidence than a mere

technical inspection of the facility.

A key problem In formulating the convention text lies in the require-
ment of reconciling the interest of the International Inspectorate in
effective control of the quantity and use of certain substances for

civilian purposes as well as in on-site inspection of the facility in
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question with the legally protected sphere of the firm (problem of
"confidentiality").

The inspected firm's interest in confidentiality extends both to the
physical and the factual scope of the verification measures.

For understandable reasons, private companies hesitate to provide
information about their customers, although this could well facilitate
quantity control; the identity of the customers is thus considered to
be a business secret.

Together with technological know-how, confidentiality in connection
with these data is a highly sensitive issue for business firms and
deserves protection.

One conceivable alternative is the disclosure of shipment data broken
down by countries of destination; this was done during the trial
inspection.

Five inspectors were necessary for the careful, rapid and proper
implementation of the inspection. It proved to be useful that the
inspection took place shortly after the initial visit. Under these cir-
cumstances, it was possible to complete the inspection within a single

day.

Should such a rapid succession of initial visit and inspection prove
impossible, an international team of inspectors arriving at short notice
and without prior knowledge of the facility would require more time for
an inspection. Furthermore, this could have consequences for the

staffing of the Technical Secretariat.
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CONFERENCE ON DISARMAMENT CD/CW/WP. 240

11 April 1989

ENGLISH
Original:. FRENCH

FRANCE

NATIONAL TRIAL INSPECTION

INTRODUCTION
At the summer session in 1988, the Ad hoc Committee on Chemical Weapons

proposed that national trial inspections should be carried out by interested
countries for the purpose of determining, inter alia, whether the verification
provisions contained in the "rolling text™ realistically made it possible to
ascertain that declared chemical industry facilities were not being used for
prohibited purposes.

This document contains a report on the national trial inspection
organized in March 1989. The results will for the most part be set out in
accordance with the Swedish paper (CD/CW/WP.213).

This exercise brought out in particular the importance of the initial
visit, the value of checking facility documents prepared over a long period,
the difficulties involved in anélysis of éamples and the need to pay constant
attention to respect for confidentiality. 1In addition, it enabled
representatives of various ministries and public bodies, as well as chemical
manufacturers as grouped together in the Union des Industries Chimigques, to
become acquainted with the real nature, the constraints and the implications
of the future convention.

I. GENERAL APPROACH
1 Objective
A national trial inspection was organized at a multi-purpose chemical

facility to test a routine inspection procedure designed to check that a prior

declaration concerning a chemical to be placed in schedule (2] was borne out
by the existence of a shop for the manufacture of the product, and that there

was consequently no possibility of the output being diverted.

GE.89-60636/0446B : =
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Two technical matters were given special attention: checking of the

materials balance on the basis of information supplied by the company, and the

value of taking samples both of products and of effluents so as to confirm

that the production process is in keeping with the descriptions supplied and
that there are no unauthorized products.

Given the importance France attaches to respect for confidentiality under

the various verification régimes, it was also necessary to determine the

maximum level of information to be furnished by the manufacturer to ensure an

effective inspection: the "need to know" emerges as the essential element of
respect for confidentiality when information is made available, as well as the
skill and dependability of the inspectors (see document CD/901).

2 Framework of the inspection

The inspection took place in a specific unit of a multi-purpose shop at a
time when production was under way. Although this facility does not produce
any of the chemicals covered by annex VI [2], it was considered to offer
sufficient similarities for simulation of the conditions required for the
planned inspection.

The multi-purpose shop itself forms part of an industrial complex
manufacturing a large number of products by continuous or batch methods, some
of them chemically very similar to the product in question.

3. Type of on-site inspection

In accordance with the provisions mentioned in annex (2] to article VI,
the routine inspection was preceded by an initial visit (in fact consisting of
a visit lasting several days, with an intermediate evaluation) and several
preparatory meetings, in particular to draw up an inspection scenario and
later a specific agreement for the facility.

4. Advance information

4. (a) - Declarations: the initial declaration indicated:

- The production capacity for the product in question, specifying actual

production in 1988 and planned production for 1989;

- Maximum and mean storage capacity for 1988;

- The fact that it was impossible to produce schedule [1]) products.
4, (b) - Inspection procedure: _

The specific agreement for the facility, which was derived from the
"model for an agreement®™ negotiated with the industrial company, and regarded

as a contractual document binding on all the parties (Technical Secretariat,
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national authority and plant management) provided that the following
documents, which were considered to be confidential, were to be made available
at the time of the inspection:

- A site plan specifying only those places to which the inspectors would
have access, namely: the building in which the product in question is
produced, the storage areas for the product and for intermediates for
its synthesis and their raw materials, the plant's sales and
accounting departments in case documents have to be consulted, and the
relevant laboratories where certain analytical operations could if
necessary be monitored;

- An indication of equipment used in the facility, with the schematic
plan showing possible sampling points, and daily storage sites close
to the facility;

- Details concerning treatment of effluents and analytical methods
available at the plant relating to the purity of finished or
intermediate products; ‘

- Details of safety arrangements for the site and the facility, to
enable the inspectors to comply with general safety measures
applicable to all visitors.

The specific agreement for the facility stipulated that none of these
documents should leave the facility and that at the end of the inspection they
should be placed in a special box in a room made available to the inspectors,
for use, if need be, in a subsequent inspection.
5. Type of facility to be inspected

{cE 23)

6. Typve of declared activity at the facility

Manufacture, during the year 1988 (and the beginning of 1989), of a
product listed in schedule [2] (solely for the purposes of a trial inspection).

i7a Actual activity at the facility

Activity in conformity with the declaration in qualitative terms, but in
quantitative terms at a higher level for an intermediate used in the synthesis
of the product in question.

II. DETAILED DESCRIPTION

15 Inspection mandate

The specific agreement mentioned above served as the inspection mandate.
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o Composition of the inspection team

The inspection team was composed of three chemistrv specialists:
- An inspector of facilities classified for environmental protection
purposes, and university professor;
~ A doctor of chemistry and specialist in synthesis of chemicals of the
same type as the product in question, belonging to a research centre;
- An engineer from the chemical industry with experience in research and
development and production, and specialist in effluent treatment.
This team participated in the initial visit and in some of thé preparatory
meetings.

3 Inspection equipment

The team of inspectors brought with them an air sampling system with
absorbent resin tubes. A portable, self-contained apparatus for pollution
monitoring which detected organophosphorus and sulphur compounds (APCC/M2),
recently developed by the technical department of the Ministry of Defence, was
also available. The rest of the equipment was provided by the plant.

4, Activities prior to the inspection

The dates of the initial visit, the preparatory meetings and the
inspection had been agreed in advance with the company, enabling it to prepare
in good time the documents which were handed personally to the inspectors.

55 Advance preparations on-site

An office was made available to the inspection team, which found in it
all the confidential documentation required for the inspection. The same room
was used for the preparatory meetings and for the evaluation of the
inspection. No accompanying personnel were admitted.

6. Escort and points of contact arrangements

Throughout the inspection, as for the initial visit, the inspectors had a
single contact in the facility who served as an intermediary for conversations
with the staff.

Three representatives of the management played the role of the national
authority, under the guidance of a co-ordinator, in order to eliminate any
difficulties encountered during the initial visit and the inspection.

Arrangements concerning transport and points of contact were not covered.

Te Other participants

A team of four monitors was set up to prepare the inspection scenario,

and then assist the inspectors in requesting information and in processing the
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results of the inspection. This team also had the task of looking out for any
intcrference by the inspectors, so as to ensure respect for confidentiality.

This team was made up as follows:

- A consulting engineer from the Union des Industries Chimiques (doctor

of chemistry);

- Two representatives of the Ministry of Defence;

- One representative of the Ministry of the Environment.

The company owning the plant was represented by an official from its head
office throughout the trial inspection.

8. Duration of inspection and initial visit

The initial declaration was drawn up in advance by a representative of
the ménufacturer and a representative of the national authority (one half-day).

The initial visit was composed of a one-day visit to the site for all the
participants, followed by:

- One day for the inspectors and the plant representatives to

familiarize themselves further with the site and the facility;

- One half-day for finalization of the specific agreement between the

monitors, the national authority and a representative of the plant.

The monitors and plant representatives devoted a further day to
negotiating the terms of the inspection scenario, in the presence of the
national authority.

The routine inspection that followed lasted two days, including the
opening conference, the inspectors' work and discussion of the inspectors’
report.

The exercise was rounded off by a day devoted to overall evaluation of
the inspection by all the participants, brinaing the total length to
seven days.

9. Measures to protect confidential information

All the information provided to each inspector was assembled in an
individual and personally addressed confidential dossier which was left at the
facility at the end of the inspection.

The members of the inspection and monitoring teams were public servants
and bound by an oath of secrecy, with the exception of a consulting engineer
from the chemical industry, who was on oath as a legal expert, and an engineer
from the company which owned the inspected plant. All of them signed on

arrival a personal promise of secrecy regarding the plant visited.
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During the inspection, no communication with the outside world was
possible without prior checking by a representative of the plant. Moreover,
for note-taking purposes the inspectors had only notebooks with numbered pages,
which were supplied by the facility and recovered at the end of each day.

It should also be emphasized that the inspection team had access to only
a limited number of areas in the plant.

10. Opening conference

At the opening conference:

- The national authority recapitulated the terms of the initial
declaration, a number of provisions of the specific agreement for the
facility and the confidentiality rules to be observed;

- The plant representative introduced the items in the dossier handed to
the inspectors, together with the various documents provided for in
the specific agreement, and reminded them of the safety regulations;

- The inspectors outlined their inspection programme, together with
their sampling and analytical equipment.

The conference lasted about an hour.

11. Types of records audited

The inspectors studied guantitative statements of movements and stocks of
raw materials and finished products (the accounting documents of the plant,
which had been authorized by the national authority to conceal the prices and
the names of suppliers or recipients), covering the whole of 1988 and the
first two months of 1989. The inspectors were also in possession of standard
consumption figures corresponding to each stage in the process.

Provision of the plant's monthly returns, over a period of several years,
proved necessary to check averages and possible discrepancies in output. At
their request, the inspectors were also able to consult:

- Certain monthly returns, in order to check such output;

- Dispatch notes for finished products, in order to verify quantities

actually sold, but with only the country of destination indicated.

12. Plant orientation tour

The initial visit provided the inspectors with a general view of the
plant as a whole and enabled them to visit the building used for production,
the storage areas for the raw materials and final products relevant to the
inspection, and the analytical laboratories. A detailed plan of the facility

was provided in the inspectors' dossier.
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13. Inspection of areas and facility equipment

The following wer. inspected as part of the exercise:

- The entire production unit, including daily storage areas nearby;

Certain air outlets and effluent pipes;
- The relevant warehouses.
A few members of the staff were questioned.

14. 1Inspection of operation procedures

The inspectors verified that the capacity of the equipment was
appropriate for the various stages of production. They confirmed the absence
of special safety measures or arrangements other than those necessary for the
protection of the staff in respect of a toxic raw material.

15. Sampling and sample-taking procedures

It had been planned that the plant personnel would stand ready to take
the samples requested by the inspectors at certain points in the facility
agreed upon at the opening conference, but in the event the period of time
requirec for the necessary analyses to be carried out by a laboraéory whose
work schedule did not allow for them was too long to enable the inspection
team to receive the results in good time. Accordingly, the inspectors
contented themselves with air sampling using absorbent resin (Tenax GC)

16. and 17. Handling of samples and analysis

One of the inspectors had these samples analysed in a laboratory outside
the plant. The results of the analysis became known only after the
inspection, and confirmed the initial conclusions drawn.

18. Types of analyses

Analysis of these samples was carried out by means of aqas chromatography
together with mass spectrometry.

Analytical facilities which would make it possible to conduct
identification tests within the monitoring process were available in the
plant's laboratory, but could not be used for the reason already indicated
(8 11.15).

19. Documentation

No documentation was removed from the plant. The inspectors had an
opportunity beforehand to document scientifically the possible chemical
reactions in the area covered by the inspection. All the documents supplied,
used or drawn up during the initial visit and the inspection were treated as

confidential.
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20. Evaluation by inspectors

The evaluation of the inspection activities and of the information
collected during the inspection covered such subjects as:
- The possibility of undeclared production between inspections;
- The range and accuracy of the data supplied by the plants;
- Co-operation on the part of the plant representatives;
- vVarious difficulties encountered during the initial visit and the
inspection.

21. Closina conference

Consisted of the presentation of the inspectors' report and a discussion
of anomalies (see S 22 and 23 below).

The conference also decided whether the various documents should be
destroyed, placed in the box in the plant or sent to the Technical Secretariat.

22. Anomalies, disputes and complications

An anomaly deliberately introduced by the plant, in the form of a small
diversion of an intermediate, was detected by the inspectors.

The plant representative explained that what was involved was an
undeclared parallel sale for market requirements.

23. Report of the inspection team

As a result of time constraints, only an oral report was presented at the
closing meeting by the inspectors, who also replied to questions from the
monitors.

A written report would have mentioned the anomaly which was detected, in
accordance with the provisions of document CD/901.

24. Impact of the inspection on the facility

Because of the small number of inspectors, it was possible to avoid
disrupting facility operations. No production losses were recorded. On the
other hand, the supervisory personnel in the workshop are estimated to have
spent time equivalent to three months' work by a plant manager on the
preparations for and conduct of the inspection.

* * *
III. SPECIFIC ELEMENTS TO BE TAKEN INTO CONSIDERATION

o Initial visit

The initial visit constitutes the first contact between the industrial
plant and the representatives of the Technical Secretariat, and is thus a
means of establishing relations of trust, or at the very least relations which

are non-antagonistic.
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It is desirable that, on the basis of a more detailed initial
declaration, prepared jointly, if appropriate, by the industrial plant and the
national authority, the Technical Secretariat should be able to draw up a
"recommendation specific to the facility" to serve as a framework for the
initial visit, which is vital in order to protect confidential information.

In addition, a special section in the general guidelines for inspectors
should be devoted to the initial visit.

A thorough initial visit should enable the inspectors to become well
acquainted with the production facility for the purpose of drawing up the
specific agreement for the facility and making subsequent checks easier.

At the time of the initial visit, the representative of the plant should
take photographs of the areas and equipment relevant to the inspection, under
the supervision of the inspectors; these photographs would be kept in the
sealed container in the plant.

) FA Inspection mandate

For each inspection the mandate should constitute the basic reference for
the Technical Secretariat, the inspectors, the national authority and the
plant to be inspected.

It should contain a section on general guidelines and a specific section,
drawing on the specific agreement for the facility (which would be negotiated
at the outset and part of which would be available to the Technical
Secretariat) and affording the inspectors a means of avoiding any conflict
with those with whom they have to deal, in particular a manufacturer concerned
at the risk of leaks of confidential information. In fact, the best way to
minimize the disruption of production activity is to facilitate the work of
the inspectors in this manner.

Nevertheless, the inspectors should retain a deqgree of flexibility during
the inspection (see 8 III 15 to 18 below: sampling).

Each inspector should also have an individual mandate certifying his
identity and function.

25 Composition of the inspection team

The team should be large enough to cope with the various tasks, but small
enough not to disrupt production activity, or violate the plant's safety rules
and arrangements.

The ideal size seems to be four inspectors, who, in addition to the

essential basic training provided for the whole body of inspectors,
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particularly concerning the content of the convention, might, from the
initial visit onwards, each be specialists in one of the following fields:

- The chemistry of the field in question (preferably a research chemist);

- Industrial processes of the same type (process engineer);

- Analyses in the field in question (preferably a physical chemist);

- Oraganization and methods, and accounting methods (whether or not

computerized).

In particular, the number proposed should allow the inspectors to divide
up the various inspection tasks between them, by group. Provision should also
be made for a team co-ordinator.

The initial visit should enable the composition of the team of inspectors
to be specified in qualitative terms, on the basis of the complexity of the
site and the type of facility (automated or non-automated).

e Inspection equipment

It should be possible for the analyses to be performed with maximum
speed, especially for trace detection in the air or in effluents, but also for
identification of certain finished products, or in some cases intermediate |
products.

In addition to a contamination detector, the Technical Secretariat should
have mobile laboratories equipped with very sensitive trace determination and
rapid identification facilities, with a computerized data bank, which are
appropriate for analysis of the products in question.

Any analytical equipment brought from outside must conform to the safety
standards in force in the facility.

4, Activities prior to the arrival of the inspection team

Any modification of the infrastructure of the plant and the facility to
be inspected that might have an impact on the course of the inspection must be
mentioned in the annual declaration and, where appropriate, lead to a change
in the drafting of the specific agreement for the facility.

As far as advance notification is concerned, the arrival of the team of
inspectors should be notified simultaneously to the national authority and the
plant to be inspected 48 hours in advance.

< Advance preparations on-site

It is recommended that the plant should prepare a dossier which should

remain on-site at the end of the inspection (cf. § II 4b and 8§ 111 19).
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6. Escort and points of contact

One or several sufficiently senior representatives of the company, if
possible with knowledae of the measures provided for in the convention for the
inspection in question, should accompany the inspectors when moving around
inside the facility. They alone will be authorized to reply to the
inspectors' questions. Communications between the inspectors and the outside
world should be monitored.

Ts Other participants

Participation by at least one representative of the national authority is
essential to ensure that the inspection runs smoothly and enable any disputes
to be settled.

8. Duration of initial visit and inspection

The initial visit is a process of making contact, familiarization and
negotiation simultaneously, even if a specific recommendation for the facility
and special guidelines for the inspectors already exist (cf. 8§ 111.0). The
inspectors and company representatives need sufficient time to conclude the
specific agreement and prepare a reference dossier to be kept in the sealed
container. It would seem that a period of four to five days is the maximum
that may be contemplated.

The time required for the inspection will depend on a number of factors,
such as the composition and experience of the team of inspectors, the size of
the plant, and so on. A duration of two days seems reasonable.

9. Confidentiality of information (cf. CD/901 of 16 March 1989)

Aside from the guarantees which should go hand in hand with the creation
of the corps of inspectors, two measures are essential in order to provide the
industrial plant with adequate security:

- Retention of the information in the facility;

- Restriction of such information in strict accordance with the

"need to know".

10. Opening conference

The opening conference is indispensable to review the inspection mandate,
recapitulate the objectives and details of the inspection, and take cognizance
of the documents kept in the sealed container, which constitute the "memory"

of the two parties.
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11. Types of records needed and/or checked

The checks must be based on quantitative statements of movements and
stocks of raw materials, intermediate products and finished products, but the
plant must be permitted to conceal the prices and the references to suppliers
and customers.

However, the inspectors must also be able, as required, to consult
certain monthly returns over lengthy periods of production in order to confirm
the output data provided, as well as dispatch notes for finished or
intermediate products. These notes should show only the countries of
destination, in order to allow for checking by the national authorities
concerned where appropriate.

There is a need for more careful consideration of the question of
information relating to the average duration of a change of production run,
the average duration of equipment cleaning and the annual average rate of
equipment utilization.

12. Plant orientation tour

This does not appear necessary for a routine inspection, except in cases
where the plant in question has undergone modifications reported in the annual
declaration or at the opening conference.

13. Inspection of areas and equipment

It is necessary for the inspectors' attention to be drawn to the
production capacities corresponding to each of the stages of manufacture, in
order to detect any diversions.

Photographs could also be authorized during inspections in order to
confirm any equipment modifications, and could be kept in the sealed container.

14. 1Inspection of operation procedures

The safety measures adopted are pointers to the manufacture of hazardous
products, particularly in the case of ventilation and air filtering and water
treatment.

Safety information compiled from national legislation can constitute a
source of information for the inspectors. However, as requlations are
stricter in certain countries, there is a risk of leaks of confidential
information by this means.

15 to 18. Sampling and analysis

At the request and in the presence of the inspectors, samples may be

taken by plant personnel, exclusively at points specified in the specific
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agreement and/or the inspection mandate, for the identification of products
present or for trace detection. The laboratory at the plant should be able to
provide the results of the analysis within 24 hours, and consequently it is
recommended that the plant's analytical capabilities should be indicated
either in the specific agreement or in the annual declaration.

In addition, the inspectors may take air samples (for example using
absorbent resin) in order to detect any residues of products manufactured
illicitly in the facility.

Similar samples may be taken from the facility effluent and if
appropriate from filter elements.

In the case of a multi-purpose plant, the inspectors should also be able
to take air and if appropriate effluent samples in the areas surrounding othe;
units and storage areas in the plant, for the purpose of verifying, following
analysis on the spot if possible, the absence of substandes whose manufacture
is either undeclared or prohibited under the convention.

There is also a need for further study of the possibility of taking
samples during the initial visit; the results of analysis of such samples,
kept in the sealed container, could subsequently serve as reference data
(infra-red spectra, for example).

Finally, if, exceptionally, the analyses cannot be conducted in the plant
at the time of the inspection, the samples, one duplicate of which will be
kept by the facility and another by the national authority, may be sent to
a laboratory in the State party receiving the inspection which has been
approved by the Technical Secretariat, where the analyses will be conducted,
under the supervision of the inspectors, in accordance with an approved
methodology (cf. CD/901).

In this laboratory, as in the plant's laboratory, the inspectors should
be able to calibrate the analytical apparatus.

19. Documentation

The inspectors' documentation falls into two categories, First of all
the inspector should have a handbook specific to each type of inspection or
check, to assist him in his investigations (and remind him of his obligations
as far as confidentiality is concerned).

He will also have the documentation provided by the plant, which should

be considered confidential as a matter of principle, unless the representative
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of the plant indicates otherwise. It is suggested that a dual-key sealed
container should be installed in which to keep the documentation at the end of
the initial visit and after each inspection.

20. Evaluation by inspectors

The handbook mentioned in the preceding paragraph might contain a
check-list indicating, inter alia, specific items of equipment.

The complete dossier resulting from the initial visit, and subsequently
from each inspection, will serve as a basis for later evaluation by the
inspectors of whether the facility complies with the declaration.

21. Closing conference

The holding of a closing conference is recommended in that it allows for
an exchange of views between the team of inspectors and the representatives of
the plant and the national authoiity.

Furthermore, the conference provides an opportunity to specify the
eventual use of the various pieces of documentation, and particularly the
inspection report, depending on its type (cf.§ III 23 below).

None of the parties should be authorized to make any statement relating
to the inspection before the results have been notified officially by the
Technical Secretariat.

22. Anomalies, disputes and complications

It is difficult to draw any conclusions from a single trial inspection,
especially as there is no doubt that the atmosphere in which such inspections
are carried out by no means corresponds to that of a real inspection.

The anomaly was relatively easy to detect, even though only small
quantities were involved. In contrast, it is possible that systematic
diversion with parallel accounting could not be detected.

23. Report by the inspectors

For reports concerning compliance with declarations, a standard report,
for example with a system of yes/no answers, might be contemplated. In other
cases, several options are possible (cf. CD/901, which also deals with matters
relating to the confidentiality of reports).

24. Impact of the inspection on the facility

If the number of inspectors is limited, if they are well trained and have
an adequate handbook, if they are provided with a sufficiently well-focused
dossier, if they restrict their movements within the facility and deal only

with the designated officials, this inspection will have only limited impact
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on production. On the other hand, the need for the plant to earmark
substantial resources in terms of men and equipment for the initial visit and
the inspections imposes costs on it which it should not have to bear.

Frequency of inspections was not evaluated, but would naturally have a
role to play in the evaluation of impact on the facility.

* * *

IV. CONCLUSIONS
1% It is essential to prepare a standard multilingual glossary, particularly

for technical terms.
2 The specific agreement for the facility is vital for facilitating
inspections. It is determined by the standard of the initial visit. It
includes confidential elements to be kept within the plant.
3% Analytical accounting records of operations are an essential item of
information in the inspection. Consequently, efforts should be made to ensure
that all the facilities subject to inspection are in a position to provide
such records.
4. In selecting and training the inspectors, account should be taken of the
substantial differences which can exist in the structure of production systems
from one country to another.
5% The very delicate question of parallel clandestine production on the same
site, but in a separate location from the facility subject to monitoring, was
not dealt with in this trial inspection, but shoud be given special in-depth
consideration.
* * *

Finally, it seems clear that a single trial inspection is not sufficient

to take stock of the many problems posed by the holding of a routine

inspection, and a further national trial inspection is to be held.
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CONFERENCE ON DISARMAMENT

17 April 1989

ENGLISH
Original: FRENCH

CHEMICAL WEAPONS CONVENTION
FRANCE
THE SCIENTIFIC ADVISORY COUNCIL

While the aims, principles and basic provisions of the convention on the
prohibition of chemical weapons must be sacrosanct, it must be a living,
evolutionary institution as far as its application is concerned.

In particular, it will have to be adapted in the light of progress in
science and technology that will inevitably occur, in order to minimize and if
possible forestall the risks inherent in the emergence of new chemicals and
new technologies which, if not controlled, may jeopardize or circumvent the
convention, as well as to provide the best possible instrument for
verification.

There is every evidence that the representatives of the scientific
community are best qualified to perform this task of monitoring, advising and
preparing the ground for decision-making. The scientific community has a
universal calling, and, without moving away from its own role, must be in a
position to transcend divergences in culture and in interests between States
in order to provide an objective assessment of scientific and technological
developments as they affect the convention.

For this reason, France proposed two years ago (cf. CD/747 of
23 March 1987) that an advisory scientific authority should be set up among
the organs of the convention. Since that time this idea has gained ground and
has been progressively taken up by the negotiators.

This authority, which would be known as the "Scientific Advisory
. Council", might act as a high-level advisory body for the organs of the
convention, in particular the Executive Council and the Technical Secretariat,
in preparing the ground for decisions to be taken to put the provisions of the

convention into effect.



CD/916
CD/CW/WP.242

page 2

The present working paper sets forth a number of considerations
concerning the establishment of the Scientific Advisory Council and the
organization of its work.
1= GENERAL CHARACTERISTICS OF THE SCIENTIFIC ADVISORY COUNCIL (S.A.C.)

As an advisory body to [the Conference of the States Parties] [the
Executive Council] [the Director-General of the Technical Secretariat], the
S.A.C. will have the following tasks:

- To advise [the Conference of the States Parties] [the Executive
Counéil] [the Director-General of the Technical Secretariat] concerning
any scientific or technological innovation which may be of relevance to
the objectives of the convention;

- To propose to [the Executive Council] [the Technical Secretariat])
scientific or technical improvements which might enhance compliance
with the provisions of the convention;

-~ To respond to requests from the various organs of the convention in its
fields of competence;

- To provide advice in the same fields to States Parties at their request.

2.  STRUCTURE |
2.1. Composition

It must be based on scientific criteria and on criteria of professional
competence. Sections corresponding to the scientific and technological
disciplines of relevance to the various parts of the convention will be set
up. These sections may include several prominent scientific figures in the
following proposed areas:

-~ Chemistry

- General chemistry and physical chemistry, organic and inorganic
chemistry
- Analytical chemistry
- "Military" chemistry
L iChamioad ¢ : 1 chiem s jidstng
—- Toxicology, including
- Toxicology of industrial products
- Toxicology of pesticides
- Toxicology of poisons of animal and plant origin
—— Pharmacology
— Biotechnologies, including
- Microbiological and enzyme engineering
- Industrial applications
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—-- Military sciences
- Detection of CW agents
- Protection, decontamination
- Technology of chemical munitions (production, storage, etc.)

As an additional criterion to be taken into account in the composition of
the S.A.C., efforts should be made to maintain a balance in the various fields
(research, technology, industry, military sciences), in the light of the prior
experience of the candidates. '
2.2. Selection method :

' It will be based on level, qualification and experience, drawing on
reference data yet to be defined such as publications, scientific, academic or
professional responsibilities, distinctions and international experience.

2.3. Nomination of members

Proposals will be submitted by:

- The States Parties (for a third of the members);

- International scientific institutions (such as IUPAC and others to be

identified) (for two thirds of the members).
The members of the S.A.C. will be [selected] [elected] by [the Conference of
the States Parties] [the Executive Council] (to be determined).
2.4. Length of terms of office

Each member will be elected for (three) years, and may be re-elected only

2.5. Establishment of new sections
The S.A.C. will propose the establishment of new sections [to the
Conference of the States Parties] [to the Executive Council] in the light of
scientific and technical developments.
2.6. Obligations of members of the S.A.C.
(In particular, obligations in relation to confidentiality; to be added
to)
3. TASKS
The Scientific Advisory Council will perform its advisory role in the
following fields:
—~ Monitoring of scientific and technical developments as a whole, and
particularly in fields of relevance to the objectives of the convention.
- Initial examination of the lists of chemicals following declarations of
stocks and production facilities, and subsequently specific study of
proposals for modification of the lists and related guidelines, and of
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requests for their revision (originating either from the Technical
Secretariat or from the States Parties).

- Well-grounded proposals for additions or modifications to the lists and
the guidelines, and warnings concerninglnew toxins.

- Review of the scientific aspects of verification procedures, and in
particular proposals for new verification methodologies;

- Advice on the development of economic and technical co-operation among
the States Parties, as well as assistance;

- Advice on international co-operation in the collection and provision of
scientific and technical data of relevance to the convention
(international network of data banks).

4, ORGANIZATION

— Working procedures

- Frequency of meetings

- Permanent secretariat (the S.A.C.'s permanent secretariat might be
located in the Technical Secretariat)

- Research contracts with other institutions

- Organization of seminars and conferences

- Participation in international or national scientific activities
(congresses, seminars or symposia)

5. ESTABLISHMENT IN STAGES

During the preparatory phase, a '"scientific advisory committee" might be

set up as a subsidiary body of the Preparatory Commission.

Upon entry into force, the S.A.C. might be set up with (two) (three)

prominent figures per section.
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Original: ENGLISH

BELGIUM

National Trial Inspection

Introduction [
On the basis of the gquidelines and the format contained in CD/CW/WP.213

and CD/881 a national trial inspection was performed in a multi-purpose

facility.

A. General Approach

1, Objectives of the national trial inspection

The aim of the inspection was to assess the possibility of verifying that
a facility, that is not subject to declarations under any of the schedules, is
not used to produce any chemical listed in schedules (1], [2] or [3] and to
obtain information on the deqree of intrusiveness that such an inspection
would require.

P4 Provisions in the Draft Convention under which the trial inspections
would take place - Article VI

No provisions exist.

< Type of on-site inspection

Clarification inspection to verify that no prohibited activity takes
place in an undeclared facility that is not listed to produce any of the
scheduled substances.

4. Advance information

No declarations.
No "facility attachment”.

D% Type of facility to be inspected

Stand-alone multi-purpose facility with several reactors, operating in
"batch”™ mode; mainly solid end products are manufactured.

6. Type of declared activity at the facility

No declared activity.

GE.89-60680/2657A
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B. Detailed Approach

) B The inspection mandate

No inspection mandate was negotiated a priori. As the inspection
proceeded the necessity of documents to be made available and of areas to be
made accessible were discussed.

7 Composition of the inspection team

The inspection team was composed of two scientists and one observer

(diplomat) .

B Inspection eguipment

The inspection equipment, mainly sampling equipment and analytical
instrumentation, was furnished by the facility.

4. Activities prior to the arrival of the inspection team

The facility was notified five days before the inspection.

5% Advance preparations on site

(Initial visit.)

6. Escort and points of contact arrangements

Facility personnel designated by the plant manager escorted the
inspectors during their visits, inter alia, for security reasons.

e Other participants

None.

8. Duration of the inspection

- Inspection: one day.
- Report preparation: one day.

. Measures to protect confidential information

The facility could broadly agree with the general terms of the current
provisions in CD/881.

10. Openina conference

During the first part of the opening conference the inspector explained
the verification system of the future convention in its general terms and
outlined the purpose of the envisaged inspection. In the second part of the
opening conference the general manager explained the layout of the facility,
including details about the plant to be inspected.

11. Types of records needed and/or audited

- the production planning of the week and the éay of the inspection
(two shifts);

- the actual stocks (feed stocks, intermediate and end products);

- plant production records were made available at each reactor in

operation.
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12. Plant orientation tour

Before startina the inspection a guided tour of the complete facility was
made, including storage area, outside storage and raw (starting) materials and
solvents, main quality control laboratory and energy department; excluded from
the tour were those chemical plants that were not subject to inspection and
the waste water treatment area (to save time only).

13. 1Inspection of areas and facility equipment

The plant was inspected in detail, including control room, reactor
vessels, centrifuges and drying vessels.

14. Inspection of operation procedures

For each reactor vessel in operation the actual operating instructions
and reports were checked and compared with the planning of that particular day.

15. Sampling and sample-taking procedures

Samples were taken according to agreed guidelines (see part C).

16. Handling of samples

Due to the limited size of the inspection team the sample handling was
completely carried out by facility personnel. During the exchange of views
however, some ideas on the procedures for handling the samples were expressed
(see part C).

17. Analysis of samples

The samples were analysed in the main laboratory of the facility located
at a distance of 20 kilometres away from the inspected plant.

18. Types of analysis

The analysis involved mainly the application of spectroscopic techniques
(Nuclear Magnetic Resonance, Mass Spectrometry and Infrared Spectroscopy) to
verify that the structure of the synthesized product matched that on the
production process record and on the operating procedures.

19. The documents made available to the inspectors were

- layout of the facility and detailed layout of the plant;

- production planning;

- detailed listing of chemicals stocks;

- batch operating instructions and batch operating reports (available at
each reactor);

- global production reports of the last month/year.

20. Evaluation by the inspectors

The main question evaluated during the visit was: "is it possible to
detect undeclared production of scheduled chemicals?" Relevant conclusions

are presented in part C.
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21. Closin ) conference

No closing conference, but a short debriefing.

22. Anomalies, disputes and complications

Verification of undeclared chemicals in the storage area through control
of computer listinas or computer search was shown to be equivocal (see part C).

23. Report of the inspection team

- During the briefing, a preliminary report, according to a check-list,
could be elaborated, possibly in handwriting?

- A more exhaustive report can be sent later on; the facility, however
insists on obtaining a copy of both reports.

24. Impact of the inspection on facility operations

An inspection involves at least two man-days (of highly qualified
personnel).

25. Other matters

C. Specific aspects - conclusions

i The inspection mandate

No inspection mandate was available. However, it was stated by the
facility representatives that, in this particular plant, access to any part of
the plant would not be refused, provided access and inspection were in
agreement with the safety requlations. All documents related to production,
acquisition and stockpiling of chemicals were made available for visual
inspection on request. Such documents should, however, not leave the
facility. Sample taking is preferably done at the end of the batch process in
order not to interfere with normal production activities.

Traffic in and out the facility can be controlled by the inspectors.

2. Composition of the inspection team

The team was composed of two (technical) inspectors, in order to save
time some actions were not fully carried out and the sample taking was also
reduced. The size of the inspection team should be of at least two to
three inspectors, one of them should be a trained analytical chemist.

3. Inspection equipment

The equipment was provided for by the facility. It was pointed out that
inspectors should be provided with means for sealing the samples, since the
analysis might have to be repeated in another location and with other
instrumentation in case anomalies or complications arise (see 16). A member
of the national authority, accompanying the international inspectors, might

apply a second control seal.
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4. Activities prior to the arrival of inspection teams

None.

5 Advance preparations on-site

Nihil visit.

6. Escort and point of contact arrangements

Inspectors arrived at the facility by their own means of transportation
and met at an agreed point of contact. During the inspection, inspectors are
escorted by facility personnel, whose presence can be useful for
clarifications; such escorting personnel can order sample taking by
specialized personnel upon request by and according to the instructions of the
inspector.

73 Other participants

Representatives from the national authority may be present at the
inspection, without interfering, however, in the activities of the inspectors.

8. Duration of the inspection

With a full size inspection team (two to three inspectors) an inspection
will require two to three days if every reactor vessel in operation and the
raw materials storage is to be controlled in detail, i.e. including the sample
taking and their analysis.

9. Measures to protect confidential information

- Restriction on participation.

The facility representative expressed the opinion that the international
organization will have to find ways to avoid that inspectors, after
termination of their term in the organization, would in the near future be
employees of industrial competitors.

- The inspectors should have an official mandate of the international
organization, stating the principles for protection of confidential
information in terms of CD/881.

- The identity of the inspectors shall be checked by the plant security
staff (and by the national authority).

10. Opening conference

- The purpose of the inspection can be stated quickly and correctly.

- Layout of the facility and detailed plans of the plants to be inspected
are necessary for the inspectors; they should be allowed to use them
during their stay in the facility. (Colour) photographs taken from the

air were valuable aids to orient the inspectors and to familiarize them
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more rapidly with the surroundings. Anyhow, in this particular case,
the logic structure of the facility greatly facilitated the rapid
familiarization with the basic layout of the plant.

11. Types of records needed and/or audited

By using the documents mentioned in part B.1ll, it is possible, on the
basis of accountancy operations, to "trace" a chemical, i.e. to verify when,
where and how it has been used/synthesized (traceability). However, for the
purposes of this particular inspection, traceability appeared to be less
useful, since under this type of inspection mainly qualitative data (related
to the structural formula of the produced chemical) were needed.

All documents were in the Dutch language; moreover frequent use is made
of abbreviations and code numbers. Fluent knowledge of the language used at
the facility seems to be a necessity for at least one of the inspectors.

12. Plant orientation tour

For this type of facility one hour would have been largely sufficient for
an orientation tour (only the surroundings).

13. Inspection of areas and facility equipment

In the conduct of the inépection, the inspectors were not subject to any
restriction on access to plant areas; however, access to storage areas of
dangerous products would be more cumbersome due to additional security
measures.

14, Inspection of operating procedures

Provided the inspectors do not copy relevant parts of the operating
instructions, they have the possibility to check them on the site. Never
should such operating instructions and other relevant documents leave the
facility.

15. Sampling

As stated earlier, sampling of batch operations will normally occur after
termination of the batch and preferably after drying of the product. Sample
taking during batch operation might result in a complex sample that is
sometimes difficult to analyse and that does not reflect the normal end
product (s) of the batch; moreover in that particular case of sample taking
during batch operation the temperature would have to be lowered to room
temperature, resulting in loss of time; in some cases, e.g. synthesis under
inert atmosphere (nitrogen), opening of the reactor might result in important

product loss.
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Samples were taken by the operating personnel using normal sampling
equipment (used for quality control), according to usual plant procedures and
under surveillance of the inspector.

16. Handling of samples

It was suggested that samples would be split up in three identical
sub-samples sealed in an appropriate manner by the inspector and the national
authority representative.

The normal procedure would be: analysis at the facility under
supervision of the inspector; when problems or disagreements arise, a second
sample could be analysed by the inspector and under supervision of the
facility representative, e.g. at a local university; a third sample could
serve for further analysis, under procedures to be developed, if disagreement
continues to exist.

A need exists for appropriate procedures to store and transport such
samples.

17. Analysis of samples

In this particular case the inspector was not always present during the
analysis.

The use of sophisticated instruments, often fully computerised, may, in
theory, allow an operator to "cheat", i.e. show a completely different
spectrum by workina "off line"; therefore at least one of the inspectors ought
to be a trained analytical chemist who is familiar with the practice of the
main analytical techniques used.

18. Types of analysis

The analysis should indicate a "matching" between the sample and the
structural formula on the operating instructions.

With this type of analysis only qualitative data are checked, in
accordance with the aim of the inspection.

19. Documentation of the inspection

All specific documents presented by the facility are to be treated as
confidential and may not leave the factory, except for a general layout and
some general data (not yet specified) on the facility.

20. Evaluation by the inspectors

It was found possible to draw correct conclusions with regard to the
actual activities of the plant within the facility. Stating the right of
inspectors to take samples everywhere according to established procedures

might act as a deterrent.
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Co-operation of the facility personnel is essential for an easy conduct

of the inspection.

21. Closing conference

None.

22. Anomalies, disputes and complications

It was found to be impossible to check the presence of undeclared
chemicals through computer search procedures, since a special code numbering
system is used to enter the name of the searched chemical; introducing a
"nonsense” code could result in a "not present” indication. To check for the
presence of undeclared chemicals the complete warehouse would have to be
controlled, which is virtually impossible under the time frame.

23; Report of the inspection team

It was deemed useful to report on the inspection in two steps:

- a short report containing the essential conclusions: either "all
clear™, or with some remaining problems or anomalies;
- a full report with detailed results on the inspection (if necessary).
All reports are confidential. The national authority and the facility
should also obtain a copy of each report.

24. Impact of the inspection on facilities operation

An inspection of this type is possible without significant interference

with normal facility operation.

25, Other matters
The openness and good collaboration of the plant personnel greatly

facilitated the easy conduct of this trial inspection.
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CONFERENCE ON DISARMAMENT CD/919

9 June 1989

Original: ENGLISH
(Extract)

LETTER DATED 7. JUNE 1989 ADDRESSED TO THE PRESIDENT OF THE
CONFERENCE ON DISARMAMENT FROM THE CHARGE D'AFFAIRES, DEPUTY
PERMANENT REPRESENTATIVE OF THE PEOPLE'S REPUBLIC OF BULGARIA
TRANSMITTING THE TEXT OF THE DECLARATION OF THE PRESIDENT OF

THE STATE COUNCIL OF THE PEOPLE'S REPUBLIC OF BULGARIA AND THE
PRIME MINISTER OF THE REPUBLIC OF GREECE SIGNED ON 23 APRIL 1989

I have the honour to transmit to you enclosed, herewith, the text in
English of the Declaration of the President of the State Council of the
People's Republic of Bulgaria Todor 2HIVKOV and the Prime Minister of
the Republic of Greece, Andreas Papandreou, signed on 23 April 1989.

I should be grateful if you could circulate it in English, French and
Russian as an offical document of the Conference on Disarmament.

(Signed) VALENTIN BOJILOV
Charqé d'Affaires
Minister Plenipotentiary
Deputy Permanent Representative

GE.89-61311/0705a
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DECLARATION

of the President of the State Council of the

People's Republic of Bulgaria Todor Zhivkov

and the Prime Minister of the Republic of
Greece Andreas Papandreou

The President of the State Council of the People's Republic of Bulgaria
and the Prime Minister of the Republic of Greece,

ses encouraqged by the favourable prospects for concluding a convention on |
prohibition and destruction of chemical weapons, and determined to sign
it immediately upon its opening for signature, |

soe 1l. State that the Governments of the two countries will elaborate norms
of behaviour with a view to turning their territories into a zone free of
nuclear and chemical weapons.

2% Declare that the two countries will, to that end, refrain from
actions which may hinder the establishment of a zone free of nuclear and
chemical weapons.

3 e Call upon the other Balkan countries to support these efforts, with
a view to elaborating and adopting norms of behaviour aimed at freeing the

territory of all Balkan countries from nuclear and chemical weapons.

4. Hope that all states will encourage and assist the efforts to
establish a zone free of nuclear and chemical weapons in the Balkans.

CD/919
page 3

b State that this Declaration is not directed against any third
country and does not affect the rights and obligations ensuing from the
agreements in force to which they are parties.

The Declaration was signed in Haskovo on 23 April 1989 in two oriqginal
copies in the Bulgarian and Greek lanquages, both texts having equal force.

PRESIDENT OF THE STATE COUNCIL OF PRIME MINISTER OF THE
THE PEOPLE'S REPUBLIC OF BULGARIA: REPUBLIC OF GREECE:

s/ Todor 2hivkov s/ Andreas Papandreou
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CD/921

CONFERENCE ON DISARMAMENT CD/CW/WP. 245

14 June 1989 .,

Original:; ENGLISH

UNITED KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND

Verification of the Chemical Weapons Convention: Practice
challenge inspections of military facilities

1; CD/715 of July 1986 set out detailed proposals by the United Kinadom for
the conduct of a challenge inspection under article IX of the Chemical Weapons
Convention. These proposals placed a basic obligation on any State party
receivina a request for clarification or resolution of any matter causing
doubts about compliance to demonstrate to the other treaty States, and
especially the requesting State, that it remains in full compliance with the

treaty.

2. Buildina on the ideas in CD/500, the United Kingdom proposed that each
State party should have the riaht directly to request a challenage inspection
of another party, and that any State receiving such a request should allow an
inspection team from the technical secretariat, accompanied by a
representative from the requesting State to carry out a comprehensive
investiqation in order to determine the facts of the case.

39 The United Kinadom's proposals recognized that a State receiving a
challenge might have leaitimate security interests at stake. In such
exceptional circumstances a State would have the riaht to propose alternative

measures to demonstrate compliance.

4; In 1988 the United Kinadom set out to test how these proposals miaht work
in practice by conducting a series of practice challenge inspections at
military facilities. Our objectives were:

(a) To assess the security implications of challenqge inspections under a
Chemical Weapons Convention;

(b) To examine ways of demonstratina compliance with a Chemical Weapons
Convention while protectina leaitimate security interests unrelated to
chemical weapons;

(c) To draw any lessons for how challenge inspections under a Chemical
weapons Convention miaht be conducted.

S. It was decided that practices should be conducted across a ranae of
Ministry of Defence facilities from ammunition storaaqe facilities through to
research and development facilitjes, since different types of facility would
pose different problems for inspection. After preliminary visits to various
candidate facilities, it was decided to hold the first practice at a
conventional ammunition storaae facility.

GE.B89-61386/0736a
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6. Before the first practice, procedures and guidelines were drawn up,
includina an inspection protoca.. The first trial inspection then took place

in October 1988 and was followed in March this year with a trial inspection of
another ammunition storaae depot. A note on administrative and other
practical aspects of these 1nspections 1s contained in the annex to this paper.

[ The remainder of this paper offers some interim observations on challenae
procedures in the liaht of our first two practices. It should be emphasized
that the two practices to date have been conducted at facilities which are not
particularly sensitive, and are only the first part of a larqer programme.
Further trials at more security sensitive facilities will be necessary before
firm conclusions can be drawn. The United Kinadom plans to hold such
exercises later this vear.

SOME PROVISIONAL OBSERVATIONS

Definition of challenged facility

8. The effectiveness of the inspection depends partly on the wording of the
challenge. A very specific definition of a challenaed facility is therefore
required. One way forward miaht be to define the facilitv by a combination of
name, description and map co-ordinates. Our experience shows that precision
is necessary in order to avoid arguments over rights of access. More work is
needed on quildelines for access to areas outside the designated site,
especially neiahbourina facilities which are subseqguently shown to be closely
connected with the challenae facility.

Notice of inspection

9. It is clear that even in as short a period as 48 hours, considerable
guantities of ammunition could be shipped out of a storaage facility. It might
therefore be desirable for an advance party to arrive immediately after the
issue of a challenae to seal the facility and monitor movements in and out
althouah there could be significant practical difficulties which would need to
be overcome. The question of clean-up times in civil chemical facilities is
also relevant in this context.

Size and composition of inspection team

10. It will be difficult for a team of five inspectors to "secure the site"
and carry out all their inspection duties on large sites. They might need to
be accompanied by a sizeable support staff who could seal the site, monitor
movements in and out on a 24 hour basis, assist in the collection and
monitorina of samples both on and off site, and provide general administrative
services to the inspection team. The use of physical seals on access points
to the site (see below) would reduce the demands on inspection manpower but
our experience suaggests that for very larae sites five inspectors miaht not be
sufficient.

11. The resource implications of a larae support staff and the earlier
arrival of an advance party both for the technical secretariat and for the
challenaed State would however require further examination and priorities
miaht need to be established.




CD/921
CD/CW/WP. 245
page 3

12. It would in our experience areatly improve the effectiveness of the
inspection team if they were assisted in their task by the inclusion of an
expert in the activities claimed by the challenaed State to be takina place at
the challenaed facility. This enables a better and earlier assessment to be
made of the plausibility of the claims and decisions on where and what to

inspect.

Role of challenaina State observer

13. The role of the observer from the challenaina State is important.
Questions to be resolved are whether or not the observer should be able to
express his views on the conduct of the inspection to his country's
satisfaction; to what extent he is able to influence the inspection plan;
whether he can communicate formal requests of the challenged State via the
inspection team leader; and what restrictions can be placed by the challenaed
State on the movement and access of the observer for security reasons.
Dependina on the answer to these guestions one observer miaht not be enouah to
cover a seven-day inspection, especially if the inspection team is split into
two or more.

Securing the site

14. "Sealing the site" at a larqge facility with many access points is a
difficult task. Should all gates except the main entrance be sealed? Should
seals be franaible but with inherent integrity in cases of emergency access
qates? Should the main entrance be manned on a 24-hour basis to monitor all
movements in and out? Our experience so far suqaests the answers to these
questions should be vyes.

15. In order to prevent the moving of clandestine CW stocks round the site in
advance of the inspection team, the team would ideally need to secure and seal
transport systems within and from the facility.

Samples

16. There will be a need to define the sampling equipment required at
different types of facility. If the inspection team brinas all the necessary
equipment with it this miaht include, for liquid and solid samples, sample
jars, scoops, ladies, funnels, scrapers, dip sticks, means of cleaning
samplina equipment between samples; protective clothina, boots, aloves,
overalls; for vapour samples, sogotion tubes for later laboratory analysis and
drager tubes. Aareement is also necessary on what equipment the challenged
State should be expected to provide, who should take the samples, and ‘where
they should be analysed. Our experience suqgests that the technical
secretariat should provide as much of the equipment as possible and that
analysis should be carried out by both the challenged State and the inspectors
to auard aaainst fraudulent or faulty analysis. The samples themselves would
need to be carefully loaged and sealed.

How to demonstrate that a weapon is not a chemical weapon?

17. A number of possible methods have been considered; it is not clear yet
what is most acceptable. For example:
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(a) Reference to handbooks givina details of weapons and their
distinctive markinas would be helpful but some of them may be classified. 1In
any case they could not be relied upon as conclusive proof.

(b) Portable X-ray equipment could reveal somethina of the character of
the contents of a shell. It could for example show the presence of a liauid,
but not necessarily certain powders unless they had a distinct signature.
However, X-rays miaht reveal classified details of weapon desiagn.

(c) A weapon could be fired - but this requires a suitable range.

(d) The weapon could possibly be broken open by use of a small explosive
cutting chanae. This, however, is a hazardous operation which could only be
undertaken at a suitably licensed demolition area.

Safety

18. Safety issues frequently arose durina the inspections., It is essential
that the initial briefina of the inspection team includes a detailed brief on
safety procedures by representatives of the challenged facility. It is also
necessary to establish in an ammunition storaaqe facility, that all the
equipment brought by the inspection team can be safely operated in the
presence of explosives. Standard certification of such equipment might be a
possibility.

Security durinag a challenge inspection

19. As had been expected access of an inspection team to the facilities
revealed details of the site, of ammunication natures and, at least in broad
terms, total stock holdings, of base procedures, and of the lay out, desian
and capacity of storage facilities. The effects of this could be alleviated
to some extent by the rotation of sensitive stock after an inspection,
althouah this option mav only be feasible in larger facilities. It would also
be possible to take simple precautionary measures such as the removal of all
notices, charts and displays, lockina away of all papers, loaqing off computer
systems which might disclose sensitive information not relevant to the
inspection, and the securina of sensitive equipment in workshops, laboratories
and test areas.

Managed access/alternative arrangements

20. On several occasions only partial access was necessary to satisfy the
inspectors. This suaaests that the conduct of an actual challenge need not
necessarily entail complete and uncontrolled access to all parts of the site.
The inspectors miaht conclude in the light of the overall level of access and
co-oepration granted to them, that only partial access would be required.
Locations to which access may need to be controlled for safety rather than
security reasons, for example, may only require access by one inspector, or
may be vigwed from a distance.

21. Shrouding should be kept to the mimimum necessary to protect sensitive
information. Varyina levels of access to the inspection team, from visual :
observation only of the shrouded items, throuah to touchina the items, use of
monitorina equipment and removal of part of the shroud is possible and could

be effective dependina on the sensitivity of the items and the overall
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impression treated by the facility under inspection. A guestion which needs
to be addressed however is what dearee of shroudina is acceptable. Individual
cases will inevitably differ but quidelines will be necessary for the
inspectors to be able to make objective assessments.

CONCLUSIONS

22. The two initial practice challenge inspections have thrown a areat deal
of light on important questions about procedures and indicated possible
solutions to a number of problems. They have confirmed our belief that
challenge inspection is an important "safety net" element in the overall
verification régime. However, the complexities of challenae inspection
require work to be done, in particular, on the issue of manaqged access, in
order to address all these questions and identify anv others which need to be
considered. A proqramme of further exercises is beina devised and the

United Kinadom hopes to present a further paper to the Conference in due
course as more lessons are learned. In the meantime the United Kinadom
stronaly recommends that other nations participating in the CWC neqotiations
should conduct their own practice challenge inspections of military facilities
and report their findinas to the Conference.
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Annex
DESCRIPTION OF UNITED KINGDOM PRACTICE CHALLENGE INSPECTIONS

The facilities

) IR The first practice challenge inspection took place over a two-day period

at a conventional’ ammunition storage facility, which covers an area of 4
approximately 20 sq. km with a total ‘of over 200 Ialoos and Standard Explosive ‘
Storaae Huts (SESH) toaether with support processina buildings and dedicated 4
railhead and loading sheds. The facility perimeter is some 20 km long and is f
penetrated at intervals by both road and rail access gates. There are

additionally a number of emeragency aates for fire and evauation purposes.

another conventional ammunition storage facility, considerably smaller than
the site of the first practice, covering an area of some 4 sg. km. The
perimeter is about 8 km in lenath and contains less than 20 underqround and
semi-underground explosives storage buildings together with support processina
buildinas, dedicated railhead and loading sheds, and administrative support
buildings.

2. The second practice challenge inspection was held over two days at ‘

Teams

3. The first exercise involved a total of 20 participants, comprising

5 exercise control/recording staff, 4 inspectors, 1 representative of the
challenaing State, 4 recention teams, and 6 observers. Both the inspection
and reception teams included scientific and ammunition experts, and officials
well versed with the chemical weapons neqotiations. For the second exercise,
in the light of experience gained at the first the inspection team was
expanded to 5, and the reception team to 8, with 1 challengina State observer,
4 control staff/recorders, and 2 observers. The same disciplines were
represented on both inspection and reception teams, with the addition of an
explosives safety adviser to the latter.

Administrative arranaements

4. Two minibuses were placed at the disposal of the inspection team
throughout the first exercise. A room in an administration block was made
exclusively available to the inspection team. The base photographer was on
call throuahout the exercise to take photographs at the request of the
inspectors. Similar arrangements were made for the second exercise, with the
exceptions that in order to allow as much time in the field as possible and to
increase the realism of exercise play durina the inspection, all exercise
briefinas were completed the day before the start of the exercise; the
inspection team was briefed off-site; two official photoaraphers were made
avialable to take photoqraphs at the request of the inspection team, and a
video record was made of key parts of the exercise.

Documentation

5. For the first exercise documentation included an inspection protocol, a
qame plan, and scenario. These were also used durina the second exercise, for
which additionally a detailed set of procedures for the reception of a
challenae inspection was prepared for use by the challenaged facility, toaether
with a memorandum of guidance for the staff.
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Conduct of first exercise
6. On arrival at the site on day one of the exercise the inspection team,

followina initial introductions and explanations to the reception team of the
purpose of the inspection, were aiven a briefina on the work and layout of the
facility by the commandina officer. Followina this the inspection team were
of fered - and accepted - a preliminary tour of the facility by minibus. The
inspection team then considered and presented their insvection plans. For the
remainder of the exercise the inspection team were allowed to inspect any part
of the facility and to select at random any cases of ammunition for openina
and inspection at the ammunition processing area. The team was able to divide
into two when they deemed it necessary to cover more around in the time
available.

Second exercise preparation

7. Drawing on the experience of the first practice more extensive
preparations were made by the facility for the second exercise. These
included the coverina of sensitive information displays, the briefing of all
staff as to the purpose of the exercise, and the consideration with reception
team advisers of their tactics for the inspection.

8. Because neither of the facilities selected for the first two practices
contained such sensitive stocks as to preclude access to a particular buildina
or visual examination it was decided to introduce "sensitive" areas for
exercise play where no access or strictly limited access would be permitted,
in order to address the issue of managed access.

Conduct of second exercise

9. The inspection team were given an introductory briefing on the facility,
and on safety procedures. A written safety brief was given to each inspection
team member. In order to protect information about the layout and function of
the facility buildings the inspection team were aiven only a schematic plan of
the site.

10. The inspection team were offered an introductory tour of the facility
toaether with a suqaested itinerary for the inspection. They chose however to
first "seal" the site by placina a seal on all the gates, and then took up the
offer of an introductory tour of the facility.

11. From this point in the inspection the inspection team either together or
in two parts selected at random parts of the site they wished to visit, and
were able to choose any samples of ammunition for closer examination in the
ammunition processina area. They also took samples of soil and checked the
location of drainaage and other pipes against a "facilities" chart.

12. Throuaghout the inspection the reception team adopted an open approach to
questionF, but entirely correctly, their replies were confined strictly to
what was relevant to satisfy the inspection team that the facility was in
compliance with the Chemical Weapons Convention. The inspection team
considered that they were able on this basis to obtain the information they
needed to carry out their task.
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22 June 1989

Original: ENGLISH

UNITED STATES OF AMERICA

REPORT ON A UNITED STATES NATIONAL TRIAL INSPECTION EXERCISE

Introduction

From the beginning of the negotiations on a chemical weapons ban, the
United States Government and the United States chemical industry have
recognized the importance of providing assurance that the civil chemical
industry is not being misused for illegal production activities. Government
and industry have been working together to develop provisions for a future
chemical weapons convention that will provide effective verification and at
the same time protect legitimate sensitive and confidential business
information.

The United States welcomed the suggestion in 1988 that States
participating in the negotiations conduct trial inspections in the civil
chemical industry to assist the negotiating process. Consequently, the
United States delegation participated actively in the informal open-—ended
consultations held to prepare for such inspections.

In late February 1989, United States experts conducted a national trial
inspection at the facility operated by Akzo Chemicals, Incorporated in
Gallipolis Ferry, West Virginia. This facility produces a Schedule [2]
chemical, dimethyl methylphosphonate (DMMP), from a Schedule [3] chemical,
trimethylphosphite. Some of the DMMP is used on-site to produce another
Schedule [2] chemical. The Schedule [2] chemicals are legitimate commercial
products used as flame retardants and for other purposes.

The United States views this first national trial inspection as the
beginning of a process to develop and refine inspection procedures, not as
a test of procedures that are close to final form. This first inspection
omitted testing some necessary procedures, such as notification,
transportation, and escort arrangements. Also, other gaps have been
recognized and procedures that need to be improved have been identified.

The results of the national trial inspection are presented in this

working paper, drawing in part on the format elaborated during the Conference
on Disarmament open-ended consultations in 1988 (CD/CW/WP.213).
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A. GENERAL APPROACH

The basic objectives of the national trial inspection were to evaluate
the approach to monitoring of Schedule [2] facilities as contained in<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>