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I 1995, the United States Central Intelligence Agency and Department of

Defense issued a joint press release notmng that "The security of information systems and

networks is the major security challenge of this decade and possibly the next century."

Given the pantheon of both old and new security threats - from nuclear weapons to

environimental degradation - sucli a pronouncement was of no niinor significance.

Indeed, in a very short time the Internet lias acquired a rather ominous association, one

that mnvokes images of anonymous "hackers" and "crackers", nebulous transnational

criminals and money-launderers, cyber-terrorists, pornographers and pedophiles. At the





of "security" in the context of Internet communications -- and their relevance to Canadian

security in particular -- are the focus of this paper.

As many have commented, "security" is a loaded term that activates a powerfùl

set of interconnected symbols and ideas. To be thrust into the realm. of security, an issue

takes on the imprimatur of utmost importance; the division between the "bigh" politics of

military-security affairs and the "low" politics of economies reflects this importance.

More specifically, the notion evokes a specific set of responses characterized by what

Paul Chilton cails "metaphors of containment" -- that is, state surveillance of, and

territorial defense from, "extemnal" or "outside" forces. 2 A residue of the Westphalian

war-system -- where states have been the primary aggregations of political power with

territorial encroachment ftom other states in the system constituting the primary "threat" -

- "security" bas been traditionally conjoined with policies of fortification, balancing, and

a "hardening" of the "outer sheil" of the state. 3 It is because of these associations, and

recent policy initiatives by governments in China, Singapore, Germany, and elsewhere,





goverument to, build a great "Firewall" fail in step with the expectations outlined above

(whether or flot they ultimately prove successful), as do attempts by sectors of the U.S.

govermment to limit the spread of enhanced encryption technologies. But out of step with

these expectations are ideas concemning networked communications and computer

security in areas such as Internet commerce or corporate communications. Rather than

building walls and clamping down on the Internet, here the emphasis is on devising

policies and protocols to further accelerate transnational communication flows. In this

sense, "security" is employed with reference to insuring the validity of purchase

transactions, detecting network viruses, and preventing system "crashes" -- measures

designed tofree up, rather than clamp down on the further development of a global

infonmation infrastructure.

Is the Internet a "security threat?" If so, to whom is it a threat and in what ways?

More specifically, should Canada perceive the Internet as a security threat, and if so,





referent of security -- unlike the physical structure of a human being -- is a variable

bundie of competing values, rather than a fixed unit. While a body is a body is a body, a

state is flot simply a state like every other state. A state is a system of governance -- an

institution that expresses and protects a set or bundie of principles and values. Moreover,

these principles and values are contested. What from the perspective of value-bundie A

appears as a "tbreat" would from the perspective of value-bundie B or C appear as

benign. A virus in one case is nourishment ini another. Complicating matters fur-ther is

the related issue of what might be called "linguistic variability." Although ternas and

concepts certainly carry connotational baggage that activate specific responses, as the

associations surrounding the notion of security listed above suggest, they nonetheless can

be co-opted, altered, and transformed over time. Because language is an intersubjective

expression, meanings of concepts can val>' dependmng on their use in specific historical

and cultural contexts. The specifie policy responses activated by and associated with the

terni IIsejj.tyft eau conceivably shift over time, in other words. To stretch the analogy

further, it is as if the specific bodily reactions associated with a dose of an anti-bacterial





and theoretical perspective, together these studies provide two basic analytical points that

make them especially attractive to this study. First, they emphasize the "historicity" of

notions of security - that is, that "security" is flot a notion that is fixed and transparent,

but something produced ini history and changes over time.5 Second, they underscore the

constitutive nature of "collective images" of security. Ideas and theories of what

constitute a security "threat," ini other words, promote and reproduce a particular tyrpe of

world order by implicitly or explicitly privileging a particular set of policy responses, and

an object or referent that is to be secured. Assessments of whether some issue or actor is

a security threat, in other words, always presuppose an object that requires securing and a

type of political order that is valued. Although the latter has traditionally centered on the

nation-state, it need not necessarily be so, and can conceivably encompass other actors or

objects ini the future.

These two points have important consequences for how a study such as this

should be approached. Rather than analyze the Internet itself as a possible threat to

Canadian security, the focus must broaden to compare and contrast alternative

"paradigms" of the Internet and security as a whole. As alluded to above, and will be

and the Politics of Security," European Journal of International Relations, (Vol. 4, No.2, 1998), pp. 204-





shown in more detail below, there are several different senses in which the notion of

itsecurity" is being ernployed in the context of the Interne today, each with radically

différent -- in some respects, diametrically opposed -- normative and politîcal

consequences. The answer to the question of whether or flot, or in which way, the

Intemet is a "threat" to "Canadian security" will thus depend on which of these

alternative paradigrns is adopted. Seeing the Internet as a "security threat" from

perspective A, ini other words, may work at cross-purposes with perspectives B and C and

so forth. A proper diagnosis must begin with a comparative analysis of the collective

images themselves; what constitutes the "disease" in each case wiIl vary.

The paper will proceed i the following way: First, 1 will review the notion of

f"sccurity" i the context of world politics, emphasizing its variability and contingency. I

will then examine four collective images of security in the Internet environment: national

security, state security, private security, and network security. Lastly, I will conclude

with some observations about which of these collective images will likely predominate,

be put forth





1. The Changing Scope and Theory of "Security"

What does the termn "security" summon forth? In the sphere of world politics, Lt

evokes weighty issues involving the highest levels of state concemn. To attract attention

on the state security radar screen is to be placed within a grid of paramount significance.

Lt is for this reason that so many today see it as a concept with such discursive power. To

speak of an issue in the language of security is to boost its significance into, the realmý of

"high" politics -- into concerns about war, peace, and survival.

Beyond having the imprimatur of weightiness, however, security in world politics

tends to imply a specific focus on one particular actor: the state. When one speaks of

security in world politics the concept is usually assumed to refer to, the state, and flot

some other social group or actor. Indeed, the cases for exceptions involvmng human

security, common security, planetary security, or ecologîcal security stand out as

challenges precisely because they seek to move beyond the assumption of security as the

security of the state and the state alone.7 The explicit reference to some other object of





categorized as weighty or of utmost importance, but only those of a particular type: those

concerning issues of war and peace. Hence, the high correlation between those who deal

with issues of security and the involvement of defense and military organizations and

personnel. Hence also, the traditional focus of security "studicst ' within the international

relations field on questions of war and military strategy.8 If the primary referent of

security has traditionally been the state, the prirnary threat to, that security bas been of a

military nature emanating from other states ini the international system.

What is noteworthy about the prcceding discussion is that so much of that which

is associatcd with the terni sccurity operates on thc level of shared assumptions. For

many, security is taken for granted. To be sure, there are disagreements as to thc precise

threats at any one time, what responses should be taken to différent threats, and the trade-

offs bctwccn national security and other values. But opcrating below these

disagreements is a set of sharcd assumptions -- an intersubjective agreement - about tic

primary referent of sccurity (thc statc), thc primary thrcat to sccurity (war), and thc

it is





différent senses ini which the tern lias been employed in the past. In Leviathan, for

example, Thomas Hobbes provides perhaps the clearest statement of the familiar ranking

of security in the hierarchy of values as fundamental and logically prior to ail others:

Whatsoever therefore is consequent to a time of war, where every man

is enemy to every man, the same consequent to the timne wherein men

live without other security than what their own strength and their own

invention shall furnish themn withal. Ini such condition there is no

place for industry, because the fruit thereof is uncertain: and

consequently no culture of the earth; no navigation, nor use of the

commodities that may be imported by sea; no commodious building; no

instruments of moving and removing such tbings as require mucli

force; no knowledge of the face of the earth; no account of time; no

arts; no letters; no society; and which is worst of ail, continual





In the openîng pages, for example, Hobbes speaks of the state as an institution designed

prirnarily for saluspopuli, or "the people's safety." Later, in speaking of the social

contract among individuals, he notes that "the motive and end for which this renouncing

and transferring of right is introduced is nothing else but the security of a man's person, in

his life, and ini the means of so preserving life as flot to be weary of it." The idea that the

state itself should be proper object of security was flot yet in Hobbes' time fiully

entrenched. Here, security is'a primary value, protection from war and corporeal

violence its intent; yet the primary referent is not yet the state, but the individual.

Ini Edmund Burke's writings on the French Revolution some one and a haif

centuries later, we find in some passages the referent of security to be the state but the

primary threat to it conceived as not war per se, but the demise of "opinion" upon which

the European monarchical states-system is legitimated:





possim. By this policy, whilst our government is soothed with a reservation in its

favor, to which it has no dlaim, the security which it has in common with ail

govemnments, 50 far as opinion is security, is taken away.1

In other passages, however, the primary referent of security is flot the state but the liberty

of the individual from the arbitary power of the state îtself:

The people of England will flot ape the fashions they have neyer tried, nor go

back to those which they have found mischievous on trial. They look upon the

legal hereditary succession of their crown as among their rights, flot as among

their wrongs; as a benefit, flot as a grievance; as a security for their liberty, flot as

a badge of servitude."

If the notion of security has such historical variability, when and how did its more

familiar associations outlined above take root? It is onlv in the twentieth century, with

11I, the





"sovereignty."12 "For Wright,"' David Baldwin notes, "war was primarily a problemn to be

solved, a disease to be cured, rather than an instrument of statecraft."13 Afier World War

II, and particularly with the onset of the Cold War, the focus shifted away from collective

prevention towards the logistics of war as a tool of national policy. Analyses narrowed,

ini other words, in the direction of the strategic dimensions of national security.

This narrowing was intensified by three convergent factors: the development and

recognition of the awesome destructive power of nuclear weapons, the predominance of

the neo-realist paradigm, and the diffusion of the positivist method in the study of

international relations. The first heightened concern over the relative influence of

weapons deployments, force structures, and issues of command and control. 14 The

second made the theoretical case for the predominance of the state as a unitary rational

actor seeking survival. above ail other values.'15 And the third focused analysis on

measurable, empirical phenomena, as opposed to normative concerns underpinming

security as a political value. The state as the object of security, war as the primary threat,

and its priority ranking i the hierarchy of values ail faded into the background as shared





was dominated by Americans should flot corne as any surprise.'" The end of the Cold

War, the emergence of several new "non-traditional" tbreats, and the entry into the

International Relations field of a larger "international" contingent of theorists, lias

cracked open the security paradigm. Today, neither the referent, the threat, nor the

appropriate responses to themn can be safely assumed.

What this brief digression should reveal is the rather obvious malleability of the

notion of security. The terin bas no fixed meaning, no concrete referent that fixes it

permnanently ini time and space . Like ail concepts, it floats and stretches; it shrinks and

narrows. It undergoes metamnorphosis depending on the social and historical context ini

which it is deployed. 0f course, there are limitations to this variability, mostly having to

do with the constraints of shared opinions and the accumulation of habits. I cannot alone

craft a radically alternative definition of security and hope to have it change peoples'

outlooks in an instant. Concepts become firmly entrenched and deeply embedded in

social practices. They develop a referential "stickiness" that makes them resistant to

change.'17 During these times, much of the arnbiguity surrounding a terni sucli as

"security" drops out of the picture, and analysis can focus on the rclatively tecbnical





But -- as shown above -- concepts do indeed mutate over time, particularly in

moments of institutional change. In times such as these, the intersubjective agreements

that sustain prevailing conceptions break down and multiple, competing referents, threats,

and policy options emerge, circulate, and compete for attention and predomiînance.

Shared assumaptions become unglued; everything is up for grabs. Moreover, the various

collective images that circulate are ail potentially constitutive forces, in the sense that

adopting one or the other of themn has important political -- as opposed to simply strategic

-- ramifications. By narrowing in on a particular referent and particular threats, they

implicitly or explicitly favour a speciflc set of policy responses and thus a particular type

of political system. In Hobbes' worldview, the solution to the security problematique is

the collective deference among the population to a single, overarching public authority -

the Leviathon. For Burke, it is the restraint of radically unchecked republican opinions.

Ioday, it is one of several différent competing approaches each withi subsequently

different political consequences.

A critical approach to the question of whether the Internet is a security 1threatgl

must, then, focus on these alternative collective images as a whole. It must highlight

their différing threat perceptions, policy prescriptions, objects or referents of security, and





III. Collective Images of Seeurity in the Internet Environment

The Internet phenomenon is well known, even if its characteristics and social and

political implications are flot fully understood. Several histories have been written about

its origins ini the United States military-industrial complex, and the unique architectural

principles out of which it has evolved. 18 Its rapid growth and increasing penetration into

society -- facilitated by cheaper and easier-to-use technological developmnents -- is now

well established with more in store for the future. Such growth and penetration have

capped a century or more of radical and fundamnental changes in communication

technologies, which have re-shaped nearly every aspect of society, economics, and

politics on a global scale.'19 At the end of the twentieth century, we live in a hypermedia

environment of planetary digital-electronie-telecommunications.

Ainidst this new environment, new communities are forming, while others are

being undermined. Bundles of interests and values are coalescing and competing with

each other, re-defining the boundaries of power and authority on a global scale.

Circulating through these bundles of interests and values are several collective images of





ilitary spheres. Overlapping in somne areas, while colliding in others, the ideas that

inform the Intemet-security problemnatic present rival perspectives on the nature and

legitimacy of prevailing power relations, and the meanings ofjustice, public good, and

order.2  Ths swarm of collective images is the site out of which the contours of future

Intemet development and world order will be shaped.

To help disentangle these competing collective images, an analytical template or

framework derived from "critical" approaches to security is particularly helpfuL. This

framework includes the following questions:

(1) Ini what ways is the Internet seen as presenting a security "threat"?

(2) Who or what is presumed to be the object of security in this regard?

(3) What specific policy measures are deemed necessary in response to that

thireat?

(4) What type of world order is promoted and (re)produced by #'s 1, 2, and 3,

above?





types, however, they help focus analysis on differences, tensions, and contradictions

between dominant collective images of security circulating today in the Intemet

environent More importantly, they provide a clear framnework with which to assess

Canadian options for security policies in the Intemet environent.

A. National Secuit

The historical relationship between the formation of national identities and

communication technologies is well known. As theorists ranging from Harold Innis and

Marshall McLuhan to Benedict Anderson have observed, the development of mass

printing technologies in western Europe was critical ini freezing linguistic drift and

cementing collective identities around shared vemnacular languages.2 ' Further

developments in mass media, such as radio and television, amplified collective cohesion

through centralized broadcasting. The integration of mass broadcasting technologies

with state interventionist policies over content thus resulted i a hyper-modemn fusion of

nation and state. It is for these reasons that tbroughout the twentieth century such a high

premium has been placed, both theoretically and i practice, on state control over mass

media as a pillar of political development. Among totalitarian regimes such controls are





The emergence of the Internet as an alternative paradigmn of communications

presents technological challenges to, the maintenance of this historical relationship.

Although nations are widely perceived by those who, identify with themn as deeply

entrenched, there is a realization that their vitality is nonetheless contingent on a variety

of political protections in the communications field. Language laws in Quebec, television

and radio content regulations in Canada, film and video regulations in France and Iran,

the outright banning of television in Afghanistan by the fundamentalist Taliban, all attest

to the perception that national identity and communication technologies are closely

intertwined32 As new modes of communication have emerged that are based on

principles other than the mass broadcasting paradigmn these types of protections and

regulations have increased. Protecting culture and identity has become a critical concern

for states as globalization has become more intense.

To date, the major challenge confronted by these regulations has been the

ration of television and radio channels and the accompanying globalization of the

;of content. While it is debatable whether or not these regulations have been





(As the national broadcaster, the CBC must ensure that at least 60% of its program

schedule consists of Canadian productions.) Such a systern of regulations can be

enforced because the channels through which broadcasters operate are a scarce resource

requiring government allotment and licensîng. If a broadcaster defied the content

regulations, the broadcasting license could be revoked and the broadcaster would be

unable to reach the audience.

In the Internet environiment, however, there is no scarce resource equivalent to, the

broadcasting spectrum requiring allocation of channels. Channels are potentially

limitless. Moreover, the audience cornes to the "broadcaster" rather than the other way

around. And "broadcasters" (meaning website owners) are located around the world,

rather than within the jurisdiction of Canada. To extend television content regulations

into the Internet environent would thus require a transformation of the Canadian state

into a planetary totalitarian regime - a remote possibility, however desirable the outcome

mnight be for some.





quality-produced "television" programns from around the world are made available, over

the World-Wide Web, though obviously varying in content and sophistication. Radio

broadcasts are following a parallel trajectory. Should the "integration" of media continue

to the point that the Web subsumes television and radio entirely (a realistic prospect), the

point of continuing broadcasting regulations would seemn negligible. The public

broadcaster would be but a whisper ini an arena of screams.

From the perspective of this collective image, then, the primary "threat" that the

Internet poses is its potential undermining of collective national identities. The primary

object of security is presumed to be "the nation" -- the imagined community of people

who share a distinct language or ethnicity. 0f the four collective images under study

here, this collective image is the one with the least visible support. Several countries (or

ministries and departments within these countries), such as Canada, France, Iran, Iraq,

Germany, Vietnam, China, Syria, and Myanmar have made officiai pronounicements that

showed a sense of concern about threats to cultural identity in the Internet environment. 2

With some, such as Canada and France for example, the sense of concemn seems clearly





notably China, Vietnam, Iraq, Iran, Syria, and Myanmar, the concern with national and

cultural identity is difficuit to disentangle from a concem with state or regime security, a

collective image that will be deait with in the next section and one that should be kept

distinct. Despite the ambiguity of these cases, it is clear that there is a constituency across

several countries that views the Internet as a potential threat to cultural security.

The specific policy responses that are forming around this collective image have

varied from country to country. Among liberal-demnocratic states, such as Canada and

France, for example, there is a principled reluctance to censor or block out

communications with the rest of the world.2 An important exception is the willingness





industries and the extension of the Internet into more Canadian conimunities. Along

similar lines is PaddyNet, a World-Wide Web site dedicated to the dissemination oflIrish

voices and perspectives. 27 Numerous other similar examples could be cited as well.28

The intent of these policies appears to be to provide the nation with financial and

technological life-support systems so that it will survive into the Internet environ-ment.

A second policy response among liberal-democratic regimes has been tentative

steps towards formnmg "cultural alliances" in order to build up widespread support for

regulations and protections of culture ini trade regime negotiations. For example, in July

1998, cultural ministers from several countries (with the notable exception of the United

States) met to discuss strategies to form an international alliance of cultural niinistries,

and have plans to meet in subsequent years as well .29 Here, the efforts are directed in a

alliances





Among more authoritarian and conservative regimes, on the other hand, the

policy responses veer mucli more towards the censoring end of the spectrumn with, in

some cases, complete isolation and containment of the population from exposure to the

Internet. Iraq, for example, lias banned access to the Internet, calling it a tool of

American imperialism. 30 In Myanmar, not only is the Internet outlawed but mere

possession of a computer laptop is a criminal offence punishable with a 15 year

sentence. 3 1 Other states have taken a similar route, believing that the best way to protect

cultural identity from the Internet environment is to isolate the cultural group altogether

from it. To repeat, it is difficuit to determine with certainty whether such a strategy is

more a mechanismn for state or regime survival or genuine concern with national and

cultural identity. But the policy responses are, nonetheless, identical i each case.

Ini sum, the national security collective image portrays the Internet as a potential

security threat to collective identities, with the nation or culture perceived to be the





B. State Security

While the national security collective image may flot dominate the world political

Iandscape, one that is gaining significantly more exposure is characterized by a

traditional concern with threats to the power and authority of the state apparatus.

Particularly in the United States, though having echoes that reach across the world,

concemns have been raised about the potential use of the Internet for strategic-military

purposes. These concerns are embedded in a highly elaborate debate within miltary-

intelligence circles -- again, based primarily in the United States -- about the changing

nature of warfare, although the latter issue has far greater scope in terms of topics





engaged in military preparations for Internet warfare. In a recent report to the U.S.

Senate the director of the CIA, George Tenet, said that China, Russia, and other states

have undertaken "extraordinary" steps to develop an Internet warfare capability.33 Lt is

difficuit to determine the veracity of these reports, however, since heightened and

distorted threat construction is a common practice within U. S. mititary-intelligence

circles. What is clear is that the United States itself is actively engaged in such

preparations, having gone to great lengths to ensure they receive widespread media

exposure. 34 Given the extent of financial, commercial, and other interdependencies

bet-ween states, however, the prospects of two large states actually assaulting each other

accounit for





various government and corporation sites around the world More consequential and

disruptive have been the attacks on electronic infrastructures, the spread of viruses, the

delivery of malicious coding, and the theft or destruction of data by underground

computing groups known as "hackers" and "crackers". Again, precise estimates are

difficult to come by because of the nature of the issue-area. Both corporations and state

agencies are generally reluctant to report incidences of computer intrusions because of

the possible loss of confidence in their capabilities. But the episodes that have been

reported suggest a growing trend, with increasing recognition among government

officials of their potential severity.36

In February 1998, for example, the U.S. Defense Department reported that it had

De teenagers:
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Numerous other episodes could be cited as well.3 In ail, the General Accounting Office

reported that the U.S. Department of Defense experienced as many as 250,000 hacker

attacks ini 1995 alone .4() An indication that such isolated incidences could conceivably

become better organized with a clear political agenda was the theft and destruction of

Indian nuclear-related information from the Bhabha Atomic Research Centre by anti-war

computer hackers in July 1998 .4 1 The perception is that while such instances have been

mostly undertaken by thrill-seeking computer experts stili in their teenage years, there is

a real Dossibilitv that the attacks could become better organized and funded and directed

and





involves high stakes for several major societal interests. 42 Traditionally, states have

monopolized and tightly controlled sophisticated encryption technologies for law

enforcement and intelligence purposes. Their relatively greater pools of capital and

computing expertise ensured the maintenance of technological superiority over

individuals and other private actors.

Gradually, however, developments in computing technologies have led to the

widespread availability of increasingly sophistivated encryption systems, many of which

iey of





intelligence (SIGNIT). More broadly, they also, present problems for the enforcement of

a variety of state regulations that, in turn, could facilitate organized crime and fraud.4

These concerns in the encryption arena are simply one element of a broader threat

the Internet poses to state power. For example, the control of information flows in and

out of states for ideological reasons, such as that undertaken by China, Singapore, Iran,

and others, becomes increasingly difficuit. Once connected to the Internet, it is almost

impossible to prevent from a central node access to information that is available over the

wider network. According to Froomkin, "[s]hort of cutting off international telephone

re is littie





The policy responses associated with this collective image have varied widely. In

response to the possibility of attacks on electronic infrastructures, the United States has

taken the lead in focusing on studies, organizational adaptations, and counter-measures.,49

One of the most visible of these was the creation in 1996 of the President's Commission

on Critical Infrastructure Protection to assess vulnerabilities and threats to critical.

infrastructures across ail governiment agencies.50 Additionally, ail of the armed forces

have engaged in wide-ranging studies and, ini some cases, operational changes to meet the

challenges of information and electronic warfare .5 1 Numerous other non-governmental

of the





In response to the loss of state power and authority -- the second dimension of this

collective image -- the policy measures undertaken have varied as welI depending on the

state concerned. In the United States and among most other liberal-democratic states,

concemn has focused on controlling the unlimited spread of encryption technologies that

do no permit access for law enforcement. 52 The formula that has been adopted with littie

success to date has been the push for so-called "key-escrow" encryption software as the

industry standard - a measure that has been vigorously resisted by businesses and

privacy advocates alike. Although the specifics of various proposaIs differ, ail key-

escrow systems allow "back door" access for states to encrypted documents and data.





itself as an "intelligent island" and prides itself on having one of the deepest penetrations

of information technologies in society. Yet it also attempts to maintain vigorous controls

over access to certain types of information. 55 In the Internet environment, such controls

have taken the formi of strong restrictions on Internet service providers, and punishment

and fines for those who are caught violating them. Certain websites, listserves, and

newsgroups are also blocked out though it is umclear with what effectiveness. China has

responded by attempting to miniize the access points, or "nodes," to the global Internet

-- in effect, creating a national "infra-net" or what some have termed "the Great

Firewall.",56 Chinese authorities have also passed sweeping regulations similar to those in

Sinpzaxore against computer hacking, viruses, the leaking of state secrets, and the spread





much more simply formulated. In Myanmar, Iraq, Syria, and elsewhere, access to the

Internet is either strictly forbidden altogether or very tightly controlled.

In sum, from. the perspective of this collective image the primary "threat" of the

Internet is the way that it facilitates new non-traditional forms of warfare and violence,

particularly from non-state actors and terrorists. A related threat is the potential loss of

state control over information flows in and out of the country. The primary object of

security is the territorial state or govemnment. Policy responses have ranged from

attempts to create territorial "firewalls" that funnel Internet communications through

official nodes (China) to coercive pressures on Internet Service Providers and citizens to

restrict their access and distribution of information (Singapore) to the promotion of "key

escrow" encryption technologies (United States). The world order promoted by this





provisions for individual rights and numerous check and balances against government

power. However, it is a concern that is reflected in ail liberal-democratic states around

the world and is generally considered a fundamental human right.

Although perceived threats to privacy are nothîng new, advocates around the

world have argued that new informnation and communication technologies, including the

Intemnet, have raised the stakes considerably. Information about individuals, which at one

time might have had to be manually gathered, filed, and stored, can now be digitized and

shared among massive computer databases. Moreover, as more and more aspects of

society and economy are folded into the hypermedia environment, an increasing amount

of personal. information is folded in as well. As Lyon puts it, "In numnerous ways what

was once thought of as the exception bas become the mile, as highly specialized agencies

use increasingly sophisticated means of routinely personal data, making us ail targets of

monitoring, and possibly objects of suspicion." 59

Today, transaction patterns, periodical subscriptions, heaith and education

records, loan and credit card data, and other types of information help create an electronic

profile of individuals that is then shared among businesses and government ministries.6

Such information can then be combined with aerial and space-based surveillance imagery

to create sophisticated topographical mapa, called geographic information systems, that





provide electronie profiles of entire neighborhoods on such topics as disease, crime,

încome levels, and other factors. 61Many companies offer such services directly over the

Internet. 62 On the Internet, personal information, such as email addresses and surflng

histories, can be captured from surfers by computer programs located in websites, which

is then used to generate electronic mailing lists for advertising purposes or to alter site

advertisements to match consumer profiles. 63 Coupled with the widespread use of more

dispersed centers of surveillance, such as security, hand-held video, and web cams, the

image that emerges is of a dense electronic cage in which individuals are totally

enmeshed and their lives completely transparent."4 No wonder, then, that Jeremy

Bentham's eighteenth century design for an all-seeing prison, called the Panopticon, lias

struck such a resonant chord with se many adherents te this collective image. 6 5

The proponients of this collective image include both state and non-state acters

alike. Among many liberal-democratic states, privacy commissieners or ministries have





will go into effect in October 1998.66 The Directive creates a bundie of rights and

protections for privacy that include stringent measures against personal information trade

with companies or countries outside of Europe that do flot abide by the conditions of the

privacy regime. Some countries, like China for example, have no privacy regulations

whatsoever, while others, like the United States, have only minimal ones. Many expect

the EU Directive to cost corporations billions of dollars in lost business or additional

costs to meet the requirements of the regime.

In addition to officiai privacy conimissioners, several high-profile non-state actors

orbit around the privacy issue as advocates. Numerous transnational non-governmental.

organizations have emerged that share and publicize information and lobby governments

and corporations, including Privacy International, the Electronic Frontier Foundation, the

Electronic Privacy Information Center, and the Global Internet Liberty Campaign, among

Dcyber-





Apart from the officiai privacy regulations alluded to above, the common policy

element that unites electronic privacy advocates is for the complete de-regulation of

encryption technologies -- a move that pits them directly against state law enforcement

and intelligence agencies. In what appears to, be a paradoxicai position, eiectronic

privacy advocates lobby hard against any govemnment attempts to regulate encryption

even while arguing that "the genie is out of the bottie" and that the Interne, by its very

nature, is immune to state regulation. Nonetheless, the numerous and detailed webpages

maintained by these groups have provided a highly visible touchstone in the ongoing

encryption batties. The formai and informai coordination among these groups -- as in

the very prominent "blue ribbon" campaign for Internet free speech -- is impressive and

rarious





D. Network Securiiv

One of the more novel perspectives of security emerging in the Internet

environment arises out of the increasing importance of networked information

technologies for all aspects of post-industrial economics, including transnational

production and global fmance. Recent changes in information technologies, including

the Internet, are inextricably bound up with, and have contributed to, fundamental

changes in the nature of economic organization, from the structure of individual firms to

the location of production to the movement and character of money and fmances.67 As

this penetration has increased, and as more and more aspects of society become

dependent on networked information infrastructures, a new image of security is emerging

that focuses on protecting the networks themselves from systems "crash," loss, theft, or

corruption of data, and the disruption of information flows.

ns. The first centers on





regularly lease their own private networks, called "intranets," to ensure the speed and

reliability of their data flows, there is increasing pressure to integrate internai networks to

the wider Intemet.68 Securing the flows has thus become a major concern, particularly as

the number of network "attacks" has increased .69 Firewalls, virus-protection software,

logging and real-time alarm systems, and various formns of encryption and smart card

authentication systems have been vigorously developed and applied by corporations.?0

With reliable encryption packages, for example, "virtual private networks" (VPNs) can be

developed which deliver data around the globe using public networks instead of

expensive leased lines?'7 To give one exaiuple, the General Electric Corp. plans to have,

by 2000, "ail 12 of its business umits purchasing its non-production and maintenance,

repair and operations materials ... via the Internet, for a total of $5 billion."72 To help

service these needs, a market for network security bas exploded. Site Patrol International

Services, for example, provides corporations flot only with the relevant firewall and

6 7 Part of the shiftin corporate strategies lias been the. adoption of collaborative, networked business
models. See Manual Castelis, The Information Age: Econorn. Society. and Culture, Vol. 1, T'Me Rise of
the. Network Society, (Oxford: Blackwell Publishers, 1996), particularly chapters thrcc and four.

See David Grecnfield, "~Global Intranet Services: Patchy But Promising," Data Communications, (March





encryption systemns but real-time 24-hour network monitoring to track incidences,

identify potential security breaches, and provide rapid responses as Well .7

The second dimension of this image centers on securing flows of information

between producers and consumers, a concemn that is at the heart of ongoing attempts to

commiercialize the World-Wide Web but is bound up with broader changes in the

marketplace towards informatization. Almost ail banks, for example, have invested in and

promoted electronic access for customers. 74 Partly justified for "customer convenience"

and competitive pressures, but no doubt related also to the potential downsizing benefits

as well, most every banking transaction can be done either through electronic tellers, over

the telephone, or through computer access with software packages supplied by the banks

themselves. Each step, however, bas necessitated an increasing investment in security

protocols that includes flot just software and hardware (modem pools, compact dises,

leased limes, secure servers, access control mechanisms, etc), but computer security

consultants as well.75 The widespread use of smartcards, stored value-devices, and other





digital credit systems for consumer transactions and other services around the world have

also entailed attention to network security protocols and mechanisms as well 76

This convergence of commercialization pressures and new information

technologies in both dimensions has created a vortex of interest on the Intemet. The

pressures and expectations surrounding the commercialization of the Internet and World-

Wide Web have been large. Predîctions have been made for several years about an

enormous market for Internet commerce emnerging, ones that so far have flot been fully

reached.. The main stumbling block has been precisely the lack of security for

transactions. Consumers have been generally reluctant to, use their credit cards over the

Interne thus stifling the growth of Web commerce. To improve security and unleash the

dream of "fiction-free" commerce, massive investmnents have been made in encryption

technologies and electronie payment schemes. Several electronic cash systems have

emerged, such as Digicash, First Virtual Holdings, NetCash, and Cybercash, although

1997),





they have flot received widespread acceptance to date.7 8 Nonethess, a marketplace on the

World-Wide Web is indeed emerging, particularly in those areas -- such as financial

services and software -- that tend themselves to networked, communications. 79

In each of the dimensions noted above - that is, in intra-corporate

communications and corporate-customer communications -- ensuring that information

networks function efficiently and without corruption is of paramount importance. The

network itself is the object or referent of security. The scope of the network is largely

non-territorial, though of course the policy deliberations that concern it are centered in

several state jurisdictions. The "tbreats" to network security include a wide range of

activities, including: programming errors that could lead to systems crashes or

vuinerabilities; computer fraud and thefi, such as the re-direction of electronic finances;

disgruntled "insiders? and employees, who mntentionally sabotage computer systems; loss

of supporting physical infrastructure through fire, power failures, bombs, floods, etc;





In some respects, this collective image overlaps with the state security collective

image outlined earlier. As with the latter, the network security image lias focused

attention on preventing the illegal penetration of computer systems, the maliclous use of

computer viruses, and the potential. disruption of major electronic-dependent

infrastructures, such as stock exchanges or air traffic control systems. Like the state

security collective image, this image has also contributed to the creation of a variety of

governmental. and non-governimental organizations devoted to safeguarding computer and

information security, and the allocation of large amounts of public expenditures towards

such ends. It is for these reasons that the two collective images are often intertwined in

analyses of information security.

Important differences stemining from the referent of security in each case,

however, warrant keeping the two collective images distinct. First, with the network

security collective image the primary concern is with ensuring the integrity of

become





national jurisdictions might even be the target of disruption as part of inter-state

competition.

Second, the network security image is fundamentally oriented towards reducing

the friction and enhancing the velocity of information flows. The following quotation

from an industry periodical shows the double concemr with security and speed:

In teaming up with NSTL Inc. ... to evaluate six leading hardware-based VPN

(virtual private network) devices, we found that ail were up to the security

challenge, able to fend off more than 200 types of attack. And in most cases,

managing devices remotely was easy. But performance? It proved problematic,

especially for links of I (1.544 Mbit/s) or higher. In worst-case stress testing,

devices dropped anywhere from 50 percent to 85 percent of offered loads-and

for applications that rely on lots of short packets (like corporate intranets),

dropped packets can lead to lots of retransmissions. Say so long to savings on





The differences are most strikingly apparent ini the respective positions taken on

encryption policies. As mentioned above, encryption touches at the heart of the state's

surveillance capacity. It is for this reason that most states' intelligence and law

enforcernent agencies have attempted to maintain tight controls over the export of

sophisticated encryption technologies. In somle states, the domestic use of cryptography

is tightly controlled as well. 82 Corporations, on the other hand, have corne to view access

to enelyption as absolutely vital to ensuring network security in both senses outlined

above - that is, to proteet the integrity of their "intranet" flows as well as to ensure the

security of transactions in the emerging electronic marketplace. It is for this reason that

the giants of the corporate and computing world have invested billions of dollars in

developing Internet security protocols, mncluding encryption, and have been at the

forefront of attempts to block governiment restrictions.

In sum, from the perspective of the network security collective image the primary

"threat"' of the Internet is the potential for systems "crash," loss, thefi or corruption of





IV. Collective Images in the Hypermedia Enviroument

The- four collective images outlined above circulate as alternative paraigmas of

Internet organization and, by extension, world order. Which of the four predominates

will have significant consequences for the nature of politics, authority, and community

into the twenty-first century. While the analytical framework derived from a critical

security studies approach helps illumninate the normative content of these collective

images, and thus provides a more clear basis to formulate Canadian policy options, it

does flot provide any dlues as to which of them will likely predominate over the others.

Before concluding this analysis, it is helpful to consider some properties of the material

context -- the communications enviroient -- in which these collective images circulate,

compete, and are facilitated and constrained.

Obviously, given the considerable support that exists for each of the collective

images above, we should flot expect one of themn to prevail fully over the others in the

short-terni. The institutional inertia and material interests surrounding ail of these





a. The packet-switching non-linear architecture of the Internet environment. One of

the major constraints of the national and state security collective images is the very

architecture of the Internet communications environmnent itself. As Froomkin notes,

"The Internet is not a thing; it is the interconnection of many things--the (potential)

interconnection between any of millions of computers located around the world."

Each of these computers adheres to a common interconnection. standard, known as

TCP/IP. This standard enables the use of packet-switching, which is how information

is transmitted through the Internet. Ini packet-switching, messages are broken up into

discrete units, or "packets," that are then routed through the network and re-

assembled once they reach their destination. With packet-switching technology and

the distributed TCP/IP network, the data that comprise a single message take multiple

independent routes to reach their destination. Hence the coxnmon description of the

Internet as a "decentralized, anarchic network." The constraint that this architecture

presents to, the national and state security collective images is that as the network

spreads and as communication flows become more dense and swifi, the difficulties of





the network and prevent citizen access altogether, once they opt to connect the

constraints of the network for censorship and other forms of communication

regulation loom large. Certainly coercion, threats, and intimidation are employed --

perhaps even successfully. From a technological perspective, however, the

architecture of the Internet makes them much more difficuit to enforce.

b. Advanced Encryption Technologies. Although the packet-switching architecture of

the Internet may make it difficuit to filter out or censor particular types of

information, do not digital computing technologies actuallyfacilitate state

surveillance -- an integral part of the state security collective image? Certainly the

tools of electronic surveillance available to states have grown significantly in recent

years, specifically artificial intelligence programs employed in network surveillance

systemrs, such as the American Financial Crimes Enforcement Network, or FinCEN.84

Ini fact, the digital character of information and the ever-increasing computing power

integral to, the Internet would actually make the job of state surveillance enormously

more effective were it flot for a second property of the communications environent:





diffuse development of highiy sophisticated public key encryption systems. Today,

encryption software with keys in the 1 000-bit range are freely distributed over the

Internet -- a level of sophistication that would be resistant for decades to, even the

most advanced network of Cray supercomputers at the service of governiment security

agencies. Although states may set regulations that prohibit the use and export of such

technologies, the consensus among most is that "the genie is out of the bottle." 85 At

best, prohibitions against encryption use and "key escrow" schemes are contrivances

to buy time in a losing baffle. The encryption properties of the communications

environent clearly "favor" the privacy and network security collective images

outlined above.

c. Post-Industrial Global Capitalism. A fiirther boost to the network security collective

image is provided by changes in the global political economy, particularly the

transnationalization of production and the globalization offinance. Although the full

details of the latter are beyond the scope of this paper, they are well documented

elsewhere. What is of relevance, however, is that these changes have generated a
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collective image. Transnational corporations, particularly in the "knowledge" and

financial services sectors such as banking, insurance, telecomniunications, and

entertaiient, flot only command enormous sumns of wealth, but have a material

interest in the development of secure global networks. As their corporate structures

move further in the direction of flexible, just-in-time production arrangements

dispersed across multiple national locations involving mobile and wireless

communications, their dependence on the network rises in importance. This has

generated not only a structural pressure on states, but a powerful constituency

actively lobbying for the relaxation of encryption regulations and generating a vast

market of ever-sophisticated network security products as well.8 As more states

mold their policies according to liberal-capitalist principles and in the direction of so-

called "knowledge economies" (partially as a produet of the structural pressures of

transnational capital) the constituencies resisting or contradicting the network security

collective image wither i importance and influence. Advocates of privacy, though

having a largely independent set of concernis, gain in the wake created by this

constituency's support of encryption technologies, though not enough on their own to





and political context in which these technologies are embedded, "favour" the network

security and, to a lesser extent, the private security collective images. At the saine time,

the national and state security collective images face formidable constraints that will

likely loom larger in the future.





V. Conclusion

This analysis points to several conclusions. First, although the notion of

fisecurity" is indeed relevant to the Internet environment, there is no single set of threats,

policy prescriptions, and values that are covered by the term. Indeed, quite the contrary.

Rather than a unified field, the Internet-security discourse is characterized by an array of

competing paradigms, some of which conflict in several important respects. For

example, the diffusion and advanced development of encryption technologies is vital to

the network and private security collective images, but presents a major challenge to the

state and national security collective images. mis suggests that there is no simple

solution to the lnternet-security problematic that will satisfy all constituencies with a

stake in the issue. Tough choices will have to be made that will entail losses for some

and gains for others. There is no clear "middle-way."

that those who begin to, embrace the idea that





images. The "default" option for Internet security, in other words, is increasingly leaning

in the direction of the network security paradigmn with ail of the subsequent ramifications

that flow from it in other areas of politics and society. Those who embrace either the

national or state collective images will face a tough uphili battie.

Lastly, this clash of values implies that there is no simple formula for determining

whether and in what ways the Internet is a "security threat" because the latter is

contingent on the perspectives of several competing paradigms each of which perceives

the Internet, Canada, global communications, and world order from different

perspectives. Ultimately, such a determination reaches well beyond the technical and

political issues surrounding the Internet to the question of the nature of the Canadian

polity itself. How shall we order the Canadian state? What type of political system

should we promote? It is these "flrst-order" questions of the nature of the "good life"

upon which the Intemet-security problematic rests and which are too far often either

ignored or assumed away as unproblematic. Until these questions are settled and made

explicit, there will be no simple, straightforward diagnosis of whether and how the
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