prepared for

| D::

1*““ ' . el L‘f Rk

. AﬂmCORtrdVenﬁcanonSmdnes No.1




The eye on the cover graphic is
based on an ancient Egyptian
hieroglyphic. In the arms con-
trol process of today, it symbol-
izes space-based remote sensing
satellite systems which, due to
their unintrusive characteristics,
constitute a central element in
verification.

Arms Control
Verification Studies

Arms Control Verification Studies
are issued periodically by the
Arms Control and Disarmament
Division of the Department of
External Affairs. Their purpose is
to disseminate the results of inde-
pendent research undertaken for
the Department of External
Affairs as part of ongoing work by
the Department in this area.

The views expressed in.these

reports are those of the aythors
and do not necessarily represént
those of the Department of Exter-
nal Affairs or of the Government
of Canada.

“The graphic on the cover page
represents the ongoing dialogue on
arms control and disarmament issues
in Canada and between Canadians
and the world community.”

Vous trouverez un résumé en francais de la pré-
sente étude a la page i de ce document.

On peut se procurer une version frangaise de
cette étude en écrivant a 1'adresse suivante :

Direction du contrdle des armements et
du désarmement

Ministre des Affaires extérieures

Tour A, 6° étage

125, promenade Sussex

Ottawa (Ontario)

Canada

K1A 0G2 -




Y3-2¢7-lP 7

A Conceptual Working
Paper on Arms Control
Verification

by
E.R. Cleminson and
E. Gilman

prepared for

The Arms Control and
Disarmament Division

Department of External Affairs
Ottawa, Ontario Canada

Dept. of External Affairs
Min. des Alfaires extérieures-

MAY 23 1986

RETERN TO QEPARTMENTAL LilRARY
RETOURNER A LA BIBLIOTHEQUE 8% MINISTENE



M ea®T L. iiateriiens-
ATATL L e TOIRIN g

© Department of External Affairs
January 1986
ISSN 0828-3664



Table of Contents
Page
ADSEIACt ..o e {
RESUME. ... e i
Preface. ... oo i
Chapter One: Introduction ... ..o 1
Chapter Two: PUrpose ..o 2
Chapter Three: The Importance of Verification to Arms Control ...................... 3
Chapter Four: Definition ... 3
Chapter Five: Categorization ... 4
Chapter Six: Verification Classification MatrixX ..............c.ooiiiiiiiiii.. 4
Chapter Seven: Verification Régimes .............ooooiiiiiiiiiiiiii e 5
Chapter Eight: Verification Methods...............ociiiiiiiiii 6
Chapter Nine: Verification Systems...........ooiiiiiiiiiiiii i 9
Chapter Ten: Remote Sensing Systems .........ccooiiiiiiiiiiiiiiiiiiiiiie e 10
Chapter Eleven: Conceptual Aspects.........c.ooviiiiiiiiiiiiiiiii i 12
Chapter Twelve: INtrusiveness ... ..o 13
Chapter Thirteen: Technology ...ooovviiii i e 15
Chapter Fourteen: Resource Allocation...........ooooiiiiiiiiiiiiiii 16
Chapter Fifteen: Concept and Practice..............oooiiiiiiii 16
Chapter Sixteen: International Verification Organization................................ 17
Chapter Seventeen: ConClUSION. .. .vveie i 18
Annexes Tables
_ Page Page
A Bilateral/Multilateral Arms Control 1 Categorization of Verification......... 12
Agreements and Relevant 2 Percent of Proposed Verification
Verification Provisions ................ 19 Methods by Degree of Intrusiveness 14
B Definitions of Verification............. 22
C International Atomic Energy
Agency (IAEA) ... 23
D Armaments Control Agency (ACA).. 26
E United States Sinai Support
Mission (SSM) ...covviiiiiiiiinana., 28




Abstract

With political tensions increasing throughout
the world, individual states and alliances have
accelerated their search for security. Traditional
suspicions among nations have consequently
grown. Therefore, the value of future arms con-
trol agreements will depend on their verifiabil-
ity. Using the experience of the U.N. Commit-
tee on Disarmament (CD), this study looks at
verification in a general sense and offers a
framework for a conceptual approach to the
issue.

Résumé

L’accroissement des tensions politiques a tra-
vers le monde a amené les Etats, de méme que
les alliances, a accélérer leur recherche d’une
plus grande sécurité. Conséquemment, les
soupgons qu'ils entretenaient dans le passé
semblent s’étre aggravés. C’est pourquoi I'effi-
cacité des accords pour le contrdle des arme-
ments dépendra en grande partie des moyens
de vérification retenus. En se basant sur les ré-
sultats obtenus par le Comité des Nations
Unies pour le désarmement (CD), cette étude
analyse la question de la vérification d’une ma-
niére générale, et propose un cadre de travail
qui développe une approche conceptuelle sur
ce probléme.

Preface

This paper provides the conceptual foundation
for an understanding of verification which can
be built upon in all areas of arms control. It is
the product of cooperation, over eighteen
months, between the Arms Control and Disar-
mament Division of the Department of External
Affairs and the Directorate of Strategic Anal-
ysis, Operational Research and Analysis Estab-
lishment of the Department of National
Defence. A good part of the material
researched for the paper comes from ORAE
Report No. R73 entitled A Compendium of Arms
Control Verification Proposals, submitted simulta-
neously to the Committee on Disarmament in
Geneva in June, 1980, as CD/99, and from
ORAE Report No. 76 entitled A Quantitative
Working Paper on the Compendium of Arms Control
Verification Proposals, presented in Geneva as
CD/127 in July, 1980. The first edition of this
Conceptual Working Paper was introduced in
Geneva as CD/183 in June, 1981, as part of the
ongoing study on verification being conducted
in Ottawa. It was also published simultane-
ously by the Operational Research and Analysis
Establishment, Department of National
Defence, as ORAE Report No. 79, dated
August, 1981.

E.R. Cleminson is head of the Verification
Research Unit, Arms Control and Disarmament
Division, Department of External Affairs. Dr. E.
Gilman is a Defence Scientist with the Opera-
tional Research and Analysis Establishment,
Department of National Defence.
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Chapter One

Introduction

No single issue in the 1980’s is likely to be of
greater significance in international disarma-
ment and arms control negotiations than verifi-
cation. Particularly in an era of increased suspi-
cion and uncertainty, nations are unlikely to
accede to treaties affecting their own national
security without some adequate means of
assurance that other signatories will in fact be
living up to the terms of the agreement. Recog-
nition of the requirement for some sort of
assurance is not, of course, new. On August
23, 1973, during debate in the Conference of
the Committee on Disarmament, the Nether-
lands representative observed that the “'need
for verification is based on suspicion” and
reminded Committee members that “to imply
that disarmament should be based on mere
trust and confidence is simply not realistic”.!
This need to apply an increased degree of real-
ism in dealing with verification is obvious now
more than ever.

Although a consensus can be said to exist
amongst member nations of the Committee on
Disarmament? concerning the requirement for
some sort of verification, there is very often a
basic philosophic difference regarding purpose,
methodology and definition. In submitting
working paper A/AC.187/101 to the Preparatory
Committee for the Special Session of the Gen-

1 Netherlands. CCD/PV.624, 23 August 1973, pp.11-17.

The 40-nation Committee on Disarmament (CD)
became the Conference on Disarmament (CD) in 1984.
Predecessors to the Committee on Disarmament
included the 22-nation Conference of the Committee
on Disarmament (CCD) which existed from 1969 to
1979, and the Eighteen Nation Disarmament Commit-
tee (ENDC) which existed from 1962 to 1969.

eral Assembly devoted to Disarmament (UNS-
SOD) in 1978, Austria alluded to these prob-
lems and underscored the necessity of injecting
some clarity and precision into the discussion
of verification.? Although the principle of verifi-
cation has been recognized in previous negotia-
tions leading to arms control agreements (See
Annex A), agreed definition has been conspicu-
ously absent. Verification has been discussed
almost without exception on an ad hoc basis,
and developed specifically to meet, and per-
haps to assuage, political sensitivities and per-
ceptions of national security criteria. With the
experience gained from those agreements now
in effect, and from the ongoing negotiations
within the Conference on Disarmament and its
predecessors as well as its working groups, the
need for an increased degree of realism and for
clarity and definition has never been greater.

The Compendium of Arms Control Verification
Proposalst, which was tabled in the Committee
on Disarmament in June 1980, was developed
by Canada as a basic and objective first step in
the process of achieving a better understanding
of the parameters within which arms control
verification has been discussed. That volume
was intended to serve as a quick reference cata-
logue for almost two hundred arms control ver-
ification proposals drawn from the procés-ver-
baux of the Eighteen Nation Disarmament
Committee and its successor organizations for
the period from 1965 to 1978, as well as from
secondary source material for the period from
1958 to 1978. Random perusal of the Compen-

3 Austria. A/AC.187/SR.27. 10 February 1978, pp.3-4.

CD/99, 12 June 1980, was published simultaneously as:
Alan Crawford et al., Compendium of Arms Control Veri-
fication Proposals, (Ottawa: Operational Research and
Analysis Establishment, Department of National
Defence, June 1980), ORAE Report No. R73. An
updated edition has been published as: Alan Crawford
ctal., Compendium of Arms Control Verification Proposals,
Second Edition (Ottawa: Operational Research and
Analysis Establishment, Department of National
Defence, March 1982), ORAE Report No. R81.
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dium and of collateral material in other sources
serves to confirm the confusion and complexity
of thoughts which surround the subject. Tech-
nological developments are likely to intensify
this problem.

In August, 1980, Canada submitted a second
working paper® to the Committee on Disarma-
ment which provided a quantitative analysis of
the Compendium using simple frequency scores
derived from the reference matrix in the
Compendium® and the source index.” Through
simple mathematical analysis, the document
highlighted the generalized perceptions of veri-
fication in terms of predominant emphasis and
preferred methodology. :

5 CD/127, 29 July 1980 was published simultaneously as:
Alan Crawford et al., A Quantitative Working Paper on
the Compendium of Arms Control Verification Proposals
(Ottawa: Operational Research and Analysis Establish-
ment, Department of National Defence, August 1980},
ORAE Report No. R76. A similar updated edition was
published as: Alan Crawford and Ernest Gilman,
Quantitative Overview of the Second Edition of the Compen-
dium of Arms Control Verification Proposals, (Ottawa:
Operational Research and Analysis Establishment,
Department of National Defence, April 1983), ORAE
Report No. R89.

6 Sﬁpm, note 4, p.6.

7 Ibid., pp. 336-356.

Chapter Two

Purpose

This working paper is based on the Compendium
and the subsequent quantification and is meant
to develop further a concept of verification
which can be utilized as a generally accepted
basis of understanding. Using the background
and experience of the Committee on Disarma-
ment, it suggests a typology of the verification
process through which the arms control impli-
cations for national sovereignty and security,
and for the concepts of international security
and confidence, might be discussed, negotiated
and defined. While this perspective has been
developed in part from existing arms control
agreements, its significance should be viewed
in terms of those conventions (including
Radiological Weapons and Chemical Weapons)
that are likely to be impending in the 1980’s.
The development of such a typology would
make it easier to visualize the kinds of verifica-
tion difficulties that may be encountered. By
recognizing concepts implicit in existing treaties
and in agreements both bilateral and multilat-
eral, it should be possible to apply those con-
cepts, already accepted in a particular set of cir-
cumstances, to other arms control and
disarmament negotiations.
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Chapter Three

The Importance of Verification to
Arms Control

An arms control agreement is essentially an
agreement between states to undertake restric-
tive measures expected to result in the
decreased likelihood of war. Since the benefit to
each assenting state arises from the compliance
of the other signatories, there is a natural desire
for some form of external assurance that those
signatories are fulfilling their obligations. In
simple terms, verification is the means by
which such assurance is gained. Consequently,
the nature of the verification measures associ-
ated with an arms control agreement is usually
of vital importance to both its successful negoti-
ation and its successful operation once it enters
into force. In any protracted arms control nego-
tiation, different verification proposals are
likely to be made by a number of participants,
and successful negotiation may well depend on
an acceptable compromise between these pro-
posals. This appears to be the case for virtually
all kinds of prospective disarmament and arms
control negotiations, from general disarmament
to the control of specific weapon types or of
limited geographic areas.

Chapter Four
Definition

The process of verification has been variously
defined in sessions of the Committee on Disar-
mament and in other negotiating fora, usually
in terms that apply to a unique set of circum-
stances (See Annex B). Thus, while the defini-
tion as developed for SALT II, for example,
might assuage the sensitivities of the two nego-
tiating powers, it might be found neither
acceptable nor applicable in a multi-national
scenario. To be generally acceptable, the defini-
tion must be both simple and concise, and at
the same time non-partisan in origin. For the
purpose of this paper, therefore, the definition
in the sixth edition of the Concise Oxford
Dictionary® is considered to meet all three crite-
ria:

“Verification is the establishment of truth
or correctness of [something], by examina-
tion or demonstration.”

In addition to simplicity and conciseness,
this definition combines two very basic func-
tional concepts in the verification process:

(i) the challenge aspect of “examination”,
found in some form in almost every arms con-
trol agreement; and (ii) the voluntary aspect of
““demonstration”, which is, perhaps, in some
respect analogous to the concept of “coopera-
tive measures’. ““Demonstration” is likely to
gain increased significance in the process of
confidence building as arms control negotia-
tions proceed in the 1980’s.

8 Sixth Edition. Oxford: Clarendon Press, 1976.
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Chapter Five

Categorization

Verification in the generic sense has seldom
been discussed in the Committee on Disarma-
ment. While the forms and modalities to be
provided in a specific set of circumstances may
have been technically well-defined and closely
connected with the purpose of the proposed
agreement, definition and clarity of purpose
remain diffused when applied to the process in
its wider aspects. The lack of a reference frame-
work, and more specifically of a common,
accepted vocabulary, has led initially to a seri-
ous problem of meaning.

An excellent example of this problem is the
application of the term ““adequacy” to the pro-
cess of verification. It has been taken to mean
that the process referred to should meetan
agreed standard, but that standard has
remained undefined. Other adjectives such as
“strict”, “effective”, “necessary”, “‘valid” and
“most thorough’” have been used in various
facets of the Committee on Disarmament nego-
tiations in the same context. The addition of
concepts such as ““transparency”” and ‘‘coopera-
tive measures” to the litany of verification ter-
minology suggests that the development of an
agreed categorization (both in form and in defi-
nition) is overdue.

Chapter Six

Verification Classification Matrix

When viewed as a dynamic process applicable
to the full spectrum of arms-control affairs, the
verification process can be broadly categorized
into a three-tier table (see Table 1):

(@) Verification Régimes (i.e. level of confi-
dence required) The major determining
factor would be the application of polit-
ical judgment influenced by deploy-
ment practices, developed and agreed
cooperative measures and international
security perceptions.

(b) Verification Methods (i.e. concept of
inspection and detection methodology)
The major determining factors would
be the technological level of monitoring
systems and the capabilities of existing
and projected analytical techniques.

(c) Verification Systems (i.e. existing and
projected national and international
systems) Systems would include the
physical hardware developed nation-
ally and internationally to accomplish
the monitoring, synthesis, analytical
and dissemination tasks.
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Chapter Seven

Verification Regimes

The level of verification required in a given situ-
ation is dependent upon political will and judg-
ment, and in a single scenario is influenced by
capability as well. Because of the subjective
nature of the determinants, the level of verifica-
tion is difficult to quantify. Nevertheless
through an analysis of the procés-verbaux of
the Committee on Disarmament and its prede-
cessors, and of the working papers submitted
by member nations, it is possible to determine
five levels of verification or verification
régimes. These régimes, though definable,
retain a high level of subjectivity in application:

(@) Absolute Verification: a régime under
which no doubt is left in determining
treaty compliance. In practical terms,
however, the achievement of 100% ver-
ification is unlikely. Under this régime,
all verification methods could be
employed.

Example: The Antarctic Treaty (signed:
1 December 1959) provides for a theo-
retically absolute level of verification. It
says in part: ““Each observer desig-
nated ... shall have complete freedom
of access at any time to any or all areas
of Antarctica” (Article 7).

(b) Adequate Verification: the régime
referred to most often in the Committee
on Disarmament. It is the product of
the greatest degree of uncertainty
because of its heavy dependence on
political judgment and on the process
of determining essential security
requirements. Major factors determin-
ing “adequacy’ would include the abil-
ity to respond to possible violations on
the part of the signatories, as well as
the likelihood and degree of risk posed
by possible violation. One could rule
out by agreement the use of certain
methods or systems already in opera-
tion.

Example: SALT 1II of 16 June 1979is a
treaty the verifiability of which, despite
some areas of low confidence in moni-
toring and certain national security
implications, was assessed by the
United States Senate Select Committee

9 United States Congress. Senate. Foreign Relations

Committee. Executive Report on SALT Il Treaty.
19 November 1979.

(©

(d)

(e)

to be adequate.® The subjectivity of this
assessment is highlighted in the pro-
ceedings of the Senate Committee dur-
ing July, August and September of
1979.

Limited Verification: in this régime, the
limitation in verification capability is
defined in real terms and is created by
the inadequacy of technology available
to contracting parties.

Example: Although difficult to select
an example in existing treaties, the
problem of technical limitations has
arisen in the negotiations concerning
a possible comprehensive test ban.
The apparent inability to monitor sub-
kiloton nuclear tests effectively at long
distances is an indication of an area in
which technology seems inadequate
at the moment for verification of a
proposed arms limitation agreement.

Symbolic Verification: a régime in which
the verification capability is known in
advance to be inadequate because of
lack of technology and/or a low proba-
bility of compliance. Nevertheless, the
contracting parties consider that the
nature of the treaty is such as to over-
ride the inadequacy of verification.

Example: The Convention on the Pro-
hibition of the Development, Produc-
tion and Stockpiling of Bacteriological
(Biological) or Toxin Weapons and on
their Destruction (signed: 10 April
1972) provides for verification through
a complaints and consultation proce-
dure. A rational analysis of past his-
tory and the state of relations between
the parties involved would have sug-
gested that verification provisions of
the treaty were symbolic at best.

No Verification: a régime in which the
treaty or agreement is signed with no
provision for verification.

Example: The 1925 Protocol for the Pro-
hibition of the Use in War of
Asphyxiating, Poisonous or Other
Gases and of Bacteriological Methods
of Warfare contains no provisions for
verification.

®
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Chapter Eight
Verification Methods

To meet the parameters of the various verifica-
tion régimes, eight basic conceptual methods
have been defined. These methods derive from
the reference matrix developed for the Compen-
dium of Arms Control Verification Proposals and
differ in degree of intrusiveness and application
of advanced technology. Both of these factors
are prime determinants in the acceptability of
these methods, taking into account national
sensitivities and the allocation of financial and
technical resources.

(@) General On-Site Inspection: General on-
site inspection involves unrestricted
access to the physical objects and
related facilities that are subject to con- .
trol under the terms of specific agree-
ments. The relevant agreements could
conceivably range in scope from gen-
eral and complete disarmament to con-
trol of specific weapons or research
related to those specific weapons.
Unrestricted or general-access inspec-
tion is to be contrasted with selective
on-site inspection. Like other verifica-
tion methods, the purpose of general
on-site inspection is to preclude the
possibility of clandestine violations of
an agreement. The degree of assurance
thought to be attainable using this
method varies. Some proposals con-
sider general on-site inspection to be
capable of uncovering all possible viola-
tions; others hold that it only increases
the likelihood of discovery, and thereby
improves the deterrent value of the ver-
ification system.

Example: The Treaty on Prohibition of
the Emplacement of Nuclear Weapons
or Other Weapons of Mass Destruction
on the Sea Bed or Ocean Floor (signed:
11 February 1971) can be seen as an
agreement which theoretically permits
general on-site inspection. The object of
the Treaty is to prohibit the emplace-
ment on the sea floor of nuclear weap-
ons, other weapons of mass destruction
and their related launching facilities
(Article 1). The Treaty mandates adher-
ents to be “free to observe activities of
other states on the sea bed” provided

that this observation does not interfere
- with such activities or otherwise in-
fringe upon existing rights under inter-

national law (Article 3(1)). Should such
observation still leave doubts unre-
solved, parties are authorized to con-
sult and cooperate with a view to
removing those doubts (Article 3(2)).

Selective On-Site Inspection: Selective on-
site inspection involves a greater
degree of restriction with regard to
rights of access than does general on-
site inspection. Most frequently, such
restriction permits entry by inspectors
only for the limited purpose of moni-
toring compliance with agreements
concerning specific weapons systems
and related facilities. From this central
restriction flow certain others. Access
might be allowed only to a particular
geographic location, such as the site of
a peaceful nuclear explosion (PNE)
(under the PNE Treaty®) or that of a
facility for the destruction of chemical
weapons (in a number of proposals).
Second, limitations could be placed on
the activities which the inspectors may
undertake at the place of inspection,
and on the information which they may
acquire there. In the case of a chemical
weapons treaty, some sensitivity might
be shown to analyzing the nature of a
chemical agent which is in the process
of being destroyed, on the pretext that
sensitive information might be dis-
closed. Third, inspectors may also be
limited as to the persons they may con-
tact and the questions they may ask.
Clearly, the distinction between selec-
tive and general on-site inspection,
while significant, is more one of degree
than of kind. There will definitely be a
boundary area between the two cate-
gories where the distinction becomes
blurred.

Example: The Treaty on the Non-Prolif-
eration of Nuclear Weapons (signed: 1
July 1968) prohibits transfer of nuclear
weapons or explosive devices by

nuclear weapon states to any recipient

Treaty Between the USA and the USSR on Under-
ground Nuclear Explosions for Peaceful Purposes, and
Protocol. CCD/496, 23 June 1976 and CCD/496/corr. 1,
5 August 1976. Signed 28 May 1976.
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whatsoever (Article 1). Non-nuclear-
weapon states also agree not to receive
such devices nor to develop or manu-
facture them (Article 2). Concerning
verification, non-nuclear-weapon states
undertake to conclude safeguards
agreements with the International
Atomic Energy Agency (IAEA) “witha
view to preventing diversion of nuclear
energy from peaceful uses to nuclear
weapons or other nuclear explosive
devices’ (Article 3(1)). Such safeguards
under the NPT are to apply to “all
source and special fissionable material
in all peaceful nuclear activities within
the territory”” of the non-nuclear-
weapon state, or carried out under its
control anywhere.

Parties also undertake not to provide
for peaceful purposes any special
nuclear material (or equipment to pro-
duce such material) to non-nuclear-
weapon states (whether a party to the
Non-Proliferation Treaty or not) unless
the material is subject to IAEA safe-
guards (Article 3(2)).

The safeguards required by Article 3 are
to be implemented in such a way as not
to affect the inalienable rights of parties
to develop, produce and use nuclear
energy for peaceful purposes nor the
right to participate in exchange of mate-
rial, equipment or information on the
peaceful use of nuclear energy (Articles
3(3) and 4).

Challenge On-Site Inspection: a derivative
of the first two methods. A challenge is
normally initiated by one of the con-
tracting parties. A version of this
method has in fact been in operation in
Europe since 1954 with respect to
chemical weapons production.

Example: In 1954, under the aegis of the
Western European Union, the Federal
Republic of Germany undertook not to
manufacture nuclear, biological and
chemical weapons. To verify this
undertaking, the Armaments Control
Agency (ACA) established by the

12

(d)

revised Brussels Treaty!! has been mon-
itoring the non-production of chemical
weapons in Germany since 1957/58.
The initiative for on-site inspections lies
with the ACA. The director of the
Agency appoints two to four officials of
different nationalities, including one of
the nationality of the country in which
the inspection is to be carried out. Dur-
ing such “controls”, the representative
of the Agency enquires about the organ-
ization, operation and production pro-
gramme of the plant to be inspected —
the subsequent visit to the production
plant involves only the departments
directly concerned with the decision
phase of the inspection. Inspectors are
shown built-in measuring instruments
and have access to factory records and
books. In special cases sampling is used
as a means of control. After each on-
site inspection the inspectors report
orally to the ACA director.

This method was the subject of a work-
ing paper submitted to the Committee
on Disarmament by the Federal Repub-
lic of Germany on 12 July 1973.12

Control Posts/Observer/Liaison Missions: A
control post is essentially the focal
point for an inspection team. An
observer mission is a variation of this
type of verification method. (Peace-
keeping forces could be considered a
further variant whose main purpose
reaches beyond simple verification.)
The most common proposal is to have
control posts at such locations as trans-
portation centres, airfields, railway sta-
tions, main-road junctions and ports, to
monitor military traffic. Such monitor-

Treaty of Economic, Social and Cultural Collaboration
and Collective Self-Defence. 17 March 1948. (1949)
British Treaty Series, No. 1 (Cmd 7599); Protocol No. IV
on the Agency of Western European Union for the
Control of Armaments. 23 October 1954. (1955) British
Treaty Series No. 39 (Cmd 9498).

Federal Republic of Germany. “Working paper on
some aspects of international verification of non-pro-
duction of chemical weapons: Experience gained in
the Federal Republic of Germany.” CD/37, 12 July
1979.
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ing should provide warning of impend-
ing aggression by detecting any un-
usual flow or concentration of military
power or weapons production.

One significant advantage of the con-
trol post in terms of general applicabil-
ity is that it obtains information by
direct observation, and therefore does
not necessarily require high technology
sensors. It does however require secure
communication to an information
centre so that the information collected
can be properly evaluated.

Example: There are many examples of
the control-post/observer mission
method of verification, ranging from
the United Nations Truce Supervisory
Organization (1948-81) in the Middle
East to the International Commission
for Supervision and Control in Indo-
China which operated under the 1954
Geneva Accords.?

Remote Sensing in Situ: In this method,
built-in measuring instrumentation
(“black boxes’’) can be located at a site
within national borders.

Example: It has been suggested that
the verification of a ban on under-
ground nuclear tests would be facili-
tated by the location of unmanned
seismic stations in the territory of the
countries being monitored. These sta-
tions would be the property of and
would provide data for states other
than those where they would be
located. In essence such “black boxes’

1

“would provide an extension of

National Technical Means.

Another example is the RECOVER

system developed by the IAEA. This
system involves on-site containment
and surveillance measures, including

13 Agreements on the Cessation of Hostilities in Cam-
bodia, Laos and Vietnam. 20 July 1954 (1955). Vietnam
No. 1 (British Command Papers) (Cmd 9461).

15

tamper-proof locks and television.
Monitoring units are attached to these
devices, which transmit data to IAEA
headquarters in Vienna on a regular
basis.

(f) Remote Sensing — National Technical
Means: The term “national technical
means”’ (NTM) applies mainly to the
two superpowers and was not defined
in SALT I or SALT II. Consequently,
the USA and the USSR may consider
different types of monitoring and col-

. lection systems to constitute NTM.
NTM (photo-reconnaissance satellites
and other such technical data collection
systems) make up the principal but not
the only sources of monitoring the
SALT agreements.

Example: While the USA and the USSR
are the two major operators of NTM,
at UNSSOD I France proposed the
creation of an International Satellite
Monitoring Agency (ISMA).!* The
proposal envisaged many of the char-
acteristics of NTM being applied inter-
nationally. '

(g) Complaints/Consultation: an agreement
by parties to a treaty to receive com-
plaints and to consult as a result. An
example is the mechanism proposed in
the Biological Weapons Treaty.!

(h) Collateral Analysis: Perusal of the world
press, scientific reports and other perti-
nent material provides an open and
usable method of verification, although
it must be recognized that an asymme-
try exists in the availability of the collat-
eral between different types of socie-
ties.

France. A/5.10/AC.1/7, 30 May 1978.

Convention on the Prohibition of the Development,
Production and Stockpiling of Bacteriological (Biologi-
cal) or Toxin Weapons and on their Destruction (1976)
United Kingdom Treaty Series No. 11 (Cmd 6397).
Opened for signature 10 April 1972,

§
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Chapter Nine

Verification Systems

Within each verification method, a number of
systems have been developed by individual
nations and groups of nations. For the most
part, however, the systems of verification now
in existence have been developed by the super-
powers, or on behalf of their alliances. Since
verification in the national territory of the other
has so far been difficult to achieve, much of the
research and development of verification sys-
tems has been directed toward remote sensing.

There are literally hundreds of specific verifi-
cation systems, ranging from technologically
complex to relatively simple (for example,
binoculars at a distance could be visualized as a
simple, remote system). This paper will deal
with systems in a familial rather than individual
fashion.

The use of long-range sensors to monitor
activities within a state from outside its borders
has been a positive development in this field of
verifying arms control agreements. The advent
of this technology has reduced to a considera-
ble degree the significance of problems arising
from the intrusiveness of many verification
activities. In this case “intrusiveness ” refers to
the physical presence in the country being
monitored. Long-range sensors are extensively
used for intelligence-gathering purposes out-
side the scope of arms-control agreements.
Their use in this role has now apparently
become internationally acceptable in terms of
the superpowers’ strategic balance. An arms-
control agreement which relies on remote sen-
sors for verification might well include a clause
prohibiting a country from interfering with the
sensors monitoring the agreement.

Verification of an arms control agreement by
the use of the remote sensors normally
employed for intelligence gathering is some-
times referred to as verification by "National
Technical Means™.! Since virtually all remote

16 See: “Letter dated 27 June 1979 addressed to the
Chairman of the Committee on Disarmament from the
representatives of the USA and USSR to the Commit-
tee on Disarmament transmitting the Treaty and the
Protocol to the Treaty on the Limitation of the Stra-
tegic Offensive Arms Between the United States of
America and the Union of Soviet Socialist Republics,
the Joint Statement of Principles and Basic Guidelines
for Subsequent Negotiations on the Limitation of Stra-
tegic Arms and the Joint United States-Soviet Commu-
niqué”. CD/28, 27 June 1979.

sensors are deployed by the superpowers,
there could be some difficulty in relying on
them to monitor a multilateral agreement,
unless the agreement includes some arrange-
ment for making the information collected by
the superpowers available to other signatories,
for example through an international agency.
The creation of such an agency has been the
subject of proposals within both the Confer-
ence on Disarmament and its predecessors for
many years.'"” Because of some reluctance to
divulge what is often considered intelligence
information, there is a tendency for the super-
powers to favour bilateral arrangements.

17 See, for example: Union of Soviet Socialist Republics.
“Treaty on general and complete disarmament under

strict international control”. ENDC/2, 19 March 1962.
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Chapter Ten

Remote Sensing Systems

Sensing systems can be termed ““remote” in
three modes. First, the sensor may be distant
from the object it is intended to monitor, while
being proximate to the personnel operating it.
Shipboard or fixed-site radars are an example of
such a system. Second, the sensor may be dis-
tant from both the object to be monitored and
from the personnel controlling the sensor. An
observation satellite is an example. Finally, a
sensor may operate in relative close proximity
to the object to be observed, while being distant
from its controllers. The RECOVER system
which operates as part of IAEA safeguards falls
into this category.

() Satellites

The principal agent for remote sensing is
the surveillance satellite; up to now its use
in verification has been a part of the
National Technical Means of the superpow-
ers. The following three satellite systems
have direct relevance to arms control verifi-
cation.

(1) The photo-reconnaissance mission. There
are two main photo-reconnaissance sys-
tems: “‘area surveillance” and "close
look”. The former involves the use of a
wide-angle, relatively low resolution
camera which is employed to cover
large areas and note discrepancies that
may need further examination before
they can be identified. ““Close-look” sat-
ellites are directed to the identified
areas of interest in order to collect more
detailed information. Greater detail
(with consequent limited area coverage)
can be obtained by a combination of
lower orbit, longer focal length or
improved resolution. The International
Satellite Monitoring Agency as defined
in the French proposal would appar-

ently include a “close-look” capability.
It is possible, as well, to have special-
ized sensors for different purposes, for
example, for maritime observation.

(2) “Electronic Reconnaissance” Satellites. The
so-called “ER” satellites monitor elec-
tronic radiation, including radar signals
and radio communication. They com-
prise the electronic equivalent of both
“area surveillance” and “close-look"

types.

(3) The early-warning spacecraft. The primary
mission of these satellites is to detect
the launching of ballistic missiles. To do
this, they employ infrared sensors and
TV cameras, and are usually placed in
geo-stationary orbits. Newer versions of
these satellites also incorporate nuclear
radiation sensors. As mentioned earlier,
in addition to the above which are
mainly military and national intelli-
gence collectors, the International Satel-
lite Monitoring Agency is an attempt to
internationalize a high technology veri-
fication system.

(b) Seismic Sensors

Long-range seismic systems monitor sur-
face and below-ground-level shock waves.
Most of the events producing major earth
shocks are natural (for example, earth-
quakes) and the only man-made events
producing comparable shocks are large
explosions of the size produced by nuclear
weapons. Consequently, verification pro-
posals employing long-range seismic sen-
sors have invariably been confined to
detecting underground nuclear explosions.

There are four main requirements for a
seismic monitoring system: (i) to detecta
seismic “event’’; (ii) to locate it; (iii) to iden-
tify whether it represents a natural event or
a nuclear explosion; and (iv) to measure the
strength of the phenomenon. Because of
limitations on equipment sensitivity, there
is a threshold magnitude of event which is
detectable. Location of an event usually
demands detection at two or more separate
locations (i.e. a detection network) and
identification depends on the shock-wave
pattern or “signature” of the event.
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The magnitude of the shock produced by a
nuclear explosion varies according to its
location and the type of earth or rock in
which it is detonated. There is some contro-
versy over the minimum size of nuclear
burst which can be detected and also over
how far it is possible to disguise the signa-
ture of a burst to simulate a natural event.

Many countries possess seismic detection
stations for earthquake monitoring which
are capable of monitoring seismic events
from long distances. There are also interna-
tional seismic data exchanges which facili-
tate monitoring underground explosions.
However, coverage of the USSR and sev-
eral of its neighbours is not satisfactory.

The International Seismic Data Exchange
(ISDE) System test has just been completed
in December 1984. The experience gained
should prove extremely useful upon the
completion of negotiations on a compre-
hensive test ban treaty.

11



12

A Conceptual Working Paper on
Arms Control Verification

Chapter Eleven

Conceptual Aspects

A conceptualization of the verification process
begins with a synthesis of research supporting
the development of the Verification Classifica-
tion Matrix (see Table 1) and the subsequent
discussions. There are, of course, literally
scores of factors, many purely subjective, that
influence the development of verification
parameters. Not the least of these are the politi-
cal will of nations and the perception of
national security requirements on the part of
the negotiators. The Matrix may be seen there-
fore as a sort of visual representation of param-
eters developed from subjective judgments.

It is apparent that certain aspects as judged
by individual nations will not fit neatly into any
conceptualization. A broad area of common
and accepted understanding and a degree of
perceptual flexibility on the part of negotiators,
a synthesis of the survey of verification propos-
als as represented in CD/99'® and the subse-
quent quantitative analysis of CD/127%, suggest
that three essential factors tend to project them-
selves as significant determinants in terms of
concept: the degree of intrusiveness, the tech-
nological level, and the resource allocation.

L ]
Table 1: Verification Categorization

Systems

18 Supra, note 4.

1% Supra, note 5.
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Chapter Twelve

Intrusiveness

The degree of intrusiveness of a proposed veri-
fication method appears to be a factor in terms
of national sensitivity and acceptability. While
individual examples may be extracted from the
procés-verbaux of the Eighteen Nation Disar-
mament Committee and its successors, the
overall trend (derived from an analysis of sup-
porting data contained in CD/127%) is indicated
in Table 2. The columns on the left represent
the results of the total population proposals
while those on the right represent state spon-
sored proposals. It is obvious that state spon-
sored proposals tend toward non-intrusive or
ancillary methods.*

A specific example of the significance of the
intrusiveness of verification proposals which
span the lives of the Eighteen Nation Disarma-
ment Committee and its successors, is the
negotiation on a comprehensive test ban treaty.
As early as 1963, the Soviet Union had made
proposals that included the emplacement of
automatic seismic stations as well as “2-3 (on-
site) inspections a year ... carried out in the ter-
ritory of each of the nuclear powers.”2 Con-
straints on the inspections, however, included
a ban on the carrying of cameras and a require-
ment that aircraft windows be screened; those
provisions were indicative of the sensitivity to
intrusiveness on the part of the Soviet Union at
that time. It would have been reasonable to
assume that in the intervening seventeen years
advanced technology, in terms of satellite
reconnaissance and telemetry intercept, would
have reduced the significance of such intrusion.
Nevertheless, a working paper of July 1980%,
summarizing the results of the latest trilateral
(US, UK, USSR) negotiations, reported that in
“breaking significant new ground in interna-
tional arms control”” in terms of a comprehen-
sive test ban and the possibility of espionage,
the three parties had overcome the obstacles by
agreeing to authorize on-site inspections to be
conducted by teams of outside experts at the

2 pid., p. 24.

21 Ancillary methods, as explained in CD/127 (supra, note

5, p-6), include complaints procedures, international
control organizations and review conferences.

Union of Soviet Socialist Republics. ““Letters dated

19 December 1962 and 7 January 1963 from the Chair-
man of the Council of Ministers of the Union of Soviet
Socialist Republics, addressed to the President of the
United States of America”. ENDC/73, 31 January 1963.

request of one party while permitting the
affected country to refuse inspection if it pro-
vides reasons for its decision. Apparently, dur-
ing the intervening 17 years of intermittent
negotiations which separated the two reports,
the factor of intrusiveness combined with the
absence of agreement in concept, definition
and vocabulary had precluded agreement. The
nature of intrusiveness has changed and the
subject deserves a separate in-depth study, per-
haps as a functional working paper in the Con-
ference on Disarmament.

For the purpose of this paper, the question
of intrusiveness devolves essentially into two
aspects: physical intrusion and cognitive intru-
sion. The former refers to access by foreign
inspectors into the territory of the party being
monitored. Cognitive intrusion involves the
acquisition by foreigners of sensitive military or
economic information. While these two forms
of intrusion are obviously highly interrelated,
there are nevertheless some important differ-
ences.

Physical intrusion generally can be strictly
controlled by the party being monitored, since
physical access can usually be limited to specific
sites and to the performance of certain tasks.
Indeed, humans may be involved only indi-
rectly as when automatic, unattended ““black
boxes’ are employed.

Cognitive intrusion is possible whenever
humans are allowed access to the territory of a
party since human senses are extremely flexi-
ble, unlike a sensing device designed solely to
monitor a limited range of phenomena. Hence,
the possibility always exists that information
outside the scope of the arms control commit-
ment may be learned. The question of cognitive
intrusion may even arise with regard to matters
more directly related to the matter being veri-
fied. For example, protests might be made con-

““Letter dated 30 July 1980 from the permanent repre-
sentatives of the Union of Soviet Socialist Republics,
the United Kingdom of Great Britain and Northern Ire-
land, and the United States of America transmitting a
document entitled ‘Tripartite Report to the Committee
on Disarmament’.” CD/130, 30 July 1980.

13
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Chapter Thirteen
Technology

Technology is ambivalent in its effect. Since it is
a process which is itself basically neutral, the
most significant factor determining its effect is
the human decision on the direction in which
technologically innovative energies might be
directed. From an arms-control standpoint,
therefore, concern must be directed equally at
the decision-making apparatus (which deter-
mines the allocation of resources and the appli-
cation of effort) as well as at the technological
process itself.

In the next decade, arms-control activity,
whether bilateral or multilateral, is the area in
which technology is likely to have a major
impact as a factor in international stability.
Techniques in verification, particularly in
remote sensing, have advanced dramatically as
a result of the vast amount of financial and
material resources poured into the improve-
ment of national technical means (NTM) of ver-
ification by the superpowers. Satellite recon-
naissance and surveillance platforms, electronic
intelligence collection systems and seismic
detection methods form a sophisticated pack-
age of high-technology verification techniques.
To the extent that bilateral agreements based on
NTM between the superpowers are perceived
as contributing to international stability, new
technology can be said to have made an impact
in this area already.

As the multilateral aspects of arms-control
negotiations become more significant, how-
ever, international verification methods will
have to be developed to meet the demands of
member nations. To meet the arms control
requirements of increasingly sophisticated
weapons systems, verification systems, such as
NTM now used by superpowers in their bilat-
eral agreements, will be required at the same
level of sophistication, and will be developed
by applying similar technological innovations.

NTM include an array of sophisticated collec-
tion techniques, including photographic recon-

naissance satellites, aircraft-based systems
(such as radar and optical systems) as well as
sea- and ground-based systems (such as radar
and antennae for collecting telemetry) which
remain under national control. For the bilateral
agreements in the SALT negotiations, the intru-
sive nature of the on-site method of verification
has been eliminated by the extensive use of
such remote-sensing techniques. Both parties
have agreed not to inhibit intentionally the
other’s remote-sensing capability. While in
terms of the SALT agreements, remote sensing
appears to provide ““adequate” verification, its
application to other areas of arms control nego-
tiations may not prove “adequate”.

15
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Chapter Fourteen

Resource Allocation

Closely associated with technological advances
is the factor of resource allocation to verification
'in terms of finance and of manpower. Here, as
in terms of new technology, there is an obvious
cleavage between the superpowers and the rest
of the world. Stated bluntly, the superpowers
may prefer inspection by each other on matters
related to their strategic security rather than
inspection by some international agency.

Cost factors constitute an important consid-
eration in assessing any verification system.
Unfortunately, the ignoring of this important
aspect of verification proposals makes assess-
ments difficult. It is, nevertheless, possible to
point out whether a system is likely to involve
major costs and whether such expenditures
appear to be justified by the effectiveness of the
system. Where costs are high, the serious ques-
tion arises: who will foot the bill?

An excellent example of the cost of a techno-
logically advanced system under international
control is the proposal for an International Sat-
ellite Monitoring Agency (ISMA). The cost of
deployment and operation of the ISMA system
would be very high.

Manpower requirements are a more uncer-
tain issue with regard to the adequacy of verifi-
cation proposals. In some cases, it is clear that
considerable numbers of inspectors might be
required to implement adequately the proposed
system. Frequently, as well, highly skilled tech-
nicians might be needed. For example, in the
initial proposals of ISMA, an estimated 150 to
200 productive personnel, that is, highly skilled
technicians and analysts, would be required in
the first stage of development of the Data Pro-
cessing and Analysis Centre.

Chapter Fifteen

Concept and Practice

Although conventions now in existence cover
the full conceptual range of verification regimes
(Annex A) and recognize the applicability of a
variety of verification methods, it can be argued
that it becomes difficult (if not impossible) to
translate these concepts into reality in terms of
practical organizations and systems.

From an historical standpoint, it was the
superpowers that, in the early 1960’s, fostered
the proposal for an International Disarmament
Agency as an essential ingredient in their pur-
suit of General and Complete Disarmament.?
This concept has been refined in various forms
by other countries and groups of countries from
then up to and including the 1980 sessions of
the CD. Several of the national experts partici-
pating in the work of the CD Working Group
on chemical weapons in June 1980 proposed an
International Verification Control Agency,
which, in this specific case, would work closely
with national agencies.

The inability of the international community
to respond in a positive manner has been attrib-
uted to reasons ranging from acute sensitivity
to intrusiveness to ideological incompatibility.
A frequent argument put forward is the
assumed inability of multinational verification
to protect commercial secrets. There is a perva-
sive view that verification at the international
level is simply not applicable in practical terms
to the major disarmament issues, including
nuclear and chemical weapons.

These sensitivities are not surprising.
National security has been historically guaran-
teed by a nation’s armaments, and govern-
ments have always sought to deny to potential
adversaries precise information regarding num-
bers, quality and disposition of weapons and
armed forces. There is a close relationship
between what is required under the name of
verification and the application of modern intel-
ligence techniques to matters that are regulated
by international agreement. What distinguishes
verification from arms-related intelligence most
of all is its method of approach. While the mis-

- sion of intelligence is to determine the charac-

2 Union of Soviet Socialist Republics and United States
of America. “Joint statement of agreed principles for
disarmament negotiations”. ENDC/5, 19 March 1962.
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teristics or activities of an opponent’s weapons
and forces, verification must assess only
whether those characteristics or activities
exceed the limitations imposed by an agree-
ment. Verification is as likely to be an exercise
of qualification as one of determination of capa-
bility or intent. Verification is likely to be most
successful in an atmosphere of cooperation,
and violations of slight military importance,
unless they appear unintentional and are cor-
rected when discovered, may deserve particu-
lar attention. Verification, under an agreement,
is therefore of equal importance to all contract-
ing parties.

Chapter Sixteen

International Verification
Organization

It must be drawn to the attention of theorists
who argue the difficulty of translating concep-
tualization into reality, that functional interna-
tional verification organizations do already
exist. In large measure they span the gamut of
arms control problems, however inadequately,
and when viewed together provide working
prototypes from which more effective organiza-
tions could be developed. Some, but not all, of
these are sponsored or associated with the
United Nations. The significance of these organ-
izations is that while they have been developed
to function under a specialized mandate, they
incorporate the development of systems, oper-
ating procedures and terms of reference which,
with modification, could apply to an arms-con-
trol scenario. In the nuclear field, the Interna-
tional Atomic Energy Agency (See Annex C) is
active in developing and monitoring a pro-
gramme of nuclear safeguards. In terms of
chemical weapons verification and, more lately,
of conventional arms monitoring, the Arma-
ments Control Agency of the Western Euro-
pean Union acts as a model (Annex D). A num-
ber of United Nations Observer Missions,
beginning with the United Nations Treaty
Supervisory Organization, which was estab-
lished in 1948 and which continues to operate
today, have, by means of control and observer
posts and liaison teams, provided effective veri-
fication of troop movements, disengagement
zones and limited arms areas.

While, as mentioned earlier, observer mis-
sions do not necessarily require high technol-
ogy systems to be effective, the United Nations
activities in the Sinai have benefited in this
regard. The development and operation of the
Sinai Field Mission (Annex E) in the buffer
zone, as part of the disengagement arrange-
ments agreed to by both signatories, have pro-
vided significant experience in the application
of seismic and remote sensing systems to a
practical arms-control scenario. It includes as
well aspects of the utilization of national and
international systems within an overall verifica-
tion organization.

Finally, the ISMA proposal of France, as pre-
viously mentioned, concerns a verification sys-
tem that is central to the package of systems
collectively referred to as “Remote Sensing:
National Technical Means (NTM)".

17
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Chapter Seventeen

Conclusion

While recognizing that in all of these cases the
functional organizations described above were
formed to fit a specific need, often within a des-
ignated time-frame and limited mandate, they
represent practical and operational applications
of the concepts of verification that have been
outlined in this paper. The missing ingredients
needed to apply these concepts to the effective
solution of arms control problems currently
before the CD are two: political will and finan-
cial support. Given the determination of mem-
ber nations individually and collectively, nei-
ther of these should pose an insurmountable
problem.
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Annex A

Bilateral Arins Control Agreements and Relevant Verification Provisions

Agreement

Scope

Verification
Régime

Verification Methods

Anti-Ballistic Missiles
(ABM) Systems
Agreement (1972)

(to be reviewed at 5-year
intervals — next 1987)

Limits deployment of
ABM systems to national
capital regions of each
country plus one other
area

Adequate

Remote sensing —
National Technical
Means (satellites)

SALT I Agreement (1972)
Interim agreement on
limitation of offensive
arms

(expired but continues to
be observed)

Places a freeze on
aggregate numbers of
fixed land-based ICBM
launchers and of ballistic
missile launchers on
submarines

Adequate

Remote sensing —
National Technical
Means (satellites)
(parties undertook not to
use deliberate conceal-
ment or impede NTM)

Threshold Test Ban Treaty
(TTBT) (1974)
(not in force)

Is an undertaking not to
test underground
nuclear weapons with a
yield of more than

150 KT

Adequate

Remote sensing —
National Technical
Means (seismic)

Treaty on underground
explosions for peaceful

purposes (PNET) (1976)
(not in force)

Bans underground
nuclear explosions for
peaceful purposes in
excess of 150 KT or
aggregate yield in excess
of 1,500 KT

Adequate

Remote sensing —
National Technical
Means (seismic)
Collateral analysis
Possible challenge
on-site

SALT II Agreement (1979)
(not ratified but continues
to be observed)

Provides for overall
ceiling on strategic
nuclear delivery
vehicles, sub-ceiling on
launchers for all MIRVs
plus heavy bombers with
air-launched cruise
missiles over 600 km
range, MIRV launchers,
warheads, etc.

Adequate

Remote sensing —
National Technical
Means (satellites and
telemetry)

(parties undertook not to
use deliberate
concealment or
telemetry encryption
and to include
functionally related
observable differences)

-l
o
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Annex A (cont’d)
Multilateral Arms Control Agreements and Relevant Verification Provisions
Verification
Agreement Scope Régime Verification Methods
Geneva Protocol (1925) Prohibits the useinwar ~ None None
of asphyxiating,
poisonous or other gases
and of bacteriological
method of warfare
Antarctic Treaty (1961) Prohibits nuclear Absolute General On-Site
explosions and disposal Inspection Remote
of radioactive wastes, Sensing (using aerial
any measures of a observation)
military nature and the
testing of any type of
weapons
Treaty Banning Nuclear Prohibits any nuclear None None
Weapons Tests in the weapon test explosion in Original Parties to the
Atmosphere, in Outer the atmosphere, in outer treaty expected
Space and Underwater space and underwater verification by National
(1963) Technical Means
Outer Space Treaty Prohibits placing in orbit ~ Limited Selective On-Site
(1967) objects carrying any Inspection (if possible)
weapon of mass
destruction, the Observation of the
establishment of military flights of space objects
installations and
fortification and the
testing of any type of
weapon; prohibits the
conduct of military
manoeuvers on celestial
bodies
Treaty for the Prohibition  Prohibits the testing, Adequate Challenge On-Site

of Nuclear Weapons in
Latin America (Tlatelolco)
(1968)

use, manufacture,
production, acquisition,
receipt, storage,
installation or
deployment of any
nuclear weapon by any
means whatsoever

Inspection Reporting to
IAEA
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Annex A (cont’d)

Multilateral Arms Control Agreements and Relevant Verification Provisions

Verification
Agreement Scope Régime Verification Methods
Treaty on the Non- Prohibits transfer of Adequate Selective/Challenge On-
Proliferation of Nuclear nuclear weapons by Site Inspection
Weapons (1970) Nuclear Weapon State (modified) Reporting to
Parties and receipt, IAEA
manufacture or
otherwise acquisition of
nuclear weapons by
Non-Nuclear Weapon
State Parties
Treaty on the Prohibition ~ Prohibits emplacement Adequate General On-Site
of the Emplacement of of nuclear weapons as Inspection
Nuclear Weapons and described in treaty title
Other Weapons of Mass
Destruction on the Sea-
Bed and the Ocean Floor
and the Sub-5oil Thereof
(1972)
Convention on the Prohibits the Symbolic Complaint/Consultation
Prohibition of the development, procedure
Development, Production  production, stockpiling
and Stockpiling of or acquisition of
Bacteriological (Biological)  bacteriological and toxin
and Toxin Weapons and weapons and provides
on Their Destruction for the destruction of
(1975) existing stocks
Convention on the Prohibits engaging in Symbolic Cooperation/

Prohibition of Military or
Other Hostile Use of
Environmental
Modification Techniques
(1980)

military or any other
hostile use of
environmental
modification techniques
having widespread,
long-lasting or severe
effects as the means of
destruction, damage or

injury

Consultation procedure

N
—~
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Annex B
Definitions of Verification Verification

is the attempt to check the
truth of a statement against
the facts of the case.

Verification is a process of gathering
and analysing information,
permitting a conclusion.”

Verification

is the establishment of
truth or correctness of
something by examination
or demonstration.3

Verification is the process of assessing
compliance with the
provisions of arms control
treaties and agreements.?

Verification is the process of
determining to the extent
necessary to adequately
safeguard national security
that the other side is
complying with an
agreement.?

22

Verification is the process of
determining whether a
party is living up to its
international obligations
under a treaty or
agreement.?®

Verification is the process of
ascertaining that a
commitment laid down on
a particular agreement in
the field of disarmament or
arms limitation is being
met.?

United Nations. Secretary General. Disarmament and
Verification. A/AC.187/109, 17 April 1978, p.15.

2 Supra, note 9.

27 United States of America. Arms Control and Disarma-
. ment Agency. SALT Il Glossary. Washington: 1979.

8 Supra, note 9.

2 Supra, note 25. 30 Supra, note 8.
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Annex C
International Atomic Energy
Agency (IAEA)

Arms Control Problem: Nuclear
Verification Methods: On-Site Collateral Anal-
ysis

Created in 1957, the IAEA has as its primary
purpose to facilitate the peaceful use of atomic
energy by providing technical assistance to
states. An additional function pertaining to the
process of verification was in accordance with
the statute of the IAEA:

To establish and administer safeguards
designed to ensure that special fissionable
and other materials, services, equipment,
facilities, and information made available
by the Agency or at its request or under its
supervision or control are not used in such
a way as to further any military purpose;
and to apply safeguards, at the request of
the parties, to any bilateral or multilateral
arrangement, or at the request of a state, to
any of that state’s activities in the field of
atomic energy.

Application of safeguards (a system of tech-
nical measures within the framework of inter-
national non-proliferation policy entrusted to
the IAEA in its statute and by the NPT) took
second place to the primary role until the entry
into force of the Non-Proliferation Treaty (NPT)
in 1968. The NPT requires that member non-
nuclear states will accept a set of safeguards on
peaceful nuclear material, including periodic
inspections and audits, thus discouraging their
diversion to military purposes. These safe-
guards must be directly negotiated with, and
are administered by, the IAEA.

The broad objective of IAEA safeguards is to
play their part in the international endeavours
aimed at deterring the proliferation of nuclear
weapons. The IAEA’s safeguards activities
encompass, among other things, the sum of the
measures taken to verify that safeguards obliga-
tions assumed by states under agreements with
the IAEA are fulfilled.

Nuclear materials are essential for the pro-
duction of nuclear weapons or other nuclear
explosives, and may be used for military pur-
poses other than nuclear weapons. Under NPT
agreements, IAEA safeguards focus on verify-

ing that no nuclear material is diverted from
peaceful activities. Also, certain non-nuclear
materials may be essential for producing
nuclear material suitable for use in nuclear
weapons or other nuclear explosives. Such
materials are required to be safeguarded under
certain non-NPT type agreements.

IAEA safeguards agreements define condi-
tions under which safeguards will be applied in
nuclear installations. Nuclear installations are
divided into “facilities” and ““other locations”
for safeguards purposes. In addition, nuclear
equipment may be subject to safeguards under
non-NPT agreements, at the request of IAEA
Member States.

Nuclear material accountancy within the
framework of IAEA safeguards begins with the
nuclear material accounting activities that are
undertaken by or on behalf of facility operators
in response to requirements set by the SSAC
(State Systems of Accounting for, and Control
of, Nuclear Material), arising from obligations
defined in agreements between the IAEA and a
state. These activities and the corresponding
accounting information generated are verified
through independent IAEA inspection. These
inspection activities, after evaluation, provide
one of the means of detecting diversion and of
deterring diversion by the risk of early detec-
tion. They also make it possible to determine
the degree of assurance provided by the safe-
guards measures.

Nuclear-material accountancy depends very
much on procedures, methods and techniques
for the sampling and measurement of nuclear
matter. Physical standards are required to cali-
brate measurement methods and provide a
basis for determining the accuracy of measure-
ments. A good quantitative system and control
programme is essential for adequate nuclear-
material accountancy.

Nuclear matter must be measured to deter-
mine the amounts to be accounted for, and the
accounts are therefore subject to uncertainty
due to measurement errors which are inher-
ently associated with all quantitative systems.
Statistical concepts and methods are used to
estimate measurement errors and to determine
the level of quantitative uncertainty associated
with each nuclear-material account; they are

®
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further used as a basis for tests of statistical and
safeguards significance and to reduce inspec-
tion effort and intrusion.

The IAEA safeguards approach to any partic-
ular facility is based on nuclear-matter accoun-
tancy, complemented by containment and sur-
veillance measures. The most desirable
combination of these measures is that which
permits the safeguards objectives to be
achieved at acceptable costs and with minimum
intrusion into routine plant operations.

Information received from a state or pro-
vided by a facility, i.e. notifications, design
information, various other reports and docu-
ments, and the records of nuclear material kept
by facilities is the basis on which the IAEA
builds to discharge its safeguards responsibil-
ity. In this regard, safeguards inspection is the
most important procedure implemented to ver-
ify the completeness, correctness and validity
of such information.

The main instrumentality used by the IAEA
to carry out its verification function is the
national accounting and control system of the
state to which safeguards are being applied.
The IAEA requires that certain minimum ele-
ments be included in the national system which
provides information to the Agency. The Agen-
cy’s primary role is to verify the findings of this
national mechanism.

Finally, precautions against disclosure of _
industrial secrets take several forms under the
safeguards system. First, the access given IAEA
inspectors is limited. A state can exclude sensi-
tive areas during the selection of the “strategic
points” which are listed in Subsidiary Agree-
ments, thus preventing at least regular inspec-
tion of these areas. Second, the IAEA becomes
legally liable if any information leakage occurs
for which it is responsible. Third, the IAEA
applies strict internal ““safeguards” within its
own organization to avoid such leakage. The
fact that [AEA inspectors may be accompanied
by representatives of the state being inspected
helps prevent undesired disclosures. Further-
more, the IAEA is sponsored by the United
Nations.
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Annex D
Armaments Control Agency
(ACA)

Arms Control Problem: Chemical (conventional)
Verification Methods: On-site Collateral Analysis

The Armaments Control Agency established
by the revised Brussels Treaty of 23 October
1954 has been monitoring the non-production
of chemical weapons since 1957/58, as well as
conventional armaments in member states of
the Western European Union (WEU). Although
a problem of prior consent under certain cir-
cumstances exists, the Agency executes its mis- -
sion through two methods of “documental con-
trol’”” and “field control measures”.

The operating procedures in respect to
chemical weapons inspection are outlined in
CD/37 submiitted by the FRG on 12 July 1979.
The initiative for on-site inspections lies with
the Armaments Control Agency of the WEU.
The director of the Agency appoints two to four
officials of different nationality, one of them a
national of the country in which the inspection
is to be carried out. A representative of the
competent national authority assists the
Agency in the execution of its controls.

During such controls the representatives of
the Agency enquire about the organization,
operation and production programme of the
plant.

The subsequent visit to the production plant
covers only those departments dealing with the
decisive phase of reaction. The inspectors are
shown built-in measuring instruments so that
they can verify the quantities of the pre-products
employed in the production of a substance and
the final output. If further clarification is
required, the findings are compared with the
factory’s records or books.

The inspectors pay special attention to the
factory’s safety precautions. These are always
clearly visible, cannot be concealed and,
together with the lack of special equipment and
installations, provide the clearest possible indi-
cation that no chemical warfare agents are
being produced in the plant.

In special cases, sampling as a means of con-
trol is useful and effective for identifying spe-
cific substances and determining whether they
are prohibited warfare agents. The high degree

of toxicity of most of these substances poses the
problem of liability in the case of accidents or
damage caused or suffered by inspectors.

The inspection is carried out in stages in
order to avoid, as far as possible, any interfer-
ence with the civilian sector. As soon as the
inspectors are satisfied that the non-production
pledge is being kept, the control must cease. If
the visit to the production plant, including the
inspection of special safety precautions (first
control measure), is not deemed to be suffi-
cient, the control may be extended to the
employment of initial and intermediate prod-
ucts in the controlled stage (second control
measure). If there is still no certainty that chem-
ical weapons are not being produced, the facto-
ry’s records may be checked against the instru-
ment readings (third control measure). Samples
may be taken as the fourth and last measure.

After each on-site inspection the inspectors
report orally to the director of the Agency.
They also prepare a written classified report
which remains in the Agency’s files. It may not
be brought to the notice of any person outside
the Agency. Neither the factory concerned nor
the competent national authority is consulted
in the preparation of the report.

The representative of the national authority
who has taken part in the inspection also pre-
pares a report so that the authority concerned
may have its own documents available in the
event of recurrent inspections. This report is
transmitted to the management of the factory
concerned.

The staff of the Armaments Control Agency
are international officials. They must in no cir-
cumstances whatever reveal to third parties
information obtained as the result of their offi-
cial tasks. Special protection is accorded to
industrial, economic, commercial and scientific
information, whether classified or not.

The Armaments Control Agency submits
annual reports to the Council of the Western
European Union. These reports contain the
number of controls, the names of the compa-
nies concerned, and the results, stating such
difficulties or problems that may have
occurred, without however going into detail.

Recognizing that the ACA inspection
actually takes place in a non-adversary relation-
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ship, one may conclude that it is possible for
on-site inspections to prove, without disclosing
any classified information on the production
process, that chemical warfare agents are not
being produced, and the experience gained
from WEU controls demonstrates that the prac-
tices outlined above could be useful in estab-
lishing effective and economically unharmful
verification of a world-wide ban on the manu-
facture of chemical weapons.
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Annex E
United States Sinai Support
Mission (SSM)

Arms Control Problem: Conventional

Verification Methods: Remote Sensing in situ
(Inspection Teams/
Control Posts)

Under the disengagement arrangement as
concluded in the Sinai II agreement of 4 Sep-
tember 1975, the Sinai Support Mission (SSM)
was established. This mission, which employed
up-to-date, advanced remote sensing tech-
niques, in support of the more conventional
international monitoring system employing
mobile inspection teams, observer posts, etc.,
was closely coupled as well to national verifica-
tion systems of the two contracting parties. The
basic responsibilities of the SSM were to report
any movements of armed forces or preparation
for such movements into the Gidi or Mitla
Passes (see map) and to verify the nature of
operations at the national electronic surveil-
lance stations in the Buffer Zone.

In order to provide surveillance at the level
required and to ensure compliance to the terms
of the agreement on the part of the contracting
parties, the Sinai Field Mission (SFM) was
established with a tactical early warning system
consisting of four general sensor fields, three
manned watch stations, inspection stations as
located with the two national surveillance sta-
tions and a headquarters in the field overlook-
ing the Gidi Pass.

As originally constituted the SFM worked
closely with two international (United Nations)
control missions, each charged with aspects of
overall verification.

The United Nations Emergency Force (UNEF
IT), formed after the 1973 October war and dis-
banded in 1978, had primary responsibility for
supervising the Sinai disengagement arrange-
ments and for assuring compliance with var-
ious provisions of the Sinai II Agreement. It
maintained checkpoints at key road intersec-
tions throughout the Buffer Zone and patrolled
the area to prevent or detect any unauthorized
movement therein. It also monitored the Lim-
ited Forces Zone and Missile Free Zones estab-
lished by the Sinai Il Agreement through bi-

weekly and special inspections by UN military
observers from 17 countries functioning under
the second UN control mission, the United
Nations Truce Supervisory Organization
(UNTSO) headquartered in Jerusalem. It has
functioned with representatives from both
superpowers since 1948.

The SFM complemented the role of the
UNEEF in the Buffer Zone by monitoring the
Mitla and Gidi Passes, and it worked in close
cooperation with UNEF patrols and personnel
at checkpoints to carry out this responsibility. It
also coordinated frequently throughout the day
with UN officers in controlling the movement
of personnel and vehicles in and out of the
Egyptian and Israeli electronic surveillance
sites.

Except for SFM vehicles, permitted to circu-
late freely within the early warning area, all
traffic in the Sinai Buffer Zone had to be au-

thorized and escorted by the UN Emergency
Force (UNEF), which retained overall responsi-
bility for the area. All vehicles moving in the
vicinity of the Passes were detected when they
activated one or more of the ground sensors
guarding the Passes or when they were
observed visually by SMF personnel on duty at
the watch stations. On a typical day, up to
some 200 vehicles or other objects were
detected by the sensor fields and recorded by
personnel on duty at the watch stations. Usu-
ally these sensor activations were caused by
authorized UN or SFM vehicles, natural seismic
disturbances, or scheduled aircraft overflights.

SFM worked closely to effect coordination of
monitoring activity with UNEF, until its dis-
bandment in 1978, and with UNTSO. Opera-
tional guidelines and procedures were dis-
cussed and discharged. The functions of SFM
continued to evolve with improved detection
and identification requirements. Initially, sen-
sor activities were received and analyzed at the
three watch stations, and findings were
reported to the operations centre at SFM head-

=



A Conceptual Working Paper on
Arms Control Verification

Annex E: United States Sinai Support Mission (SSM)

L L e

SFMHQ
UNTSO @ (————————— UNEF
B . | | |
Inspection Watch Watch Watch Inspection
Station Station Station Station Station
National National
Station Station

29

quarters. The system was improved to promote
more timely tracking and centralization of the
detection/identification system process.
Remotely controlled day- and night-vision cam-
eras have been used to augment the seismic
detection, as has a remotely controlled televi-
sion system. SFM has worked with thermal
imaging devices similar to the forward-looking
infrared system (FLIR). This application of
advanced technology to more conventional
methods in the verification process at the inter-
national level is of significance.
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