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Title 3 — General principles relating to mutual assistance

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent possible for the 
purpose of investigations or proceedings concerning criminal offences related to computer 
systems and data, or for the collection of evidence in electronic form of a criminal offence.

2 Each Party shall also adopt such legislative and other measures as may be necessary to carry 
out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual assistance or 
communications related thereto by expedited means of communication, including fax or e- 
mail, to the extent that such means provide appropriate levels of security and authentication 
(including the use of encryption, where necessary), with formal confirmation to follow, where 
required by the requested Party. The requested Party shall accept and respond to the request 
by any such expedited means of communication.

4 Except as otherwise specifically provided in articles in this chapter, mutual assistance shall be 
subject to the conditions provided for by the law of the requested Party or by applicable 
mutual assistance treaties, including the grounds on which the requested Party may refuse co
operation. The requested Party shall not exercise the right to refuse mutual assistance in rela
tion to the offences referred to in Articles 2 through 11 solely on the ground that the request 
concerns an offence which it considers a fiscal offence.

5 Where, in accordance with the provisions of this chapter, the requested Party is permitted to 
make mutual assistance conditional upon the existence of dual criminality, that condition shall 
be deemed fulfilled, irrespective of whether its laws place the offence within the same cate
gory of offence or denominate the offence by the same terminology as the requesting Party, if 
the conduct underlying the offence for which assistance is sought is a criminal offence under 
its laws.

Article 26 - Spontaneous information

1 A Party may, within the limits of its domestic law and without prior request, forward to another 
Party information obtained within the framework of its own investigations when it considers 
that the disclosure of such information might assist the receiving Party in initiating or carrying 
out investigations or proceedings concerning criminal offences established in accordance with 
this Convention or might lead to a request for co-operation by that Party under this chapter.

2 Prior to providing such information, the providing Party may request that it be kept confidential 
or only used subject to conditions. If the receiving Party cannot comply with such request, it 
shall notify the providing Party, which shall then determine whether the information should 
nevertheless be provided. If the receiving Party accepts the information subject to the 
conditions, it shall be bound by them.


