V. Ensuring the validity of data used for verificaticn

If States are to have confidence that declared stockpiles have been destroyed,
they must have confidence that the data used for verification are valid. To ensure
validity of the data, inspectors a2t CAMDS would have to be able tc inspect the
facility before it began destruction operations and to participate in all calibration
of Qhermocouples, lcad cells, fiowmeters, gzas chromactcgraphs, and any other sensors,
as well as cbserve closely their installaticn and daily operation. (Recalibration
of instruments and reinspection cf the process aquipment wculd be required whenever
the process is shut down for an appreciable time.) Furthermore, safeguards must
be inccrperated in the sersor systems toc protect against effcerts to tamper either
with the sensors themselves or the data transmitted from them.

A, Equipment security

The security of the monitcering equipment itselfl would be ensured by a
tamper-detecting design of each item. 1In effzct, certain key compenents, such as
signal-generating circuitry, would be enclcsed in a box which protects the sensor
against mechanical or electreonic interference. Attempts to remove the box would
d;qturb microswitches which would segt off alarms tc alert inspectors; if an attempt
were made to cut off a segment of the prctective containers without interfering
with the microswitches, the tampering would be detected during the visual inspection
of the equipment. Tampering with the microswitches would also cause the arasure of
informaticn used to "authenticate" the data. ("Authentication" is discussed below.)

Tampering with the sensors might also be attempted through electromagnatic
radiation. Prctection against this would be accomplished by placing proper shielding
inside the tamper-detecting enclosurz. i

Fer each senscr, the status cf the protective container, as well as thne

operating status of the equipment, wculd be monitored electronically by inspectors
from the CAMDS control rcom.

B. . Data security

The vclume of data gererated from the various sensors and transmitted to the
inspecters' zcnitering station in the CAMDS controcl room weuld be small.
Measurements would be made infrequently (for example, only once every few minutes).
Thereforz, a relatively simple data transmission system would be adequate. Either
radioc frequency or cable transmission links could be used.

To assure the integrity of the data during transmissicn, the data would be
converted frem analogue to digital form whenever nacessary and an "authentication”
scheme would be adopted. Data would nct be encrypted, but a unique identifier
would be added to each group of data points transmitted. This identifying "tag" -
would be zenerated by the mcnitoring system. Any attempt tc alter the data during
transmissicn would be detected at the central menitoring station since it would cause
a2 mismatch between the expected and praceived "tag". (Althocuzh =ncrypticn is not
necessary in this case, it iz a valuable method of ensuring integrity of data which
may be”useful under circumstances other than thcse described here.)

The availability of low-ccst microprocassors means that such data authentication
procadures can generally be carried out without substantially increasing the cost cf
the monitoring system. Inside the tamper-indicating enclcsure cf each sensor, a
microprocessor wculd control the data ccllection function of the senscr, the

authenticaticn procedure, and the ccmmunicaticns between each sensor and the central
monitoring station.
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