
To prevent terrortsts from abusing legitimate rtghts of as ■ lur7 enslumed :n iniernatinal 

law. we initiated a Lruted Nations General Assembl ■ Declaration setting this purpose 

To counter. inter alia, the use of strong enzr> ;lion h> teffOrli ■ 3. 	hase endorsed 

acceleration of consultations and adoption of the OECD guidelines for cryptograph> 

policy and invited all states to develop national policies on encryption. including ke> 
management ,  which may allow ,  consistent v.ith these guidelines. lawful government 
access to prevent and investigate acts of terrorism and to find a mechanism to cooperate 

internationally in implementing such policies. 

To improve the exchange of counterterrorism information. the United Kingdom initiated 
a Directory of Countenerrorism Competencies among the Eight; and the United States 
offered to share its counterterrorism forensic data bases through bilateral arrangements 
u.ith members of the Eight. 

To prevent terrorist access to biological and toxin weapons. the participants of the 
Fourth Review Conference of the Bacteriological (Biological) and Toxin Weapons 
Convention (BTWC), at the urging of our govenunents, recognized the need to ensure, 
through the review and/or adoption of national measures,  the  effective fulfillment of 
their obligations under the Convention in order, inter alla,  to exclude the use Of 
biological and toxin weapons for terrorist or criminal activity. 

To prornote further cooperation ,  our goverrunents will compare their domestic 
legislation related to terrorist fund-raising, and ensure strong domestic  la ffl and controls 
over the manufacture, trading and transport of explosives. 

27. We v.-ill continue these efforts in the coming year and extend our counterterrorist cooperation 
to other critical spheres. 

28. To protect our electronic and computer systems from disruption by terrorist attacks, we will 
share information and methodologies to prevent such attacks and to prevent the use of 

computer networks for terrorist and criminal purposes. 

29. To address the continuing danger from acts of terror using high explosives and other 
sophisticated technologies, and from potential use by terrorists of materials of mass 
destruction, our experts will intensify the exchange of information in research and 
development of counterterrori.sm technologies. 

30. Because of terrorist and other threats to the security of major international events, we will 
share information and experiences in providing security for such events.  The U.S. will hold a 
conference of experts on this subject in Honohdu in September 1997, in order to exchange 
information on the most effective security practices for major international special events. 

31. To heighten vigilance against acts of terror directed at maritime WM'S and their passengers, 
our governments will encourage the International  Maritime  Organization (140) to suengthen 
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