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11. Not less than 30 days before an employee is given clearance for access to
confidential information that refers to activities on the territory or in any
other place under the jurisdiction or control of a State Party, the State
Party concerned shall be notified of the proposed clearance. For inspectors
the notification of a proposed designation shall fulfil this requirement.

12. In evaluating the performance of inspectors and any other employees of
the Technical Secretariat, specific attention shall be given to the employee's
record regarding protection of confidential information.

c. MEASURES TO PROTECT SENSITIVE INSTALLATIONS AND PREVENT DISCLOSURE OF
CONFIDENTIAL DATA IN THE COURSE OF ON-SITE VERIFICATION ACTIVITIES

13. States Parties may take such measures as they deem necessary to protect
confidentiality, provided that they fulfil their obligations to demonstrate
compliance in accordance with the relevant Articles and the Verification
Annex. When receiving an inspection, the State Party may indicate to the
inspection team the equipment, documentation or areas that it considers
sensitive and not related to the purpose of the inspection.

14. Inspection teams shall be guided by the principle of conducting on-site
inspections in the least intrusive manner possible consistent with the
effective and timely accomplishment of their mission. They shall take into
consideration proposals which may be made by the State Party receiving the
inspection, at whatever stage of the inspection, to ensure that sensitive
equipment or information, not related to chemical weapons, is protected.

15. Inspection teams shall strictly abide by the provisions set forth ia the
relevant Articles and Annexes governing the conduct of inspections. They
shall fully respect the procedures designed to protect semsitive installations
and to prevent the disclosure of confidential data.

16. In the elaboration of arrangements and facility agreements, due regard
shall be paid to the requirement of protecting confidential informationm.
Agreements on inspection procedures for individual facilities shall also
include specific and detailed arrangements with regard to the determination
of those areas of the facility to which inspectors are granted access, the
storage of confidential information on-site, the scope of the inspection
effort in agreed areas, the taking of samples and their analysis, the access
to records and the use of instruments and continuous monitoring equipment.

17. The report to be prepared after each inspection shall oaly contain facts
relevant to compliance with this Convention. The report shall be handled in
accordance with the regulations established by the Organization governing the
handling of confidential information. If necessary, the information contained
in the report shall be processed into less sensitive forms before it is
transmitted outside the Technical Secretariat and the inspected State Party.



