
The retreat of the "Big Brother State" coincides with the advancement of new technology -
paradoxically, a key tool in any state's surveillance toolbox. Money-flows are decentred.
Networking has become a new paradigm. Meanwhile, state power has been "displaced" to the
private sector and to society. This dispiacement has meant that '"coercion "- the traditional tool
of social compliance, has shifted to a newform - "consent. " Increasingly we can see the use of
positive mnducement, with exclusion as a punishment, to generate consent. This "voluntary
complicity" gives the emerging system a degree of resiliency higher than that afforded by the
coercion-based system.

The dispiacement of state power has also contributed to a new, rather disconcerting, trend:
People are treated more as consumers t/ian citizens, their consumer preferences and behaviour
are closely monitored andprofiled by governments t/iemselves, by private companies, or by
private companies /iired by governments. In a sense, capital has contributed to the elimination of
public and personal space.

There are three categories of responses to protect privacy in the context of the emerging social
structures. Ail of these categories treat personal information as a commodity. As a resuit,
questions of ownership, control, and use are ail defmned in consumer terms. They include:
1 . Do it yourself - requires the adoption of technology to fight tbreats posed by technology.
2. Industrial seif-regulation - the private sector sets ruies it voluntarily accepts to play by

(under the threat of litigation if the established miles are violated). Microsoft, for instance,
has adopted this approach. It plays a gate-keeper role, not onlv to t)rotect its svstem. but


